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NEOCH, v, BE#EEEAlda (32) THF, B EREL:

size t v2; // eax

int v3; // edx

__int64 v4; // STe8_8

signed int j; // [esp+DCh] [ebp-ACh]
signed int i; // [esp+E8h] [ebp-Agh]
signed int v8; // [esp+E8h] [ebp-ABh]
char Dest[108]; // [esp+F4h] [ebp-94h]
char Str; // [esp+166h] [ebp-28h]

char v11; /f [esp+17Ch] [ebp-Ch]

for (1 =0; 1 < 108; ++1 )
{
if ( (unsigned int)i »>= 108 )
j____PepDPt_rangecheckFailuPe{);
Dest[i] = @;
¥
sub_41132F("please enter the flag:");
sub_411375("%208s", &S5tr);

W j_c‘l’r]nnfﬂ. ‘l‘r":l:
vl = (const char *)sub 4110BE((int)&5tr, v@, (int)&v1l);

Termepyloest, Vi, OxZau),

v8 = j_strlen(Dest);

for (1 =0; 7 < v8; ++] )
Dest[i] += J;
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if ( !strnomp(Dest, S5tr2, v2) )
sub_41132F("rigth flag!\n");
else
sub 41132F("wrong flag!\n");
HIDWORD(v4) = v3;
LODWORD(v4) = @;
return vi;
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.data:0041A034 ; char 5tr2] ]
“ |.data:@e41A034 Str2 db 'e3nifIH9b_C@n@dH',B ; DATA XREF:
® |.data:@e41A045 db e
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while ( vi1 > 0 )
{
byte 41A144[2]
byte 41A144[1]
byte 41A144[0]
for (i =20; 1 & v11l >= 1; ++i )
{
byte 41A144[i] = *v13;
==alle
++v13;
¥
if (i)
break;
switch (i)
{
case 1:
*((_BYTE *)Dst aAbcdefghijklmn[(signed int)(unsigned __int8)byte 41A144[0] >> 2];
=vVv7 + 1;
*((_BYTE *)Dst = aAbcdefghijklmn[ ((byte_41A144[1] & ©xFQ) >> 4) | 16 * (byte_41A144[0] & 3)];
*((_BYTE *)Dst = aAbcdefghijklmn[64];
*((_BYTE *)Dst aAbcdefghijklmn[64];
=v4 + 1;
break;
case 2:
*((_BYTE *)Dst aAbcdefghijklmn[(signed int)(unsigned __int8)byte 41A144[0] >> 2];
v = v7 + 1;
*((_BYTE *)Dst = aAbcdefghijklmn[ ((byte_41A144[1] & OxFQ) >> 4) | 16 * (byte_41A144[0] & 3)];
*((_BYTE *)Dst = aAbcdefghijklmn[ ((byte_41A144[2] & OxCO) >> 6) | 4 * (byte_41A144[1] & OxF)];
*((_BYTE *)Dst aAbcdefghijklmn[64];
=v5 + 1;
break;
case 3:
*((_BYTE *)Dst aAbcdefghijklmn[(signed int)(unsigned __ int8)byte_41A144[0] >> 2];
=vVv7 + 1;
*((_BYTE *)Dst = aAbcdefghijklmn[((byte_41A144[1] & OxFQ) >> 4) | 16 * (byte _41A144[0] & 3)];
*((_BYTE *)Dst = aAbcdefghijklmn[ ((byte_41A144[2] & 0xCO) >> 6) | 4 * (byte_41A144[1] & OxF)];
*((_BYTE *)Dst aAbcdefghijklmn[byte_41A144[2] & Ox3F];
v7 = v6 + 1;
break;

¥
*((_BYTE *)Dst + v7)
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db e
aAbcdefghijklmn db *ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefg
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import base64

"e3nifIH9b_ C@n@dH"

for i in range(09,len(s)):
X += chr(ord(s[i]) - 1)

print(base64.b64decode(x))
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