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printf("pls input the first passwd(1l): ");
|scant("%s", &pbData);|
if ( strlen((const char *)&pbData) !=6 )
{
printf("Must be 6 characters!\n"});
ExitProcess(@);
¥
vd = atoi((const char *)&pbData);
if ( v4 < 100008 )
ExitProcess(@);
strcat((char *)&pbData, "@DBApp");
vB = strlen((const char *)&pbData);
sub_40100A(&pbData, vO, &Stringl);
if (! strcmpi(&Stringl, "6E32D0943418C2C33385BC35A1470250DD8923A9") )
{
printf("continue...\n\n");
printf("pls input the first passwd(2): ");

P4u);
scanf("%s", & tring);

it ( strlen(&>iring) I=6 )
{
printf("Must be 6 characters!\n");
ExitProcess(@);
¥
strcat(&String, (const char *)&pbData);
memset(&Stringl, @, Ox104u);
vl = strlen(&string);
sub_401019((BYTE *)&String, vl1, &Stringl);
if ( ! _strcmpi("27019e688ade62a649fd99cadaafdbde”, &Stringl) )
{
if ( !{unsigned __ int8)sub_4@100F(&5tring) )
{
printf{"Error!!\n");
ExitProcess(@);

¥
printf("bye ~~\n");
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printf("pls input the first passwd(1): ");
scant("%s", &phbData);
if ( strlen((const char *)&pbData) !=6 )
{
printf("Must be 6 characters!\n"});
ExitProcess(0);
}
v4d = atoi({const char *)&pbData);
if ( v4 < 100808 )
ExitProcess(@);
strcat((char *)&pbData, "@DBApp");
= * -
sub_40100A(&phData, vo, &Stringl);
if ( ! _strcmpi(&stringl, "6E32D0943418C2C33385BC35A1470250DD8923A3") )
{
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int  cdecl sub_408123@(BYTE *pbData, DWORD dwDatalen, LPSTR lpStringl)
{
int result; // eax
DWORD i; // '—cg+il“
CHAR String2; // [=
BYTE v6[20]; // [esp
DWORD pdwDatalen; /
HCRYPTHASH phHash;
HCRYPTPROV phProv;

if ( !CryptAcguireContextA(&phProv, @, @, 1u, OxFAEBEE0) )

I =0
if [ CryptCreateHash(phProv, @x80@4u, @, @, &phHash) )
{
if ( CryptHashData(phHash, pbData, dwDatalen, @) )
{
CryptGetHashParam(J Hash, 2u, vo, &pdwDatalen, @);
1pStringl = @;
for ( 1 = @; i < pdwDatalen; ++1 )
{
wsprintfA(&String2, "%@2X", vo[i]);
lstrcatA(1pStringl, &String2);
}

CryptDestroyHash(phHash);
CryptReleaseContext(phProv, @);
result = 1;

}

else

{
CryptDestroyHash(phHash);
CryptReleaseContext(phProv, @);
result = @;

}

}

else
I
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import hashlib
flag = "@DBApp"

for i in range(100000,999999):
s = str(i)+flag
hashlib.shal(s.encode())
cnt = x.hexdigest()
if "6e32d0943418c2c" in cnt:
print(cnt)

print(str(i)+flag)
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ExitProcess(0);
ktrcat{(char *Y&pbData, "@DBApp"); |
v8 = strlen((const char *)&pbData);
sub_ 40180A(&pbData, vo, &Stringl);
if (! strcmpi(&Stringl, "6E32D00943418C2C33385BC35A1470256DD8923A9")
{

printf("continue...\n\n"};

printf("pls input the first passwd(2): ");

memset(&String, @, 8x184u);

scanft("%s", &String);

if ( strlen(&5tring) !=6 )

{

printf("Must be 6 characters!\n"});
ExitProcess(@);

1

Istrcat{&string, {const char *)&prata);I

memset(&>tringl, @, Bx1edu);

vl = strlen(&string);

sub_401019((BYTE *)&String, vl, &Stringl);

if ( ! _strcmpi("27019e688ade62a649fd99cadaa

{

", &Stringl) )

if ( Y(unsigned __ int8)sub_40100F(&String) ) I
c :

B Asub_401019 Bt T & ~:
int _ cdecl sub_401048(BYTE *pbData, DWORD dwDatalen, LPSTR lpStringl)

{
int result; // eax
DWORD i; // [esp+4Ch] [ebp-24h]
CHAR String2; [/ [esp+58h] [ebp-28h]
BYTE v6[16]; // [esp+54h] [ebp-1Ch]
DWORD pdwDatalen; // [esp+64h] [ebp-Ch]
HCRYPTHASH phHash; // [esp+68h] [ebp-8h]
HCRYPTPROV phProv; // [esp+6Ch] [ebp-4h]

if ( !CryptAcquireContextA(&phProv, 8, @, 1lu, BxFOABRBRA) )
return @;

if (|CryptCreateHash(phProv, @x8003u, @, @, &phHash) )

{

if ( CryptHashData{phHash, pbData,$gwDatalen, @) )
{
CryptGetHashParam(phHash, 2u, v6, & WDatalen, @);
*1pStringl = @;
for ( 1 =0; 1 < pdwDatalen; ++1 )
{
wsprintfA(&String2, "%02X", vo[i]);
lstrcatA(lpStringl, &String2);
}
CryptDestroyHash(phHash);
CryptReleaseContext(phProv, @);
result = 1;
¥
else
{
CryptDestroyHash(phHash);
CryptReleaseContext(phProv, @);
result = @;

¥
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39 vl = strlen(&5tring);

48 sub_401019((BYTE *)&String, v1, &Stringl);

41 if (! strempi("27019:688ade62a649td99cadaaftdbde™, &Stringl) )
42 {

43 1f ( !(unsigned  int8)sub_40100F(&String) )
44 1

45 printf("Error!!\n"};

46 ExitProcess(@);

47 1

A8 printf("bye ~~\n");

49 1
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har _ cdecl sub_40814D@(LPCSTR 1pString)
{
LPCVOID 1pBuffer; [f/ [esp+58h] [ebp-1Ch]
DWORD MumberOfBytesWritten; // [esp+58h] [ebp-14h]
DWORD nNumberQfBytesToWrite; // [esp+5Ch] [ebp-18h]
HGLOBAL hResData; // [esp+66h] [ebp-Ch]
HRSRC hResInfo; // [esp+64h] [ebp-8h]
HANDLE hFile; // [esp+68h] [ebp-4h]

hFile = 8;

hResData = @;

nlumberOfBytesTolirite = 8;

NumberOfBvteshiritten = @;

| hResInfo = FindResourceA(@, (LPCSTR)@x65, "AAA"); |

it ( ThReslnto )
return @;

nNumberOfBytesTolirite = SizeofResource(®, hResInfo);

hResData = LoadResource(®, hResInfo);

if ( !hResData )
return 9;

1pBuffer = LockResource(hResData);

sub AB1005(1pString, (int)lpBuffer, nNlumberOfBytesToWrite);

| hFile = CreateFileA("dbapp.rtf"”, 0x10000000u, ©, 0, 2u, ©x80u, @); |

it ( hFile == (HANDLE)-1 )
return 9;

if ( !'WriteFile(hFile, lpBuffer, nNumberOfBytesToWrite, &NumberOfBytesWritten, @) )
return 0;

CloseHandle(hFile);

return 1;
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1lunsigned int _ cdecl sub 481428(LPCSTR 1lpString, int a2, int a3)

2i{

3| unsigned int result; // eax

4| wunsigned int 1i; // [esp+4Ch] [ebp-Ch]

5| unsigned int v5; // [esp+54h] [ebp-4h]

5]

7 = 1lstrlenA{1lpString);

3 Fc:-r'(_—ﬁ 5o+l )

9 {

e result = i;

1 if (1 >=a3)

2 break;

3 *( BYTE *)(i + a2) ~= 1pString[i % v5];

4 %

5| return result;
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[6x05,0x7D,0x41,0x15,0x26,0x01 |

flag = ""

for i in range(@,len(s)):
ord(s[i]) ~ a[i]

flag += chr(x)

print(flag)
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Flag{NO_MOre_F?ee_Bugs}

flag: flag{Ne_Mere_Free Bugs}
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