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:~# cd 123
123# binwalk -e QR code.png

DECIMAL HEXADECIMAL DESCRIPTION

PNG image, 280 x 280, 1-bit colormap, non-interlac

Zip archive data, encrypted at least v2.0 to extra
ct, compressed size: 29, uncompressed size: 15, name: 4number.txt
650 Ox28A End of Zip archive, footer l,rngj;l,ﬂl:rm?rz__rm - "

dd if=QR_code.png of=flag.zip skip=471 bs=1

dd 4> B R SOt

dd if=QR_code.png of=flag.zip skip=471 bs=1 /Mflag.zipfft Ik it 75 B 3
if=file: #ASCHE4, BREATRAERIA

of=file: it X4, BRENbrdERH

skip=blocks: M ATk Bkid blocks N5 I 45 & il
bs=bytes: R XEELEHIIK/NA bytes , FJHE ibs il obs
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123# binwalk -D=png QR code.png

DECIMAL HEXADECIMAL DESCRIPTION

PNG image, 280 x 280, 1-bit colormap, non-interlaced
Zip archive data, encrypted at least v2.0 to extract,
compressed size: 29, uncompressed size: 15, name: 4number.txt
650 0x28A End of Zip archive, footer length: 22
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123# binwalk -eM QR code.png
Scan Time: 2021-04-28 22:01:58
Target File: /root/123/QR_code.png
MD5 Checksum: ¢552424a0e73a06l4c4ladaecdcct63b7f
Signatures: 386
DECIMAL HEXADECIMAL DESCRIPTION

PNG image, 280 x 280, 1-bit colormap, non-interlaced

Zip archive data, encrypted at least v2.0 to extract,
compressed size: 29, uncompressed size: 15, name: 4number.txt
650 Ox28A End of Zip archive, footer length: 22

Scan Time: 2021-04-28 22:01:58

Target File: /froot/123/ QR code.png-l.extracted/4number.txt
MD5 Checksum: d41d8cd98feeb204e9800998ecf8427e

Signatures: 386

DECIMAL HEXADECIMAL DESCRIPTION

i Ffcrackzip, & IWifRIES RS
TRz

sudo apt-get install fcrackzip

fcrakczip -b -c1 -1 1-4 -u flag.zip
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File Format:3C 4% 2

Data Extract: %3 25t

Steregram Solve: LA & 7] LLZE A il Im e
Frame Browser: i % 2%
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1.File Format:iX B /R &FE WLE A K BAE R E N ER LE RS HflagsBfEix B
2.Data Extrac
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Extract Preview

Bit Planes Order settings
Alpha []7 []6 []5 []4 [J3 []2 []J1 []0 Extract By @ Row () Column
Red []7 []6 [15 []4 []3 [2 []1 []Jo Bit Order @ MSBFirst () LSB First
G T [ 5 4 3 2 1 0
reen L U U U U U U U Bit Plane Order
Bwe []7 []6 []5 [J4 []3 [J2 1 []o @ RGB () GRB

i) RBG ) BRG

Preview Settings ) GBR 7 BGR
Include Hex Dump In Preview

‘ Preview || Save Text || Save Bin || Cancel

il — R RGBR AL BN ERRK LR ERFE
REg#F#AR, MARLGRERE; REOKTED, WARLAZERK. G, BRE

REIZERE & E 25641 % 5], GBEIE. BIMNORI255, &it 2564 . MEFORI255HZFHT N &, IRATA IR EL 2 i 5t 2 = B ok ik
X, 4, SFEEEABREBRE. RH256221M8KF FrUMREE N EEK7~0 —IL8/MiEiE

T Alphait 1% B E %818 F 256 % K B RIC R BB P KEMEER, EGEW. NEWMFE XK
alphaffiE 0Bt R 23EH, alpha HIfE N 255 NI R R AE B

B b2 S B R T

34 5t =& Extra By(B4M#)FIBit Order (AT ) FIBit Plane Order (A7 T 7 )

1) .Extra By(#i4M#): 23 Arow (47) Flcolumn (4

BMREAR, G, BEANDERT, Ma—KEFMB—NERE, BEREMNBARZ (0255 0255, 0~255)
WRSHRAHIIATHS T, —KFLURTET RS R R L5 e A TE

2) BitOrder (f7JfifF) :MSBR— & HiE K= AL, LSBR — 8 Bl i KL

3) .BitPlane Order (fii>F K F)

BABG A E RSN FHE, MLSB(RIEHERAL)EIMSB (A RfL7) FEEMMFHe BIAFH7, A FH &G IRE RS LR E R

Wi n. (—RRIRATE R R ERGBHA B & 2401 3T8HK)



4) BitPlane Order (A FIHMIGF) — BB F 2244 il R31M8 KX LB R =915 thinBGR# ZBA=HE—E GH
BE_ERAE=E.

3.Steregram Solve: 32K AT L Az 7T LUEGKE ik — T AEIM R 2BRET

4.Frame Browser:iisl ¥8% £ ERX GIF 2 KK EBAT##, ESIE— WIS, ArES R 40

5.Image Combiner:# &, EH#HE (ZREEMmS )

BT RESWRK LR ERAE M — T Data Extract 2 Hictf2 % A ZIMLSBR S X E LY TRGBA (AlphafiZE) HIFitEE

TILSBFR: S 3t & 1B RCBH 2 B M & K — i A gk R JARA AL (LSB) , MARKREASEREIXATEHNEML, (A
A BREG A BE IR B — B 2B e AR Ak D
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Red []7 [J6 [J5 J4 [J3 02 1 o
Green []7 []6 []5 []4 []3 ]2 []1 A0

Bue [J7 [J6 []5 [J4 [J3 J2 []1 [0

raview Sattinne

XAME I RAE THE S ARAL A =3k i 2 3R FR U i R

3it Order ) MSB First (® |LSB First

Rit Plana Ordar
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Extract Preview
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Bit Planes Order settings
AMpha [ |7 []6 []5 [ ]J4 []3 []2 []1 []O Extract By ® Row ( Column
Red []7 []6 []5 [J4 3 2 1 o Bit Order () MSBFirst @ LSB First
(6] T ] 5 4 3 2 1 1]
reen L U U U U U U Bit Plane Order
Bue []7 []6 []5 [J4 [I3 2 1 [0 YRGB () GRB
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