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from Crypto.Util.number import*
import base64

def egcd(a, b):
if a ==
return (b, 0, 1)
else:
g, y, X = egcd(b % a, a)
return (g, x - (b // a) *y, y)

def CMA(n,el,e2,cl,c2):
s = egcd(el, e2)

sl = s[1]
s2 = s[2]
if si1<0:
sl = - s1
cl = inverse(cl, n)
elif s2<0:
s2 = - s2

c2 = inverse(c2, n)
m = pow(cl,sl,n)*pow(c2,s2,n) % n
return m

fl=open("HUB1")
f2=open("HUB2")
N=f1.readline()
N=f2.readline()
el,e2=fl.readline(),f2.readline()
fl.readline()
f2.readline()
cl,c2=fl.readline(),f2.readline()
ans=b""'
cnt=0
while len(cl)!=0:
cnt+=1
ans+=long_to_bytes(CMA(int(N),int(el),int(e2),int(cl),int(c2)))
#print(base64.b64decode(temp))
cl,c2=f1.readline(),f2.readline()
temp=b""'
M=b""
print(ans)
for i in ans:
k=long_to_bytes(i)
#print(i," ",end="")
if k==b'\n":
M+=base64.bb64decode(temp)
temp=b""'
continue
temp+=k
print(M)
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b'VEhJUz==\nRkxBR3==\nSVN=\nSE1EREVOL0==\nQOFO\nWUSV\nRk1ORM==\nSVT=\nT1VUP4==\nRE8=\nWU9V\nSO5PV9==\nQkFTRTYOP5
==\nWW91bmdD\nVEhITku=\nWU9V\nQVIF\nTkOU\nVEhBVE==\nRKkFNSUXxJQVI=\nVO1USO==\nQkFTRTYOLh==\nQmFzZTY®\naX0=\nYW==\n
Z3JvdXA=\nb2b=\nc21ltaWxhcn==\nYmluYXJ5LXRvVLXR1eHR=\nZW5jb2Rpbme=\nc2NoZW11lcO==\ndGhhdD==\ncmVwcmVzZW50\nYmluYX35
\NZGFOYW==\naW5=\nYW6=\nQVNDSUl=\nc3RyaW5n\nZm9ybWFO\nYnk=\ndHIhbnNsYXRpbmd=\naXS=\naW50bl==\nYT==\ncmFkaXgtNjQ=
\ncmVwemVzZW50YXRpb24u\nVGh1\ndGVybc==\nQmFzZTY@\nb3JIpZ21uYXR1c8==\nZnJvbd==\nYY==\nc3B1Y21maWN=\nTUINRT==\nY29u
dGVudI==\ndHIhbnNmZXI=\nZW5jb2Rpbmcu\nVGh1l\ncGFydGljdwWxhct==\nc2V@\nb2b=\nNjR=\nY2hhcmFjdGVyc5==\nY2hvc2Vu\ndG+=
\ncmVwemVzZW50\ndGh1\nNjQ=\ncGxhY2UtdmFsdWVz\nZm9y\ndGh1l\nYmFzZd==\ndmFyaWVz\nYmV@d2V1bt==\naWlwbGVtZW50YXRpb25z
Lp==\nVGh1\nZ2VuZXJhbI==\nc3RyYXR1Z3n=\naX0=\ndG9=\nY2hvb3N1\nNjR=\nY2hhcmFjdGVyc5==\ndGhhdA==\nYXJ1\nYm90aN==\n
bWVtYmVyc5==\nb2a=\nYS==\nc3Vic2V@\nY29tbWOu\ndG8=\nbW9zdM==\nZW5jb2RpbmdzLA==\nYW5k\nYWxzb8==\ncHIpbnRhYmx1lLg==
\nVGhpc9==\nY29tYmluYXRpb25=\nbGVhdmVz\ndGh1\nZGFOYW==\ndW5saWt1bHk=\ndG/=\nYmV=\nbWOkaWZpZWS=\naW5=\ndHJhbnNpdE
==\ndGhyb3VnaN==\naW5mb3JtYXRpb26=\nc31zdGVtcyw=\nc3VjaN==\nYXM=\nRS1tYW1lsLD==\ndGhhdA==\nd2VyZQ==\ndHJhZG1@aWSu
YWxseQ==\nbm90\n0C1iaXQ=\nY2x1YWAuWzFd\nRm9y\nZXhhbXBsZSw=\nTUINRSdz\nQmFzZTY@\naWlwbGVtZW50YXRpb24=\ndXNlcw==\n
QahDWiw=\nYahDeiw=\nYW5k\nMKhDOQ==\nZm9y\ndGh1\nZmlyc3Q=\nNjI=\ndmFsdWVzLg==\nT3RoZXI=\ndmFyaWF@aW9ucw==\nc2hhcm
U=\ndGhpcw==\ncHIvcGVydHk=\nYnVO\nZG1lmZmVy\naW4=\ndGh1l\nc31tYm9scw==\nY2hvc2Vu\nZm9y\ndGh1\nbGFzdA==\ndHdv\ndmFs
dWVzOw==\nYW4=\nZXhhbXBsZQ==\naXM=\nVVRGLTcu'
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THIS FLAG IS HIDDEN.

CAN YOU FIND IT OUT?

DO YOU KNOW BASE647?

Young C THINK YOU ARE NOT THAT FAMILIAR WITH BASE64.

Base64 is a group of similar binary-to-text encoding schemes that represent binary data in an ASCII string format by translating it into a
radix-64 representation.

The term Base64 originates from a specific MIME content transfer encoding.

The particular set of 64 characters chosen to represent the 64 place-values for the base varies between implementations.
The general strategy is to choose 64 character sthatare both members of a subset common to most encodings,

and also printable.

This combination leaves the data unlikely to be mod if iedintransit through in formation systems,

such as E-mail,that were tradition all ynot 8-bit clean.

[1]Forexample, MIME’s Base64 implement ation uses A\xa8CZ,a\xa8Cz,and 0\xa8C9 for the first 62 values.

Other variations share this property butdiffer in the symbols chosen for the last two values;an example is UTF-7.
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from Crypto.Util.number import*

import base64

¢ = b'VEhJUz==\nRkxBR3==\nSVN=\nSE1EREVOL0o==\nQOFO\nNWU9V\NRk10RM==\nSVT=\nT1VUP4==\nRE8=\nWU9V\nSO5PV9==\nQkFTRT
YOP5==\nWW91bmdD\nVEhJITku=\nWUSV\nQVIF\nTkOU\nVEhBVE==\nRKkFNSUxJQVI=\nV@1USO==\nQkFTRTYOLh==\nQmFzZTY@\naX0=\nYW
==\nZ3JvdXA=\nb2b=\nc21ltaWxhcn==\nYmluYXJ5LXRVLXR1eHR=\nZW5jb2Rpbme=\nc2NoZW11cO==\ndGhhdD==\ncmVwcmVzZW50\nYmlu
YXJI5\nZGFOYW==\naW5=\nYW6=\nQVNDSUl=\nc3RyaW5n\nZm9ybWFO\nYnk=\ndHIhbnNsYXRpbmd=\naXS=\naW50b1l==\nYT==\ncmFkaXgt
NjQ=\ncmVwcmVzZW50YXRpb24u\nVGh1\ndGVybc==\nQmFzZTY@\nb3JIpZ21uYXR1c8==\nZnJvbd==\nYY==\nc3B1Y21maWN=\nTUINRT==\n
Y29udGVudI==\ndHIhbnNmZXI=\nZW5jb2Rpbmcu\nVGh1l\ncGFydGljdWxhct==\nc2V@\nb2b=\nNjR=\nY2hhcmFjdGVyc5==\nY2hvc2Vu\n
dG+=\ncmVwcmVzZW50\ndGh1\nNjQ=\ncGxhY2UtdmFsdWVz\nZm9y\ndGh1l\nYmFzZd==\ndmFyaWVz\nYmV@d2V1bt==\naWlwbGVtZW50YXRp
b25zLp==\nVGh1\nZ2VuzZXJhbI==\nc3RyYXR1Z3n=\naX0=\ndG9=\nY2hvb3N1\nNjR=\nY2hhcmFjdGVyc5==\ndGhhdA==\nYXJ1\nYm90aN
==\nbWVtYmVyc5==\nb2a=\nYS==\nc3Vic2Ve\nY29tbWOu\ndG8=\nbW9zdM==\nZW5jb2RpbmdzLA==\nYW5k \nYWxzb8==\ncHIpbnRhYmx1
Lg==\nVGhpc9==\nY29tYmluYXRpb25=\nbGVhdmVz\ndGh1\nZGFOYW==\ndW5saWt1bHk=\ndG/=\nYmV=\nbW9kaWZpZWS=\naW5=\ndHJhbn
NpdE==\ndGhyb3VnaN==\naW5mb3JtYXRpb26=\nc31zdGVtcyw=\nc3VjaN==\nYXM=\nRS1tYW1lsLD==\ndGhhdA==\nd2VyZQ==\ndHJhZG1l0
alW9uYWxseQ==\nbm90\n0C1iaXQ=\nY2x1YWAuWzFd\nRm9y\nZXhhbXBsZSw=\nTUINRSdz\nQmFzZTY@\naWlwbGVtZW50YXRpb24=\ndXNlcw
==\nQahDWiw=\nYahDeiw=\nYW5k\nMKhDOQ==\nZm9y\ndGh1\nZmlyc3Q=\nNjI=\ndmFsdWVzLg==\nT3RoZXI=\ndmFyaWF@aW9ucw==\nc2
hhcmU=\ndGhpcw==\ncHIvcGVydHk=\nYnV@\nZG1mZmVy\naW4=\ndGh1l\nc31tYm9scw==\nY2hvc2Vu\nZm9y\ndGh1\nbGFzdA==\ndHdv\n
dmFsdWVzOw==\nYW4=\nZXhhbXBsZQ==\naXM=\nVVRGLTcu"'

def get base64 diff_value(sl, s2):
base64chars = b'ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789+/"
res = 0
for i in range(len(s2)):
if s1[i] != s2[i]:
return abs(base64chars.index(sl1[i]) - base64chars.index(s2[i]))
return res

def solve_stego():
line=b""
bin_str=""
for i in c:
k=long_to_bytes(i)
if k==b'\n":
steg line = line
norm_line = base64.b64encode(base64.bb64decode(line))
diff = get_base64_diff_value(steg line, norm_line)

#print(diff)
pads_num = steg line.count(b'=")
if diff:
bin_str += bin(diff)[2:].zfill(pads_num * 2)
else:

bin_str += '0' * pads_num * 2
print(goflag(bin_str))
line=b""
continue
line+=k

def goflag(bin_str):
res_str = "'

for i in range(@, len(bin_str), 8):
res_str += chr(int(bin_str[i:i + 8], 2))

return res_str

if __name__ == '__main__":
solve_stego()
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