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Hack me
Warning: Cannot modify header information — headers already sent by (output started at
/var/www/html/index.php:3) in /var/www/html/index.php on line 4
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FEMATRER robots. txt BMY, Vi :

1| User-agent: *

2 Disallow: /fAke flagggg.php
3

flag{this_is_not_flag}

HR¥EZ BT Wwarning :

Warning: Cannot modify header information — headers already sent by (output started at
/var/www/html/index.php:3) in /var/www/html/index.php on line 4
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Response

J Raw T Headers T Hex T Render ]

HTTP/1.1 200 OK

Server: openresty

Date: Tue, 15 Dec 2020 07:50:51 GMT
Content-Type: text/html
Content-Length: 22

Connection: close

Look at me: /fl4g.php

X-Powered-By: PHP/5.5.38
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/var/www/html/fl4g.php:2) in /var/www/html/fl4g.php on line 3
<img src="/img.jpg">

<?php

header( 'Content-type:text/html;charset=utf-8");
error_reporting(0);

highlight file(_ file );
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header('Content-type:text/html;charset=utf-8");
error_reporting(9);
highlight file(_ file_ );

[ "num*])){
['num’];
if(intval( ) 2020 intval( 1) 2021){
echo "BRAZRIAETERNT 1L, AREFERME, RARBAZLRNE, ERMERSF/URE . </br>";
}else{
die("SERMRAT HNKIAF EE") ;
}
}else{
die("EIEHmE");

['md5"])){
['md5'];
if ( md5 ( ))
echo "MEXACTFer&fflag/s, BEHE, WEFRME, K—FKET, CLHHRHE, HEPHAEFIE, B—MHEEAWHE,
MERE, HFENR.</br>";
else
die("HHERWRRMBERAK, MITTAHEE, EAh—K2H R TIEM");
}else{
die("ZHIEPME");

['get_flag'])){
['get_flag'];
if(!strstr( A
str_ireplace("cat", "wctf2020", )8
echo "MEXE, RALMME, FERANRFIEERRXARKAETE, Bk
system( )5
}else{
die("RENFEMT");
bj
}else{
die("ZEIEHIE");
bj
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1. level 1
FEBIGETH MENTE $num FIME, HZd intval() HELAHEEH 2020 /b, 1H +1 J5EL 2021 K.

fEARHATHBOE T UAE LB BT, RREDN 1, [EEMINNEEHESE,

'2e4’;
if(intval( ) < 2020 intval( 1) > 2021){
echo "success!";
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success!

%A ST, 2num="2e4" :

2>
EEBRAT 5 AR [6)E
HUENE GG BB TR ERE, EHBGS, HEEA 2num=2e4 :

2>
BAZTEETBEBRNFZHL, A28 ENE, RZBAZLEN, iIHRAER ISR
ZAEMIE

BIhiEiglevelt

2. level2
Bt GETHE N & $mds FIME, @id§FRALE, Smd5n%jErEMSE, BIRrsd
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0215962017

Result:
base64: MGUyMTUSNjIwMTc=
md5: 0e291242476940776845150308577824

FRE 00215962017 A &% &M, HFRMEANSE: nd5-0e215962017 :

oy
2>

BARZREETEBRNFZHL, A28 ENE, RZEFELTNE, iLRAERISLEIRIF.
BERXTCTFerEEflaghs, RS T, BEXRWEE, —RET, EFEZRLEZE, BCHRTEFNE,
B—MBERAE, NEFE, 5FNR.
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BIhiEitlevel2

3. getflag
strstr() BBERFRFENEREBIR, X4RNE.
str_ireplace() R BMFFRF B PR —LERF, TXFRNE.
HAPBEGETH RGN R $get_flag NEEAE & . cat
EANRERRK W UEMSIIT, BRAEELMERTAZS, Wikpayload:

num=2e4&md5=0e215962017&get_flag=1s

\- ‘

?>
KAZRREBETERNTHL, A28 ENE, REBALEN, ILRERI B[R
BEX T CTFer2Zflaghs, g% E, BEREE, H—RET, EFIIZEZE BERBRITEFNE,
H—mMHREEE NERE, AlF/NE.

BEXE, BRImE, AR ANREFEMBIXAMNMIILE, B

404 .html fAke_f1agggg.php fldg.php
flNnnnnmmnmnaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaas
ima.ipa index.ohp robots.txt

HAsg

fF £1111111111111111111111111111111111111111aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

aaaaaag FJRe & flag, fFH nl A& cat s, FHHIBT $1Fs$o RETH, Wik HKE % payload:



num=2e4&md5=0e215962017&get_flag=nl

?>
BAEEEE TEBRNS H L, A=BENE, AZBAEEE, IRAEBI SR
BELXCTFer2Elflagls, BUgiSE, WARME, H—RET, CHFRLEE, BESPRTEFIR,
BI—MEREE HEFE, JF R
BEXE, HFRIMMAE, BEANRRETMEXANMITE, BRER.

1 flag{b8e6b64-5542-4598-879b-d625fbe3bib1}

B zlflag.
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