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Elevate my privileges!

We need to increase our access! Can you make yourself admin??

Note: the "signature" and "rack.session" cookies are not part of the challenge!

Please log in for more options!

First name

Last name

is_admin? O

https://blog.csdn.netiweixin_44037296

GUHI PR T ZEAR AR, H HAEEI T cookie , FNMEHILAE AREHIAN is_admin J&7E
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Welcome back, first last!

It looks like you aren't admin,
though! Better work on that!
Remember, is_admin must bet set to

. de - LW ] - | | . | ]



PR T FEELL admin 30, IFKE is_admin WE N 1, {8 BurpSuite KR 1. :

Request

M Params T Headers T Hex ]

1 GET /?action=login&first name=first&last name=last HTTP/1l.l

2 Host: 36032f23-3e61-4aaB8-8£87-9ee90£20e883.node3.buuoj.cn

3 Upgrade-Insecure-Requests: 1

4 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 11 1 0) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36

5 Accept:

text/html,application/xhtml+xml,application/xml;g=0.9,image/avif, image/webp,image/a
png,*/*;g=0.8,application/signed-exchange;v=b3;g=0.9
6 Referer: http://36032f23-3e61-4aa8-8£f87-9ee90£20e883.node3.buuoj.cn/
7 Accept-Encoding: gzip, deflate
8 Accept-Language: zh-CN,zh;g=0.9
9 Cookie: UM distinctid=176cc63994071c-0a3bb0b090c52f-6d112d7¢c-13c680-176cc639941f6e
10 Connection: close

ffi iRepeater’i% 5, R1G[A G :

Resnonse
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J Raw T Headers T Hex ]

1 HTTP/1.1 302 Found i
2 Server: openresty )
3 Date: Fri, 08 Jan 2021 09:21:52 GMT

4 Content-Type: text/html;charset=utf-8

5 Content-Length: 0

6 Connection: close

7 Location: http://36032f23-3e61-4aa8-8f87-9ee90f20e883.node3.buuoj.cn/

8 Set-Cookie: user=
c2fd13c78005fca26fb76dc643784a7cb0adle9852beblb062f2ae2bdl169£740bf600f9%caf9dasSbfe
d45f1405bb5efeB00£602c498ddd7a8251b7b664887c2fc;
domain=36032f23-3e61-4aaB8-8f87-9ee90f20e883.node3.buuoj.cn; path=/; HttpOnly

9 Set-Cookie: rack.session=
BAh7B0kiD3N1lc3Npb25faWQGOgZFVEKiRTRkY2I3YTYyODU20TNhYz1kODI3%0AZDM5ZGF JOGELYmMQ4MG
RmOWMwNzI3MjdjODN1OGFkOGNhMGZhNzYxMzZmMDQG% 0AOWBGSSIMYWVzX2t1leQY7AEYiJWmHXKegligb
Tz1DV20aaOVDKe2Km9hsWvxL%0AME4vaRKZ%0A--4cf1964e7b7854e352dccec5df2£78e84d45¢cb2d;
path=/; HttpOnly

10 X-Content-Type-Options: nosniff
11 X-Frame-Options: SAMEORIGIN
12 X-Xss-Protection: 1; mode=block

HAPTE set-Cookie FRE, K[ B UL, FHIUREDEE.:

f Request to http://36032f23-3e61-4aa8-8f87-9ee90f20e883.node3.buuoj.cn:80 [111.73.45.58]

| Forward || Drop J m Action [Comment this item | W ®
1 GET / HTTP/1.1 A
2 Host: 36032f23-3e61-4aa8-8f87-9ee90f20e883.node3.buuoj.cn r

3 Cache-Control: max-age=0

4 Upgrade-Insecure-Requests: 1

5 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 11_1 0) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36

6 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;g=0.9

7 Referer: http://36032f23-3e61-4aa8-8f87-9ee90£f20e883.node3.buuoj.cn/

8 Accept-Encoding: gzip, deflate

9 Accept-Language: zh-CN,zh;g=0.9

10 Cookie: UM _distinctid=176cc63994071c-0a3bb0b090c52f-6d112d7c-13c680-176cc639941f6e; user=
263b220db546fce7fa8f2ff161£836c51beb4a501c28b01d69dfchba62631bfd6alf3ecdbléeeb7039c044a87d3206ecbl15£d49a93d10d8c3917b024cd534cl7b; rack.session=
BAh7B0kiD3N1c3Npb25faWQGOgZFVEKiRWFMNDG5NzQ1Y jMOMUXMMFkNZc0%0AMWYZZTE5Y2I30DEZNDgyMmR10TALOGI 1Y jM2Y2M1IMIA2NIFKOGZiYZzUWODYGS0AOWBGSSIMYWVZX2t1eQY7AEYiJY9KXebdt$2FZ 1upUj4nMbg2
FBNDIPff8k5riHUK$0AJgBZHVOUS0A--b23edaf66d480964e13a229e4£409d8754a94835

11 Connection: close

12

13

93] 7 H:Cookie:

user=263b220db546fce7fa8f2ff161f836c51beb4a501c28b01d69dfcbab2631bfd6alf3ec4bl6eeb7039c044a87d3206ecb15Ffd49a93d]
0d8c3917b024cd534c17b; rack.session=BAh7BOkiD3N1c3Npb25faWQGOgZFVEkiRWFmNDg5NzQ1YjMOMjUXMmFkNzc@%0AMWYZzZTE5YZI30)|

DEzNDgyMmR10TA10GIiYjM2Y2M1IMjA2NjFkOGZiYzUwODYG%OAOWBGSSIMYWVZzX2t1eQY7AEYiJY9KXebdt%2FZ1upUj4nMb%2FBNDIPff8k5riH
UK%0@AJqBZHVOU%PA- -b23edaf66d480964e13a229e41409d8754a94835




KRN/ rack.session 65, FTASZRME N user BRI =AM 111, &F L.

34

353 <div class="alert alert-warning" role="alert">

36

37 <p>Error parsing JSON: 765: unexpected token at
'§??2??1?s??.20???irst","last name":"last","is admin":0}'</p>

38

39 </div>

10

11 </div>

A"

JRINS B N2, BOAME Tk, Bl E EA 2 52 20, AR 7 sSRICRT I A P 2%, Hat 208 ot 5 77 /Y =12
111, AAEIELE:

37 <p>Error parsing JSON: 765: unexpected token at
"{"first name":"first","last name":"last","is admL?}2F???2??n???)'</p>
38
39 </div>
40

SEEEN user RSN :

{"first_name":"first","last name":"last","is_admin":0}

AR BRI %S TR TR
A B o BN B &IEWA$%$@MM,%WNHBQK,%%Cm%ﬁb%ﬁﬁﬁWﬁ’ﬁﬁW§%E&ﬂﬂ

ECBIN% & 16 fi—4, LA EISL, % ERHN320L, 28, JEH1Ejsond 1.00 == 1

B SE RGN B T

{"first_name":"Al.00000000000000", "last name":"last","is admin":0}

AL R IR 5 A,
_name":"A

l.é@@ég@@@OOGGGG

,;last_name":"l

,"1is_admin":

Sy ER ) €I I EE NV TP

"is_admin":1.00000000000000

SER T KGR AR EANE G Y cookie , BRUNBIAMNEFTHN key » Fr LB T SE A, F3G B Mk A 2 -


https://blog.csdn.net/shaosunrise/article/details/80035297

first name Al.00000000000000

last name last

JRACR R, FRHE] user [AIfH:

b20e97737c12bfadaadb2426c48527681bf69e842fec@30ee35bcfe578e91b1157a3a96575f74f2ab7b289a3e4da30132c85e2383de1b089
993d200ab6e2faadfedd61lc9eaac7b3al9b1399cdo5010ct

HIVYAA I Z, WEuEs) 128 #l, ¥ 32 B 64 M AFNE “HNERC, JFPHEEHIUA)S, (E/HPython3:

S "b20e97737c12bfa4aadb2426c48527681bf69e842fec®30ee35bcfe578e91b1157a3a96575f74f2ab7b289a3e4da30f32c85e2383de|
1b089993d200a66e2faadfedd61c9eaac7b3alob1399cdo5010ct"

res s[:128] s[32:64] s[128:]
print(res)

13 B3k 11 () flag:

b20e97737c12bfad4aadb2426c48527681bf69e842fec030ee35bcfe578e91b1157a3a96575f74f2ab7b289a3e4da30132c85e2383del1b089

993d200a66e2faadlbf69e842fec030ee35bcfe578e91bl1fed@61c9eaac7b3a19b1399cd05010ct

P H B user Hi:

Request

J Raw T Params T Headers T Hex ]

GET / HTTP/1.1 A
Host: 36032f23-3e61-4aa8-8f87-9ee90£f20e883.node3.buuoj.cn ™
Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 11 1 0) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36

6 Accept:

text/html,application/xhtml+xml, application/xml;q=0.9,image/avif, image/webp,image/a
png,*/*;g=0.8,application/signed-exchange;v=b3;g=0.9

ke wMh

7 Referer: http://36032f23-3e61-4aa8-8£f87-9ee90f20e883.node3.buuoj.cn/
8 Accept-Encoding: gzip, deflate
9 Accept-Language: zh-CN,zh;g=0.9
10 Cookie: UM distinctid=176cc63994071c-0a3bb0b090c52f-6d112d7¢c-13¢c680-176cc639941f6e;

user=
b20e97737cl2bfadaadb2426c48527681bf69e842fec030ee35bcfe578e91b1157a3a96575£74f2ab7b
289a3e4da30£f32c85e2383delb089993d200a66e2faadlbf69e842fec030ee35bcfe578e91bllfedlbl
c9eaac7b3al9b1399cd05010cf|; rack.session=
BAh7B0kiD3N1lc3Npb25faWQGOgZFVEkiRWFMNDg5NzQ1YJMOMIUXMMFkNZzc0%0AMWYZZTES5YZzI30DEZNDgy
MmR10TAlOGJiYJjM2Y2MIMJjA2NjFkOGZiYzUwODYG%0AOWBGSSIMYWVZzX2t1eQY7AEYiJY9KXebdt%2FZ1lup
Uj4nMb%2FBNDIPff8k5riHuK$0AJgBZHVOUS0A--b23edaf66d480964e13a229e4£f409d8754a94835

11 Connection: close

12

RIEHEH, 153%ag:

<p>Welcome back, Al1.00000000000000 last!</p>

<p>And it looks like you're admin, too! Congrats! Your flag is <span
'highlight'>flag{8e9c7c05-f5b6-4a68-8435-ff643e3ac9f6}</span></p>
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