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Description

©5292422631234122d2b36697113272c20712021283a6b0c7908
21282022302029142c653f3c7f2a2636273e312d653€25217908
322921780c3a235b3c2c3f2071372e21733a3a2b37263b313012
2f6c363b2b312b1e64651b6537222e3737712020242b6b2c2d5d
2831652c2b31661426292b6532292c372a2f20212a316b283¢c09
29232178373c270f682c216532263b2d3632353c2c3c2a293504

613c37373531285b3c2a72273a67212a2771373a243c20203d5d
243a202a633d205b3c2d376534223665322c7423202f31652a18
2239373d61740ale3c651f20712c212a247F3d2e65262430791c
263e203d6323210f2065312071332065262c3168313722367918
2f23721332021142665212637222220733e38312426386b
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known_part "Dear Friend,"
second_part = xor(known_part,enc[0][:1len(known_part)])
print(second_part)
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#!/usr/bin/env python
import string

import collections
import sets

# XORs two string

def strxor(a, b): # xor two strings (trims the Llonger 1input)

return .join([chr(ord(x) ord(y)) for (x, y) in zip(a, b)])

cl "05292422631234122d2b36697113272c20712021283a6b0c7908"
c2 "21282022302029142c653f3c712a2636273e3f2d653€25217908"
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"322921780c3a235b3c2c31207f372e21733a3a2b37263b313012"
"2f6c363b2b312b1e64651b6537222e3737712020242b6b2c2d5d"
"283f652c2b31661426292b653a292c372a2120212a316b283c09"
"29232178373c2701682c216532263b2d3632353c2c3c2a293504"
"613c37373531285b3c2a72273a67212a2771373a243c20203d5d"
"24322022633d205b3¢c2d3765342236653a2c742320213f652a18"
"2239373d6f740ale3c6511207f2c212a247f3d2e65262430791c"
"263e€203d63232f012065312071332065262c3168313722367918"
ciphers [cl, c2, c3, c4, c5, c6, c7, c8, c9, clo]
# The target ciphertext we want to crack
# target_cipher = "263e203d63232f0f20653f2071332065262c3168313722367918"
target_cipher = ciphers
# target cipher.append("2f2f372133202f142665212637222220733e383f2426386")
To store the final key
final_key [None]*15@
To store the positions we Rnow are broken

known_key_positions = set()

# For each ciphertext

for current_index, ciphertext in enumerate(ciphers):

counter collections.Counter()
# for each other ciphertext
for index, ciphertext2 in enumerate(ciphers):
if current_index index: # don't xor a ciphertext with itself
for indexOfChar, char in enumerate(strxor(ciphertext.decode('hex"'), ciphertext2.decode('hex'))): # Xor the t
o0 ciphertexts
# If a character 1in the xored result 1is a alphanumeric character, it means there was probably a space charac
ter in one of the plaintexts (we don't know which one)
if char in string.printable char.isalpha(): counter[indexOfChar] 1 # Increment the counter at this 1in
dex
knownSpaceIndexes [1]

# Loop through all positions where a space character was possible in the current_index cipher
for ind, val in counter.items():

# If a space was found at least 7 times at this index out of the 9 possible XORS, then the space character was
Likely from the current_index cipher!

if val 7: knownSpaceIndexes.append(ind)
#print knownSpaceIndexes # Shows all the positions where we now know the key!

# Now Xor the current_index with spaces, and at the knownSpaceIndexes positions we get the Rey back!
xor_with_spaces = strxor(ciphertext.decode('hex'),"' '*150)
for index in knownSpaceIndexes:

# Store the key's value at the correct position

final_key[index] xor_with_spaces[index].encode( 'hex")

# Record that we known the key at this position

known_key positions.add(index)

# Construct a hex key from the currently known key, adding in '00' hex chars where we do not know (to make a com

plete hex string)

final_ key_ hex "'.join([val if val is None else '@@' for val in final key])

# Xor the currently known key with the target cipher
print final_key_ hex.decode('hex")
print final_key
for i in range(len(target_cipher)):
output = strxor(target cipher[i].decode('hex"'),final key hex.decode('hex"))
# Print the output, printing a * if that character is not known yet

print ''.join([char if index in known_key positions else '*' for index, char in enumerate(output)])
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AL & python2.x , f&Hfi PyCrypto, ishell (which itself depends on readline and ncurses)
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featherduster xxx.txt # S AR
analyze # J7HiT% SCREE 4 UL

use many-time-pad # f#iJH /5%

run

results # &AESHE
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# from Crypto.Util.strxor import strxor
from Crypto.Util.number import

from pwn import
f = open("C:\\Users\\Menglin\\Desktop\\f331d71a103f49bc94c2cc7838c29a9c","r")
enc [1]
for line in f.readlines():
enc.append(long_to_bytes(int(line.strip(),16)))
# print(enc)

X G R B AP IR 25 ST I s SR SEBH A RS B - A 1A W 7 2 12 2R B2 T P 25
def find part(known_flag,enc,known_msg=None):
nums (4]
for i in enc:
print ("% {}4lcipher:".format(nums),end="")
print(xor(known_ flag,i[:len(known_flag)]),end="\t")
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if known_msg:
next_part xor(known_msg,enc[0][:1len(known_msg)])
print(next_part)

# find_part(first_part,enc)

"ALEXCTF{"

for i in enc:
print ("% {}4lcipher:".format(nums),end="")
print(xor(first_part,i[:len(first_part)]),end="

"Dear Friend,"

second_part xor (known_part,enc[@][:1len(known_part)])
print(second_part)

nums (<]

for i in enc:
print("#{}4lcipher:".format(nums),end="")
print(xor(second_part,i[:len(second_part)]),end="\t")
nums 1

known_part "sed One time pad"

print('\n")

for i in enc:
print("#{}4lcipher:".format(nums),end="")
print(xor(third_part,i[:len(third_part)]),end="\t")
nums 1

print('\n")

known_part "is the only encrypt"

forth_part = xor(known_part,enc[4][:1len(known_part)])

print(forth_part)

nums (4]

for i in enc:
print("#{}4lcipher:".format(nums),end="")
print(xor(forth_part,i[:len(forth_part)]),end="\t")

known_part "n scheme, I heard that"
fifth_part = xor(known_part,enc[3][:1len(known_part)])

print ("% {}4lcipher:".format(nums),end="")
print(xor(fifth_part,i[:len(fifth_part)]),end="\t")
nums 1

print('\n")

known_part "sed One time pad encryptio"
sixth_part = xor(known_part,enc[2][:1len(known_part)])
print(sixth_part)
nums (%]
for i in enc:
print ("% {}4lcipher:".format(nums),end="")




print(xor(sixth_part,i[:len(sixth_part)]),end="\t")
nums 1

print('\n")
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