2022DASCTF X SU Re WriteUp

Whitebird 2F 2022-04-01 20:35:09 &2 350 R 1

yHERE: DASCTF Wwbrss: 24

F 2022-04-01 20:29:55 H X KA

R B A R A&, 45 CC 4.0 BY-SA FRAUHMIL,  BE 45 I b 5 ST AL L AN AS 7 0
ASCHERE:  https://blog.csdn.net/jxnu_666/article/details/123906920

FERAL

DASCTF L WgriZ N %

1R 3CEE 0T 1)
T LS

2022DASCTF X SU Re WriteUp

easyre

StarGate

easyre

—IERE R, ERE TR

. Exeinfo PE - ver.0.0.6.7 by AS.L- 1102+114 sign 2021.10.02 —

- e : 4|easyre.exe | Py

Entry Point : [DoODADOL | < | EPSection: |aspack | =

) File Offset: [0003E401 | FirstBytes: [60.£3.03.00.000 @
&\ Linker Info : (2,24 | EIIJE':IEIEIH ;_. \Win Consale | | pg

FleSize: [oooaFeooh | < 4T Overlay:  [NO 00000000 |

R

Image is 32bit executable RES/OVL:0 / nr% : 2022

|Generic chedk - Aspadk v2. 1x - 2,39 -> Alexey Snludwnlkw WWW, aspa::k ' | 2can [t
Lamer Info - Help Hint - Unpadk info g -
|EI|g sec, 1.text, unpack Stripper.exe v, 2.07 {nnt 2 11] or Aspadsﬂle 1.4- 1| @ g

aspre LA B, ATRAH B T —F, REFEIEESPE I, 285 18 P AEdump T R IDAZ H

mld

g

n ® D

e
=
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https://blog.csdn.net/jxnu_666
https://blog.csdn.net/jxnu_666/category_11729204.html
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/jxnu_666/article/details/123906920
https://blog.csdn.net/jxnu_666/category_11729204.html

1lint _ cdecl sub_401771(char *Str)
29

3| int v2[5@]; // [esp+1Ch] [ebp-DCh] BYREF
4| int v3; // [esp+E4h] [ebp-14h]
5| int j; // [esp+E8h] [ebp-16h]
6| int i; // [esp+ECh] [ebp-Ch]
7

8 v3 = strlen(Str);

9/ sub_4e1500();

18 sub_40152B();

11 sub_401593();

12 'Ub_4ﬂlcln(c+f‘, '..':)j

13| ffor (1 =8; 1 < v3; ++1 )
14 byte 492A60[1i] = (LOBYTE(dword_492948[i]) ~ Str[i]) + 71;
15 T(VZ, @, S1IZeot\vZ)/),
16| v2[@] = -61;

17 v2[1] = -128;

18| wv2[2] = -43;

19| v2[3] = -14;

200 v2[4] = -1e01;

21 v2[5] = 48;

22| v2[6] = 11;

23 v2[7] = -76;

24| v2[8] = 85;

25| wv2[9] = -34;

26 v2[18] = 34;

27| wv2[11] = -125;

28 v2[12] = 47;

29| v2[13] = -105;

38 v2[14] = -72;

31| v2[15] = 32;

32 v2[16] = 29;

33 v2[17] = 116;

34 v2[18] = -47;

35 v2[19] = 1;

36 v2[20] = 115;

37 wv2[21] = 26;

38 v2[22] = -78;

39 v2[23] = -56;

49| v2[24] = -59;

41| v2[25] = 116;

MR PTG AR BN R H, N EAVEALR E O, st R AT A Iflag, 708 7 — Tsub_401500. sub_40152B.
sub_401593, &/~ HJRCA.

WA ZIEHRCA, FRATAT AR JAIAS B0 Pl i, A A B SR P DLBERE, (H 2 HUBORRIBL. FRIX B2 EREEh A % BV, RCAEARN
WA, (H2RRXORN % Hit & —FE.

HATHODATE AW, CfEZehtse.



18481783 || > 8B4 F4u rmov eax, dword ptr [ebp-C]
18481786 || . SBB4BS 4E294| mow eax, dword ptr [eax=4+492948]
aaB17BD|| - 89CH mowv BeCx, eax

184817BF || . 8B55 F4 mou edx, dword ptr [ebp-C]
84817C2|| . ©BAS B8 mow eax, dword ptr [ebp+8]
184B817C5 (] - @108 add eax, edx

84B17C7 || . OFB6A6 movzx eax, byte ptr [eax]
84@17cA|| - 31CB8 ®or eax, ecx

184817CC|| - 83CO 47 add eax, 47

ByB17CF|| - 89C2 mowv edx, eax

184817D1|] . 8BAS F4 mou eax, dword ptr [ebp-C]
18481704 || - 685 6824908 (| add eax, 88492A60

18481709 || - 8818 mou byte ptr [eax], dl
184817DB|| - 8345 F4 M add dword ptr [ebp-C], 1
184817DF || > 8B4 Fh b mov eax, dword ptr [ebp-C]
184817E2|| . 3BAS EC cmp eax, dword ptr [ebp-14]
184B17ES || .© 7C CC Ll short B884817B3

104B17E7 || - 8D95 24FFFFF] 1lea edx, dword ptr [ebp-DC]
184817ED || - B8 00080000 |mov eax, @

184817F2|| - B9 32880088 |mov ecx, 32

18aB17F7 || - 89D7 mov edi, edx

184B817F2|| - F3:AB rep stos dword ptr es:[edi]
184817FB|| - C785 24FFFFFl mov dword ptr [ebp-DC]., -3D
184818085 || . C785 2BFFFFFl mov dword ptr [ebp-D8], -89
1848180F || . C785 2CFFFFFl mov dword ptr [ebp-D4], -2B
18481819 || . C785 38FFFFF| mov dword ptr [ebp-D8], -B6E
18481823 || . C785 34FFFFF| mov dword ptr [ebp-CC], -65
18481820 || - G785 3BFFFFFl mov dword ptr [ebp-C8], 38
18481837 || . C78% 3CFFFFFl mov dword ptr [ebp-C4], 6B
18481841 || . G785 48FFFFFl mov dword ptr [ebp-CH], -4C
18481848 || . C785 44FFFFFl mov dword ptr [ebp-BC], 55
18481855 || . G785 4BFFFFFl mov dword ptr [ebp-B8], -22
1848185F || . C785 ACFFFFFl mov dword ptr [ebp-B4], 22
18481869 || - C785 SBFFFFF| mov dword ptr [ebp-BB], -7D
18481873 || - C785 S4FFFFFl mov dword ptr [ebp-RAC]., 2F
18481870 || - C785 SBFFFFFl mov dword ptr [ebp-A8], -69
18481887 || . C785 SCFFFFFl mov dword ptr [ebp-A4], -48
18481891 || . C785 GBFFFFFl mov dword ptr [ebp-AB], 28
18481898 || - C785 G4FFFFF| mov dword ptr [ebp-9C], 1D

X Pt R BIRATIDAZ B I ACHS X8k, LT AR A& xor, T~ THI A2 3 30

FEINE BT AN R, ARJEIT AR T, ATHRAS SeRiE lag s 5X

1A DASCTF{1111111122222222333333334444444455}




Fatised [0 00 2 ) R O ) 086

> HBAS FA4 ~mou eax, dword ptr
B84B17B6 || - BBALES LA2044) mow eax, dword ptr| [eax=L4+402048

oe4817BD || . 89C1 mow eCX, eax

gauB17BF || . 8B5S F4 mou edx, dword ptr g4 ebp-C]
BauB17Cc2 || . 8B4LS 08 mow eax, dword p [ebp+8]
Be4e17Cc5|| . @1D@ add eax, edx

. OFB&OA mouzx  eax, tr [eax]

aay|i1scha|] .  31C8 =z0or Pdx, PC
goye17CcCc|| . 83CA 4y add eax
Bo4m17CF|| . 89C2 mou edx

aauB17D1|] - BBLS FY mow dword ptr [ebp-C]
Be4e17D4 || - 85 6O2A4980 add ., BB49ZAGAH

gaupi17Dpo|| . 8818 mou yte ptr [eax], dl
Be4817DB || - 8345 F4 81 dword ptr [ebp-C], 1
gaue1yDF || > 8BS Fh eax, dword ptr [ebp-C]
gauB17E2 || - 3BA4S EC eax, dword ptr [ebp-14]

8A4B17ES || .~ 7C CC
BB4B17EY || -

short B864817B3
edx, dword ptr [ebp-DC]

BA4A17ED (] . mouv eax, @

ALy E1v7FE2|] . mov ecx, 32

BayB17F¥ || . 89D7 mouv edi, edz

aauB17F9 || - Fep stos dword ptr es:-[edi]

Be4817FB || . ZLFFFFFI mow dword ptr [ebp-DC]., -3D

Stack ds:[ 88 2C]=44 ("D}

eax=006DF (ASCII "DASCTF{111111112222222233333333 444441455 %"")

BBL92940 (38 00 00 08 78 00 00 A0 DD G0 OO OO E8 00 08 00| B_ .. x...F._7..
HB4O2950| 88 B0 B0 68 AF B0 B8 A0 BF B0 B8 60 3 60 68 80| ... 7. 7oL,
HB492960 | 6B 90 B0 68 FB 90 08 00 BE B0 09 690 OC 60 88 8O k... 7..7......
OBL92970|(85 00 00 08 35 00 G0 A0 5C 61 08 A0 AD 60 608 80| ?_ 5. \F. .7..

HB402980|E6 B0 B8 B8 60 B0 B8 A0 EO B0 08 60 BAp 68 68 88| 7...... Hooloc
HB492990 (1D 90 B0 68 BD 90 68 69 46 B1 88 88 D2 FF FF FF l...?..Ff:.?ﬂﬂ
0BL929A0 | 2B A0 00 08 00 00 B0 60 15 B0 68 08 24 00 08 80 +_ ... B...5...

HBLOZ9BB|C6 B0 B0 68 AD B0 B8 40 A1 B0 68 80 CY 68 68 89| ?7..Y..7..7..

HB4OZ29CH| 7B 90 B0 68 12 90 08 60 28 B0 09 60 90 00 68 80| {...H...{.......
ABEL929D0 |85 A0 B0 60 OA OO0 69 B0 72 OO 6O 08 3E 0O 60 60| Y. ...... Fooodooc
HA4LOZ09EB (18 B0 B0 B8 A1 B0 B8 60 60 B0 08 60 B0 68 68 BB B...7..........
HB4OZ9F0| B8 90 B0 68 00 B0 OO A0 90 B0 09 60 B0 60 88 80 . ... ... . ........

BB492A00 | B0 OO B9 00 OO0 OGO OO OO0 09 B0 OO0 OO 00 B0 BB 80| .. .. ... .........
AALO?G10 | O O AR A0 OA A0 G0 OG G A0 OA AR A0 OA OA A0

FENHAHG, A CXORE HHU £flag, Mi— FHIA

xor=[0x38,0x78,0xDD,OXE8,0X00 , OXAF , 0XBF , 0X3A, 0X6B, OXFB, 0XB8, 0XC, 0X85,0X35,0X15C, OXAD, OXE6 , 0X00, OXEQ, OX8A, OX1D, OX
BD,0X146,0XFFFFFFD2,0X2B,0X00,0X15,0X24 ,0XC6 ,0XAD, 0XA1,0XC9,0X7B,0X12,0X28,0X00 , 0X05 ,0X00 , 0X72 ,0X3E ,0X10, 0XA1]

decode=[OxFFFFFFC3,0xFFFFFF80,0xFFFFFFD5,0xFFFFFFF2,0xFFFFFFOB,0x30,0x0b,0xXFFFFFFB4,0x55,0xFFFFFFDE, @x22,0XFFFFF
F83,0x2f,0xFFFFFF97,0xFFFFFFB8,0x20,0x1d,0x74,0xFFFFFFD1,0x1,0x73,26,0xFFFFFFB2,0xFFFFFFC8,0xFFFFFFC5,0x74,0xFFF
FFFCO,0x5B,0xFFFFFFF7,0xF,0xFFFFFFD3,0x1,0x55,0xFFFFFFB2,0xFFFFFFA4,O0xFFFFFFAE,0x7B, 0xFFFFFFAC, @x5C,0x56,0xFFFFF

for i in range(len(xor)):
flag+=chr(((decode[i]-0x47)"*xor[i])&x7f)
print(flag)
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from pwn import*

X B H A Hpy

import base64

p

code=
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M Eeinf ) ig

| File : ||513rgate . i | Pu
Entry Pont : < | Esecton: -
FleOffset: | stBytes:  [7F.45.4C.4.01)
Linker Info : |

File Size : =

”

Diagnose:

Lamer Info - Help Hint - Unpack info B

| - Compiler : GCC: (Ubuntu 9.4.0-1ubuntul~20,04) 5.4.0 |
T A ke LT TLGERER

void _ tastcall _ noreturn main(__int64 al, char *%a2, char *%a3)

char psw[48]; // [rsp+@h] [rbp-3@h] BYREF
unsigned _ inté4 v4; // [rsp+2sh] [rbp-8h]

vd = _ readfsqword(@x28u);

sub_4@81254(al, a2, ai);

puts(“Legend has it that there are hidden treasures in the universe. ");

puts("Explorer, can you find the treasure through the stargate? ");

12| puts("Passing through each stargate requires the correct code, can you find the correct way through the star gate? ");
11| puts("The first stargate is right in front of you. ");

12| printf("Password : "};

13| _ isoc9_scanf("%28s”, fsu);

14| if ( !stremp("plTIOPTYFfi", psw) )

15 sub_4@812C3();

16| if ( !stromp("JIvteSmWoH", psw) )

17 sub_4B8138E();

18| if ( !stremp("KLtuRVDhNEpA", psw) )

19 sub_481599();

2@| if ( !stromp("WgDrztg", psw) )

21 sub_4@17e4();

22| if ( !stremp("DcewEiB", psw) )

23 sub_4@18EF();

24| if ( !stremp("afOgUcwpT”, psw) )

25 sub_481ADA();

26| if ( !stromp("GToWSAHEMLF", psw) )

27 sub_481C45();

28| if ( !stroemp("IhCBxd", psw) )

29 sub_4@1E38();

38| if ( !stremp("tGOcyntXeBkva™, psw) )

31 sub_4@1F9E();

32| if ( !stromp("n¥YnGOtyrRFI0", psw) )

33 sub_482186();

34| if ( !stremp("pVIMHLICDMyvcUwc"™, psw) )

35 sub_4824F1();

36| if ( !stromp("oloHGUE", psw) )

37 sub_4@265C();

38| if ( !stromp("dnoSkEMyB", psw) )
39 sub_4827C7();

4@ if ( !strcmp(”cbRNHgBlveM", psw) )
41 sub_482932();

42| if ( !stremp("irtYDTaqQghqT", psw)
43 sub_48249D();

44| if ( !stremp("dGnOkWvBijXBX", psw) )

= e I N T
Gl

2 RIAERA TN —password, RGN — N3
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LUR ¥1ew—h (] L= Iseudocode R (%] I's] Strings window [ (L%]] Hex ¥iew—l [ %] LAl Structures [ %] L= Enuamsz [ %] (L]

| int64 sub 4012C3()

char s2[48]; // [rsp+@h] [rbp-3@h] BYREF
unsigned _ int&4 v2; // [rsp+28h] [rbp-8h]

v2 = _ readfsqword(@x28u);

printf{"Now you in universe plTIOPTYFfi, please enter the password to enter the next universe through the stargate. \n: ");
_ isoc99_scanf("¥28s", s2);

if ( !stromp("xhgriMZizkMewi™, s2) &8 dword_4221C8 == 1 )

e I e
—

1@

11 dword_4221C8 = @;
12 sub_4886BA();

13 exit(@);

14 ¥

15| if ( !stremp("aclOFKGoRXppgN”, =s2) && dword_42211C == 1 )
16

17 dword_42211C = @;
18 sub_413591();

19 exit(@e);

28

21| puts("wWrong password!\nYou're stuck in this universe forever!!");
22| return @LL;
23(}

BERZJE, Sibirgksdm N —password, fHHARRE, A AELE, Jf Hitdword_4221C8iX 4R HI148 R 10

WIEEAE TR P H 2 T catflag, XAy ARIRBUZTE LML Eidflag, #AER pwn? ?
H

XFFAFER AT A X G, 4R B T 24 1 R
457 8% ldword_42231C
458 8% ldword_4226A8
459 &% ldword_4221B8
46@ &% ldword_42216C
461 &% ldword_422774
462 &% l!dword_42238@
463 8% !dword_422603
464 8% ldword_4227D4
465 &% ldword_4226F4
466 8% ldword_422440
467 &% ldword_422002
463 &% ldword_422784
469 &% ldword_ 422498
47a 8% !dword_422754
471 8% !dword_422808
472 8% ldword_4222DC
473 &% ldword_422200
474 &% ldword_42276C
475 &% ldword_422178
476 8% ldword_ 422444
477 8% !dword_422138
478 8% !dword_422698
479 8% !dword_422188
43@ 8% ldword_4226AC
431 &% ldword_4227C3
432 &% ldword_422524
483 &% !dword 422468
484 8& !dword_42271C
435 &% 'dword_422314 )
ag6| {

487 catflag();
438
ARG nnfc " Thara caamz tn he treacnra in thic uniuverca hut vnn're ant Analifiad tn oat i+ "3

T ANf(oo0o) (K S AF T, RME U . E AN dword _xooodX Pl A 5t HAJGAME AR &1, I HIRA TR BTA 1480, XAt
A LA3k S flag 1



j xrefs to dword_422468 O >

j Direction Typ Address Text
i Up sub 4120B7+11B mov  eax, cs:idword 422468
j = up w sub412087+126 mov  csidword 422468, 0

Up r  sub 41238D+15B mov  eax, csidword 422468
j = up w sub41238D+166 mov  csidword 422468, 0
j (= up r  sub 41482A+19FF mov  eax, csidword 422468
1
i
j Line 1 of 5

0K | | Cancel || Search || | Help |

.

KL AEENRE T ZARE T DREOCHF e MBE LS DB, IF BN 7 230

xrefs to sub 412380 O d
Direction Typ Address Text
1 4 6+2B
¥ Up p sub 404EA4+175 call  sub_41238D
Up p sub 40A41F+1B5 call  sub 41238D
Up p sub 40DBA%9+235 call  sub_41238D
p sub 4120B7+135 call  sub 41238D
; Do.. p sub 412578+135 call  sub_41238D
1EE Do.. p main+14F8 call sub 41238D
0 Line 1 of 7
0K I | Cancel | | Search | | Help

i R R AR IR XA AR ORI, R AN REAE IX SR ER .
I ST, REE XN SR AN AR RS TR B R, i ek A 2 P R

IXFE T H () % B LR FRATT LA K4 Apassword, Jf H¥& B EE, &GEIaMNEEA N0, HE ANBHIIR T b %aE,
HA R AG — R

O IDA - stargate C:\Users\Whitebird\Desktop'stargate

Ele Edit Jump Search View Debugger Lumina Options Windows Help

Mew instance

Ef Open...
Load file 2
Produce file 2
Script file... Alt+F7

Script command... Shift+F2

&5

Save Ctrl+W
Save as...
% Take database snapshot.. Ctrl+Shift+W

Close

JeAE B ~asmC A, S8 5 F py AT BT A 1 password $iE Y H >k



(%]

with open("stargate.asm") as f :
tmp = f.readlines()
for i in range(len(tmp))
if 'lea rdi, alLegendHasItTha' in tmp[i] :#4c:]
break
if 'lea rdi, aThere' in tmp[i] :#Z]
flag = True
'call _strcmp' in tmp[i] :#FFK_strcmp_f-—77HIpassword, tHELEHAN F—1L2Epassword
s = tmp[i-1].find("'"")
p = tmp[i-1][s+1:-2]
if p not in points :#ZIHZ FIRE, FLHN—
points.append(p)
if now == -1 :
continue
print(points[now], p, i)
edges.append([now, points.index(p)])
elif 'lea rdi, aNowYouIn' in tmp[i]
s = tmp[i].find('se ')#JKH"Now you in universe xxxxx'fjpassword
t = tmp[i][s:].find(", )
p = tmp[i][s+3:s+t]
if p not in points :
points.append(p)
now = points.index(p)#now #p i s5 H1HIZ 5]
if flag :
rt = now#R/Z 4K Hindex
flag = False#/7 /G2
print(points)
ff = open("tt.in", "w")
ff.write(str(len(points)) + " " + str(len(edges)) + " " + str(rt) + '\n")
for i in edges :
ff.write(str(i[0]) + " " + str(i[1]) + "\n")#LIFINEF 2 EFE i, #F1passwordiliZE 5/,
ff.close()
os.system(".\dfs.exe")#7#//
input().split(' ")#/% EEIRZE . HHRULZ 54 i BLIE pas sword
with open('tt.ans', "w") as f :
for i in range(len(s))
if s[i] == s[i-1] :#44
continue
try :
f.write(points[int(s[i])-1]+" ")#/Findex & #/dpassword
except :
print(i)
print(len(edges)//2, len(s))

FATH i password K 244 i, W RUITR 1550, T AR $- A AR BRI AN BR B BTt 4T 1
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XA E W password B Rk 1R G, — XA

#tinclude <cstdio>

tinclude <iostream>

ttinclude <vector>

using namespace std;

vector<int> v[1000];

int x,y,n,m,du[5020],sta=0x3f3f3f,mp[2520][2520],ans[5200],top;

inline int @)

{
int x=0,f=1;char c= 0);
while(! (c)){if(c=="-")f=-1;c=

while( (c)){x=(x<<1)+(x<<3)+(c"48);c=

return x*f;

(int x)

for(int i=1;i<=n;i++)
{

if(mp[x][i])

{




mp[i][x]--;
cntl ++;

(1);

}

ans[++top]=x;

(int p, int t)
v[t]. (p);
for(int 1 = 1; 1 <=n; i ++ ) {
if(mp[p][i]) {
mp[p][i]--;
cntl ++;
mp[i][p]--;
(i, t);

("tt.in", "r", stdin);
("tt.out", "w", stdout);
int rt;
("%d%d%d", &n, &m, &rt);
rt ++;
for(int i=1;i<=m;i++)
{
("%d%d", &x, &y);
X ++, Y ++;
mp[x][y] =
mp[y][x] =
du[x]++;

9

1
1

)

duly]++;

(rt);
while(true) {
for(int i = 1; i <=n; i ++ ) {
(i, i);
)i
bool flag = 0;

for(int 1 = 1; i <= n; i ++ ) for(int j

if(!flag) break;
)i
for(int 1 = 1; i <= top; i
("%d ", ans[i]);
("%d", rt);
("\n%d\n", cntl);

return 0;

=1; j <=n;

j ++ ) flag |= mp[i][]];
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aGhegUNxbhQFLC hxXgvClgfB WxTIyPfghUdlg WY¥gxmt fmPuhKPgPYQEjCj jAQEnriM Z11VDCuu pulxDEyxV gVYCopRcznutYJ pewzLoBxM OrWtMEmWcRo Wigxzmt XRFHDR JEtVOmwxbyFw

glhZCMTIWge oDS0iQ5SZdm hHKTEJLvyIgEK 1bPgdulHctx cn¥wnZip J1QwgWrydNGWBLg mRalJlyFBAYE ItATThoGc hYnTDUOoPmLiEcO ChulBTJ zxPdvibsWOAogNH 1bPgdulHctx eryBDtERQ

V1tPAFiQhAc vBQDukqcYUDkwj xcazvlcBbChpgmS IcWOrv WBeGSuASYNGpcFh ahtjEVI MkjbnoR nEMDIgMnDJIyjk KIyJjTPnxhO wheOBPHKCwW hHKIEJLvyfqEK SIbEySpErhCR ItAIThoGc

KaRtcOwUmVH JShaWWciPo IcWOrv MvFhRyqinHo hTmfUWabGNuzv tmugqpinBNu pgrgxzJA crvnupnQwpsWiuY wEGOE1En woSHHINIEMIQ kHgnSursXl XREJYFDFUqbFry yMvpxil tmugpinRNu
1bEpciSwZFJBF HbVxBYR1S POMouWHpuZf WxTIyPfighUdlg kHgnSurs¥l V1tPAFiQAc hdEGaDNNWEXfdu FnxotQgb¥YbRHIi ItATThoGe QnMIZZPwRir JEBYjvmrowl sBDucsYT yIMvpxil YruHIXE
bBVuLc)LpBOHIbD XuigMvtFW J10vqWrydNGWBLg 0zf30Fhg oD50i05Zdm dGxMrrInXIJQHT uWDYZogKeH1d FXTFWQPX XRFHWR XAOMfRtMpPpd POMouWHpuZf xSTzYLsSDVE VNtSSkPrpF HJZ1bYEEfc
oD50105Zdm xPREEmoOk1P0 vBQDukgcoYUDkW] jMuRIWLr EdIoTPndVvWQInUN h¥nTDUOoPmliEc( ldkFxud ttLrlbGSyIglIl cn¥wniZip lgsihb mxkOwgbkzKJFOIn dEREjtRBcgXtUPg hxEgvlgfiB
ZXPAvZbsWOROgNE XdOMIRtMpPpJ WYgxmt cniwnZip uKptJU0kJuSs ldkFxud pgrgxzJh JMmbrkIpUQOLfExU h¥nIDUOoPFmliEcQ VVSpzHQ KIVJIJTEnxh( alOUzHueNICExdUB obulqMnGV IMBIiEQCDxyWIIDE
cpazDfrTFlrpag 1bXpciSwIFjBF svdk¥pnKz JIBYjvmrowl kjAVIBRCE a0UzBueNIQExdUB w5SQjhRopwvelWI GPxitiY hxEgvCgfB uKptdUQ0kJuSs hHETEJLvyfgEK chMwxyiNilhryd lkyrgVikUgDdcX
TALPEFhUvps WxTIyFfghUdlg OrWcMEmWcRo xcazvlcBbChpgmS lgsNhb xhgrWMZizEMWwM plTIOFTYFLfi acJOFKGORXppgll uWDYZogKeH1d SIbEySpErhCR pnPequal tmugpinBNu AtgeQYEEVEDE

gJvHHE MIoTBR tboligkLZ TALfPEPhUvps LaFgjayomE ACHrkONyUpwCy ahtjEVI RHpHDsL voSHHINIPMIQ OTPxcEPzxiGd LaFgjayomE PnrWmP tholigkLZ lbPgduCHctx HPEFNpCDJIpUB EJTsKsxPRrgD
Z11VDCuu gnbzWRDYRA yJIMvpxil FEEWSvDisEIlsG zYhsb3GzOt hHETEILvyfgEK bXHeEXvApBMGSeN sBDucsYI YhFBSor pnPequal ZZhkHiSyrDpMgX irtYDTaglghgl svdkEpnKz LXHeEXyApBMGSeN
irt¥DTaglghgl JShaWWciPo dEhEjtABcogXtUPg xcazvlcBbChpgmS ytlEhpTjskbo nEMDIgMnDJyjk rrNsm¥xz gVYCopRcznut¥J sETFCQaMD wheOBPHECw NNtzHPUhl XREJYFDFUghFry AHpHDsL xzcazwvlcBbC
gbSoYpnwxlaDthB whelBPHECwW vnwrThDwtVALT] cbulgMnGV vzWmuvNdndgiFv x5TzYLsDvE rri¥NsmY¥x uEptJU0kJuSs yxERtgVWDboe FnxotQgbYbHIi XuigMvtFW NNtzHPFUhl tboQigkLZ irtYDTaglghgT
EJTsKsxPRrgD V1tPAFiQAc 0zfs0Fhg WYgxmt pulxDEyvxV OLOPocVMIrkESwo MkjbnoR RTIxPwFHkStopR NPmNLDopeU oltzrsYyxnnzME PnrWmP YhFBSor irt¥DTagQlghgl HPEFNpCDJpUB CgbzjHldx
chRNHgBlveM JXtVOomwxbyFw YhFBSor VJOQETHEO rrNsm¥x pyYBEcQCoHYI dGnOkWvBijXBX glhZCMIWge OTPxcEPzxfGd TAfPEPhUvps 1ldkFxud oBnriDEMENERLD WBeGSuASYNGpcFb PMNZeHalbzHBY
VItPAFiQAc KJAVIRCE fmPuhKPgPYQEJC) CQkYeGEmhd CLmNhjtsHncT glhZCMIWge ChulBTJ NAQrGEULlzZ woSHHINIPMIQ vmgDDEMOwmD pewzLoBxM cmvnupnQwpsWouY aJWSnHm CgbzjHldx
dGnOkWvBijEBY cbBRNHqBlveM oLtzrsYyxnnzME AHpHDsL xPRZEmoOk1PC ZZhkHiSyrDpMgE mPahPbnUvAjd uEptJUOkJuSs gbSoYpnwxOaDthB HdOMfRtMpPpd PnrWmP TAQIduWLOgrSOy OTPxcEPzxfl:
adWSnAm MIcTBR ttLrl{bGSyIgl0l UWUIVEPCEUWFC PrANmokb zJdecaZMBpVHyv OLQPocVMIrkKSwoe EAIoTPndVWQINUN yYWIsvm FEEwSvDisEI1sG wEGoELEn JAQEnriM awyXFbcExww mpSmazYvzNvg
aGheqUxEhQFLC oBnriDEKMEINERLD Y1pRIWPmgyd JjMuRIWLr BnPhWQYzhWuHNV XRFHmR DOoxgrwboB ggsTEwwg sBDucs¥T vmgDDFMOWmO xTgehhoW( ldkFzud xhgrlMZizEMiwM dEhfjtiBogKtUPg
0zf£30Fhg 1kyrgVIikUgDdcX xTgehhoWQ hHETEJLvyIqEK FEIoWCAYCTkaR hTmiUWabGNuzv XPfoloPgloall ESXISQZIKEDm pewzLoBxM ohMNwxyfNiThryd tFGLEVIWIONLTION zWvwspWEFJI1SF XJdOMIRTMpPpd
BbyuRQPZm RdeZEiC1Nh JMmbrkJIpUgqOfPxU KaRtcOwUnVN zwiYIALV veWmuvNdndgiFv JShaWWciPo NLIQLEgHSJHENPE dGnOkWvBijEBE ESKISQZKEDm mpSmgz¥veNvg nubDjTEEK xhgrNMIizEMiwM mpSmgz¥vz
51aCVWFqQU J1QvgWrydNGWBLG bkcvEIQSx wSQJhRopvvrlWI adOahiml XFRZEmoOk1P0 n¥nGOTyrRLJO 0zfs0Fhq pewzLoBxM sULfJkzX WEGOE1En omBInhHLBNpUc ytlEhpIjskbo eryBDtERQ QnMIZZPwWAir

B fpassword, X4 L ENERINFshHN, SIUE S AL Ak

print("when ready, press enter to continue.")

= input().split(" ")[:-1]
print(ans)
r.recvuntil( 'Password :
for i in range(len(ans))
print(i, ans[i])
r.sendline(ans[i])
try :
print(r.recvuntil(':"))
except :
break
teractive()

e AT LB A S AT AL & — 1



from pwn import*
import base64
import sys
import subprocess
p=remote( 'node4.buuoj.cn',26237)
p.recvuntil ("Gate")#/fWellLcome to Star Gate/ZY¢
code=p.recvuntil ("==end==")#ZYC ]}
with open("stargate",'wb') as f:

f.write(base64.b64decode(code[:-8]))#code 4 F==end==, HrLlH%
print("when ready, press enter to continue.")

input().split(' ')[:-1]

print(ans)
p.recvuntil('Password : ')
for i in range(len(ans))

print(i, ans[i])

p.sendline(ans[i])

try

print(p.recvuntil(':"))
except
break

p.interactive()

MR

By EMELF->IDA ASM->55 - Apy L 2 i Hl dfs, dfs45 R 115 —4-py %= £l ixf M) password, fEpasswordZs & —
ANy MRS #8528 11, it 4 Fflag

482 JEsWYUQAgac

b' Now you in universe JEsWYUQAgac, please enter the password to enter the next universe through the stargate. \n:’
483 tsvUIxBTZR

b' Now you in universe tsvUIxBTZR, please enter the password to enter the next universe through the stargate. \n:'
484 kbavlM

b' Now you in universe kbavlM, please enter the password to enter the next universe through the stargate. \n:'

485 a0fclGDrs

b’ Now you in universe aOfclGDrs, please enter the password to enter the next universe through the stargate. \n:’
486 wvYCbBKyDFsW

b’ Now you in universe wvYCbBKyDFsW, please enter the password to enter the next universe through the stargate. \n:'
487 JEsWYUQAgac

b' Now you in universe JEsWYUQAgac, please enter the password to enter the next universe through the stargate. \n:’
488 MXHFBHdceaixHo

b' Now you in universe MXHFBHdceaixHo, please enter the password to enter the next universe through the stargate. \n:’
489 bfSxFrsROEyDIil

b' Now you in universe bfSxFrsROEyDIil, please enter the password to enter the next universe through the stargate. \n:'
499 0JlmcjqQ

[#] Switching to interactive mode

flag{e5143a52-3a0d-4d67-ac82-10f3b674fdd2}

Bye Bye!

[#] Got EOF while reading in interactive

[#] Interrupted
[#] Closed connection to node4.buuoj.cn port 26237

® ~/S i /re
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