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dns and ip.src==172.27.221.13
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assert(len(open('flag.txt', 'rb').read()) < 50)
assert(str(int.from_bytes(open('flag.txt', 'rb').read(), byteorder='big') << 10000).endswith(
'186279088456316058236588853086969039766754662871079503154430437815476955941047327648226544875438865598
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from sympy import isprime,nextprime
from Crypto.Util.number import getPrime as getprime ,long_to_bytes,bytes_to_long,inverse
-Flag= '-Flag{***************} U

def play():
p=getprime(1024)
g=getprime(1024)

n=p*q
€=65537

print "Hello,let's play rsa~\n"

print 'Now,I make some numbers,wait a second\n'

nl=getprime(200)

n2=getprime(200)

number=nl1*n2

print "Ok,i will send two numbers to you,one of them was encoded.\n"
print "Encode n1:%d,\n"%(pow(nl,e,n))

print "And n2:%d.\n"%n2

print "Information that can now be made public:the public key (n,e):(%d,%d)\n"%(n,e)

while True:
try:
c=int(raw_input("ok,now,tell me the value of the number (encode it for safe):"))
except:
print "Sorry,the input is illeagal, and the integer is accept~"
else:
break

d=inverse(e, (p-1)*(q-1))
m=pow(c,d,n)
if m==number:
print "It's easy and interesting,didn't it?\n"
print "This is the gift for you :"+flag
else:
print "Emmmmm,there is something wrong, bye~\n"
if _name__ == '__main__"':
play()
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BHZ%HNn. e pow(nl,e,n). n2, 3Kc

c = number*%n = (nl * n2)*%n = ((n1*%n) * (n2°%n))%n

#n =

#n2 =

#e = 65537

a = pow(nl,e,n) #HWHAH

c = (a * pow(n2,e,n)) % n
print(c)
#RA c KR Eflag

ezRSA
BH:

from secret import flag

from Crypto.Util.number import *
from random import getrandbits
from hashlib import sha256

class EzRsa:
def __init_ (self):

self.E = 0x10001

self.P = getPrime(1024)

self.Q = getPrime(1024)

while GCD((self.P-1)*(self.Q-1), self.E) != 1:

self.Q = getPrime(1024)
self.N = self.P*self.Q

def encrypt(self):
f = getrandbits(32)
c = pow(f, self.E, self.N)
return (f, c)

def encrypt_flag(self, flag):
f = bytes_to_long(flag)
c = pow(f, self.E, self.N)
return c

def proof():

seed = getrandbits(32)

print(seed)

sha = sha256(str(seed).encode()).hexdigest()

print(f"sha256({seed>>18}...).hexdigest() = {sha}")

sha_i = input("plz enter seed: ")

if sha256(sha_i.encode()).hexdigest() != sha:
exit(0)

if _name__ == "_main__":
proof()

print("welcome to EzRsa")



print(
1. Get flag
2. Encrypt
3. Insert
4. Exit
"""
A = EzRsa()
coin = 5
while coin > @:
choose = input("> ")

if choose == "1":
print(
f"pow(flag,e,n) = {A.encrypt_flag(flag)}\ne = 0x10001")
exit(0)
elif choose == "2":

f, ¢ = A.encrypt()
print(f"plain = {f}\ncipher

{c3™)
coin -=1

elif choose == "3":

g = getrandbits(1024)

n = A.P*q

f = getrandbits(32)

c = pow(f, 0x10001, n)

print(f"plain = {f}\ncipher

{c3™)
coin -=1
elif choose == "4":
print("bye~"
else:
print("wrong input")
print("Now you get the flag right?")
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BH SRR, HEESpy.exe, idafTFshift+tF124#8 R & E BlpyinstallerH (A& EFRAND AER
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python pyinstxtractor.py pay.exe

ZZFpy.pyc, _Euncompyle6 4.

uncompyle6 py.pyc > py.py
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def encode(s):
str = "'
for i in range(len(s)):
res = ord[s[i]] * 32
res += 31
str += chr(res)
return str

def decode(s):
str = "'
for i in range(len(s)):
res = ord(s[i])-31
res "= 32
str += chr(res)
return str

m = 'ek fz13b3c5e047b bd @/c268e600e7c5d1 |

#strings

#strings = input(‘Input:’)
print(decode(m))

#if encode(strings) == m:
# print('Correct!")
#else:

# print('Try again!')

#flag{24c4d6f1l58cacealed379f711f8d6e2a}
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