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1 WIMRIEH H TEkey, key="tallmewhy”

Yy
(s =]
loc_4@116@:
mov eax, ecx
mav [ebptecxtvar_184], cl
Xor edx, edx
div edi
maw al, [ebp+edx+var_204]
mav [ebptecx+var_384], al ; EFIEFKtallmewhy
inc ecx
cmp ecx, 1@eh
jl short loc_481168
| J o gl s s S

2MEEAES, ERARIRHERRCARE. 7T LU dump i) 77 K 3 S AN 3R B

[l s 55
xor edi, edi
Xor ebx, ebx
nop dword ptr [eaxteaxteeeeeacch ]
(s =]
loc_4m119@:
maw dl, [ebp+edi+var_le4]
movsx  eax, [ebpteditvar_384]
add eax, ebx
movzx  ecx, dl
add ecx, eax
mov ebx, ecx
and ebx, 308ABBFFh
jns short loc_4@811B3
| I
[l e =
dec ebx
or ebx, BFFFFFF@8h
inc ebx
=
loc_4@11B8:
mav al, [ebp+ebxtvar_184]
Xor dl, 37h
mav [ebpt+editvar_184], al
inc edi
mav [ebpt+ebx+var_1e4], dl
cmp edi, 1@eh
jl short loc_4@81198
I CSOR @505 3 A R
-
3.ebp+ecx+var_ 53411 %
[l i =
loc_481276:
mov al, [ebptecxtvar_5e4]
Xor ebx, ebx
cmp al, byte ptr [ebptecxtvar 534]
setz bl
inc ecx
cmp ecx, esi
jb short loc_481278

TS @35575 3]
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exp

#tinclude<stdio.h>

#include<string.h>

struct rc4_state

{

int x, y, m[256];

trc4_state;

void rc4_setup( struct rc4_state *s, unsigned char *key,
void rc4_crypt( struct rc4_state *s, unsigned char *data,

void rc4_setup( struct rc4_state *s, unsigned char *key,

{

int i, j, k, *m, a;

S->X = 0;
S->y = 0;
m= s->m;

for( i =0; i < 256; i++ )

{

mi] = i;
}
j=k=20;

for( i = 0; i < 256; i++ )

{
a=mi];
j = (unsigned char) ( j + a + key[k] );
mi] = m[j]; m[J] = a;
if( ++k >= length ) k = 0;
}

void rc4_crypt( struct rc4_state *s, unsigned char *data,

{

int i, x, y, *m, a, b;

X = S->X;
y = s>y,
m= s->m;

for( i =0; i < length; i++ )

{
X = (unsigned char) ( x + 1 );
a = mix]|;
y = (unsigned char) (y + a );
mx] = b =mly];
mly] = a;
data[i] ~= m[(unsigned char) ( a + b )];
}
S->X = X;
S-2y =Y

int length );
int length );

int length )

int length )



int main()

{

struct rc4_state rc4_ctx;

char* key = "tallmewhy";

unsigned char content[256] = "aaaabbbbccccdddd";

unsigned char encrpyt[256] = {
OxF5,0x8C,0x8D,0xE4,0x9F ,0xA5,0x28,0x65,0x30,0xF4,0xEB,0xD3,0x24,0xA9,0x91,0x1A,
OX6F ,0xD4,0x6A,0xD7,0x0B,0x8D,0XE8,0xB8,0x83,0x4A,0x5A,0x6E,0xBE,0xCB,0xF4,0x4B,
0x99,0xD6,0xE6,0x54,0x7A,0x4F ,0x50,0x14,0XE5,0XEC,0x76,0%x00,0x20,0xC9,0xD1,0x00

s

unsigned char mtrix[256] = {
0x74,0x1B,0xD8,0xAC, Ox9E,0xB5,0x0B,0x7A,0xFB,0x10,0x8A, 0xAB,0x3A,0x72,0x15,0x19
,0X5B,0x18,0x00,0x67,0xE7,OxAA, 0x75,0x24,0XB1,0XF4,0XE3,0x89,0x49 ,0x9F ,0x84 , OXB5
,0x10,0xD2,0x5C,0x67,0x2A,0x6D,0xCA,0x4A,0x52,0x89,0x4A,0x6A,0x46,0xC5,0x76,0Xx6D
,0x8A,0xCE,0xE2,0x8C,0x60,0x36,0x06,0xF6,0x0B,0x61,0x39,0xCF,0x62,0xDD, 0x7A,0x47
,OxA8,0x95,0x43,0x12,0x41,0xF3,0xFE,Ox7F,0x56,0x20,0x0E,0xD3,0x04,0x94,0xB3, 0xBA
,0xA0,0xA1,0x3F,0xFA,0x30,0xBC,0xF7,0x53,0xF1,0xC5,0x42,0xF5,0x62,0xAl,0x2F,0x64
,0x91,0xAF,0x44,0x92,0xD8,0x03,0xFA,Ox1E,0xAQ,0xC7,0xCO,0x71,0x85,0xD0O, 0xAA, OX6F
,0x05,0x02,0%x17,0x47,0xF3,0x30,0x32,0x6B,0xB8,0x04,0x5E,0x83,0xA7,0xA6,0XEB, Ox0OF
,0xF0,0x2B,0x8E,0xC8,0x08,0x06,0x8B,0xB1,0xF5,0xEA,0xB6,0x2C,0x16,0x38,0x8F,0x99
,0x95,0x4B,0xF4,0x25,0x94,0x68,0x5B,0x35,0xB4,0x58,0xF9,0x79,0x59,0xCB, 0x00, 0x0A
,OX7E,0x87,0xDF ,0xEE,0x93,0xAB,0xC8,0xD4,0xA4,0x24,0xBA,0x98,0x44 ,0x2E,0x69,0x03
,0x5D,0x77,0xFE,0xD1,0xD7,0xCA,OXEC,0x3E,0xF6,0xAD,0xDB,0x0C,0xD9,0x2D,0x36,0x45
,0XxEQ,0x23,0xC6,0x77,0x92,0x29,0xE2,0x26,0x09,0x9B,0xED,0x63,0x57,0%x78,0xFC,0x79
,0x54,0x3B,0x1A,0x7B,0x2B,0x22,0x80,0x3A,0xE4,0xCC,0x7B,0xBF,0xDE,0x7F,0x68,0x51
,OxAD, 0x3D,0x65,0xDA,0x6E,0x1D,0xBF,0xD6,0xF8,0xDE,0x99,0xDC,0xB0,0x78,0xB9,0x85
,0x26,0x1F,0x23,0xE8,0x16,0x28,0xA7,0x66,0xBB,0x4B,0xE1,0xB6,0xXE5,0xB7,0xA9,0xD1

¥

memset (&rcd_ctx,0,sizeof(rc4_state));

rcd_setup(&rcd_ctx,key,strlen(key));

for(int i=0;i<256;i++)//Hdump F1EEIES IEE

{
rcd_ctx.m[i]=mtrix[i];

¥

rcd_crypt(&rcd_ctx,encrpyt,strlen(encrpyt));

printf("%s\n");

printf("\n");

}
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flag F 45 3R A fla g {Xoo0on0-XXo0teXXHKX=XXKK=3XOKKKNKK}
2 J5 ¥ char2hexit 1T & #e
29| wie = @;

38| puts("input your flag:");
31| w17 = 8;

32| _ isoc99_scanf("¥43s", vil);

33| strepy(vE, "Tlag{ oo - X - ) - X0 - X0Ooooooosed 1 ) 5

34| for (1 =@; i <= 42; ++1 ) /e FEEE
35

36 if ( vE[i] == 'x" )

37

38 if { (int)sub S639BA0ABISS(*({ EYTE *)Jvil + i)) < @ )

39

40 puts("you lost!™);

41 exit(l);

42

43 *((_BYTE *)v9 + v17++) = *((_BYTE *)vll + i};

44}

45 else if ( *(({_BYTE *)vil + i) != va[i] )

46

47 puts("you lost!™);

43 exit(l);

49 1

56| }

51| for ( § =@; § <= 3; H7 )

52| {

53 *({_BYTE *)&d3 + 1) = @;

54 *({_BYTE *)&d2 + §) = 8;

55 *({_BYTE *)&da + 1) = @;

56 *({_BYTE *)&d1 + §) = 8;

57|}

58| for (k= 8; k <= 3; ++k )

sa| |

58 Vi o=k o+ 43

61 *({_BYTE *)&d3 + v3) = charZhex(*({ BYTE *)vo 4+ 2 * k), *{{ BEYTE *}v2 + 2 * k + 1));
52 vi = k + 43

63 *((_BYTE *)&d2 + v4) = charZhex(*((_BYTE *)&O[1] + 2 * k), *((_BYTE *)&O[1] + 2 * k + 1));
54 Vs o=k + 43

65 *((_BYTE *)&d4 + v5) = charZhex(*((_BYTE *)&O[2] + 2 * k), *((_BYTE *)&O[2] + 2 * k + 1));
56 VB = k + 43

67 *((_BYTE *)&L + ve) = char2hex(*(({ BYTE *)&/O[3] + 2 * k), *(( BYTE *)}&O[3] + 2 * k + 1));
63| }
69| if ( sub SE398AABIDC() )

78 puts("Missed!™);
71| else - _
72| puts("You Win!"); CSDN @B HZEI)HFE

73 raturn ALL -

%4 7 JLA double PR il 2%, BB — T llF T

| BOOLE sub_56398A9AG1DC()

1

20

3| double vl1; f/ [rsp+2h] [rbp-28h]

4| double v2; // [rsp+8h] [rbp-18h]

5| double v3; f/ [rsp+l8h] [rbp-1@h]
6| double v4; // [rsp+18h] [rbp-8h]

7

8

if ( *(double *)&d3 > *(double *)&d2 - @.801 )

9 return 1LL;
18| if ( *(double *)&d4 > *(double *)&d1 - @.@81 )
11 return 1LL;

12| w4 = 149.2 * F{double *)&I3 + *({double *)&J3 * -27.8 * *(double *)&d3 - 129.@;
13| w3 = 149.2 * *(double *}&d2 + *(double *)&dJ2 * -27.6 * *(double *)&d2 - 129.8;
14| w2 *(double *)&d4 * -39.6 * *(double *)&d4 + 59.2 * *(double *)&d4 + 37.8;
15| w1l = *(double *)&J1 * -39.6 * *(double *)&J1 + 59.2 * *(double *)&d1 + 37.8;
16| return v4 <= -2.88883

17 vd »= B.080083
138 Vi <= -@.00083
19 vi »= B.8p803

[
[
[
20 [| vz <= -8.80082
[
[
[

21 Vi »= B.8pBp2
22 vl <= -@.00083
23 vl »= B.20B035;
240}
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#tinclude <stdio.h>

int main

for(unsigned long long int i=0;i<Oxffffffff;i++
unsigned long long int tmp = i<<32
double tmp2 = *(double*) (&tmp
double v4 = 149.2 * tmp2 + tmp2 * (-27.6) * tmp2 - 129.0
double v2 = tmp2 * (-39.6) * tmp2 + (59.2) * tmp2 + (37.8
double vl = tmp2 * (-39.6) * tmp2 + (59.2) * tmp2 + (37.8
if( v4>-0.00003 && v4<0.00003
printf("v4:%p\n",i
if(v2>-0.00002 && v2<0.00002
printf("v2:%p\n",i

if(v1>-0.00003 && v1<0.00003

printf("v1:%p\n",1i

return 0

output

v4:
vl:
v4:
vl:
v2:
vl:
vl:

ox3ff14a45
ox3fffad58
0x40114cf8
oxbfdeedld
oxbfdeedle
oxbfdeedle
oxbfdeedlf

8 3 — T B AR AT )RR 1 219 B RS i flag
flag{454af13f-f84c-1140-1ee4-debf58a4{f3f}
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