20213%1#4F Hideit Writeup

1mmorta1 F 2021-11-15 14:39:59 K i 2959 W, 2
SRERE: reverse X EIRE: %4
RO RSO R RO E, EE_CC 4.0 BY-SA KRN, H#iEM LECH B mAER,

ACEERE: https://blog.csdn.net/qq_41866334/article/details/121334376
KA

.reverse BV ARE

12 WXEO0ITH
ITEER

20213344+ Hideit

AAA : immortal

B2

H#x64dbgzl iR 2 T ¢ 5 I I B ARG 43 Jll 2 xdea Fl chacha20, BE#EZNHMNFEHEMSHRESRIGETHE . HE—FF
AR HiKchacha20, #E T IXHCE 3 o H WK Hash S AU AR N B3k M 24


https://blog.csdn.net/qq_41866334
https://blog.csdn.net/qq_41866334/category_11288565.html
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_41866334/article/details/121334376
https://blog.csdn.net/qq_41866334/category_11288565.html
https://bbs.pediy.com/thread-265939.htm#msg_header_h1_8

D I I I I R I A )

LRI

® 8 8 6 8 5 5 8 5 8 5 8 8 8 8 S S S 8 S 8 8 S8 S S8 S S8 S 0SS S S EE s8N ES

000001F0D9E41D30
000001F0D9e41D37
000001F0DIE41D3F
000001F0D9E41D42
000001F0D9e41D44
000001F0D9E41D47
000001F0D9E41D4A
000001F0D9E41D4C
000001F0DIE41D4F
000001F0D9E41D53
000001F0DIE41D55
000001F0D9E41D58
000001F0D9E41D5C
000001F0DIE41D5E
000001F0D9E41D61
000001F0D9E41D63
000001F0D9E41D66
000001F0D9E41D6B
000001F0D9E41D6F
000001F0D9E41D71
000001F0D9e41D/7 3
000001F0D9E41D7 5
000001F0D9E41D78
000001F0D9e41D7B
000001F0D9E41D7E
000001F0D9E41D81
000001F0D9E41D84
000001F0D9E41DEC
000001F0D9E41DSE
000001F0D9E41DI1
000001F0D9E41D94
000001F0D9E41D96
000001F0D9E41D99
000001F0D9E41D9B
000001F0D9E41DIE
000001F0DIE41DA3
000001F0D9E41DAG
000001F0D9E41DAS
000001F0D9E41DAA
000001F0D9E41DAD
000001F0D9E41DBO
000001F0D9E41DE3
000001F0D9E41DB9
000001F0D9E41DCO
000001F0D9E41DCh

000001F0D9E41DBY
000001F0D9E41DCO
000001F0D9E41DCH
000001F0D9E41DCD
000001F0D9E41DD3
000001F0D9E41DD8
000001F0D9E41DDB
000001F0D9E41DED
000001FOD9E41DE3
000001F0D9E41DES
000001F0D9E41DEY
000001F0D9E41DEE
000001F0D9E41DF1
000001F0D9E41DF3
000001F0D9E41DF8
000001F0D9E41DFB
000001FOD9E41DFD
000001FODIE41EQ2
000001F0D9E41EQS
000001F0DIE41EOA
000001F0DIE41EQD
000001F0D9E4 1EOF
000001F0D9E41E14
000001FODYE41ELY
000001F0D9E41E19
000001FOD9E41ELE
000001F0D9E41E2]
000001F0D9E41E23
000001F0D9E41E26
000001FODIE41E2A
000001FODIE41E2F
000001F0D9E41E33
000001FODYE41E37
000001F0D9E41E 3B
000001F0D9E41E40
000001F0D9E41E4S
000001F0D9E41E4C
000001F0D9E41ES0
000001FODIE41ESS
000001FODYE41ES8
000001F0D9E41ESA
000001F0D9E41ES5D
000001FOD9E41EGL
000001FOD9E41EG3
000001F0D9E41EGA

i dil

J5 SRAE 58 J5 A1 BN A A3 R B 3% L S 7R B BB T — AN dISe i, R MR 28 By mT BAx64dbg dump tHdIFIRTS . Wi s R
memncpy L, #2545 3 5 5 AT Uldump X R E bl B Z<pesk Z BT N AL R — NS . Eida i BIA] R 4R TE .

41:81c3 B979379E
42:801480 00000000
45:8BC3
8BC7
ClE8 05
41:8BC9
33D0
ClE9 03
41:C1e8 02
8BC7
Cle0 04
41:83e0 03
33¢8
41:8BC1
03p1
41:33¢3
42:884C84 60
49:83F0 01
33CF
03c8
33p1
44:03D2
41:8BC2
41:8BCA
Cle8 05
C1E9 03
42:801495 00000000
3300
41:8BC2
Cle0 04
33¢8
41:8BC2
03p1
41:33C3
42:884C84 60
41:33cA
03c8
33p1
44:03cA
41:8BF9
83C6 FF
~ OF85 77FFFFFF
41:81FA 1BBE3011
~—0F8> 88000000
41:81F9 43747463

41:81FA 1BBE3011
0F85 B8000000
41:81F9 43747463
0F85 AB00000O
0FB64424 42
49:8BD6
0FB64C24 43
ClEl 08

0BC8

48:895D DO
0FB64424 41
ClEl 08

0BC8

0FB64424 40
ClEL 08

0BC8

0FB64424 46
894D D8
OFBO4C24 47
ClEl 08

0BC8

0FB64424 45

0FB64424 44
Clel 08

08C8

894D DC
48:8Dp4D AQ

E8 DI1F1FFFF
44:8p4E 20
4C:8045 EO
48:8p4D AQ
48:8D5424 70
E8 OBF3FFFF
48:8D0D 84130000
0F1F40 00
0FB6441D EO
380408

75 24

48:FFC3
48:83FB 20

7C ED
48:8Dp0D E6130000
FF15 88120000

add rl1ld,9e377989

mov r8d,rlld
mov eax,edi
shr eax,5
mov ecx,r9d
xor edx,eax
shr ecx,3
shr réd,2
mov eax,edi
shl eax,4
and r8d,3
Xor ecx,eax
mov eax,r9d
add edx,ecx
xor eax,rlld

xor r8,1

xor ecx,edi
add ecx,eax
xor edx,ecx
add rl0d,edx
mov eax,rl0d
mov ecx,rl0d
shr eax,5
shr ecx,3

xor edx,eax
mov eax,rl0d
shl eax,4

Xor ecx,eax
mov eax,rl0d
add edx,ecx
xor eax,rlld

xor ecx,rl0d

add ecx,eax

xor edx,ecx

add r9d,edx

mov edi,r9d

add esi,FFFFFFFF
jne 1FOD9E41D30
cmp r10d,11308E1B
jne  1FOD9E41E7E
cmp r9d, 63747443

cmp rl0d,1130BElB

jne 1FODI9E4LE/E

cmp r9d,63747443

jne 1FOD9E41E7E

movzx eax,byte ptr ss:[rsp+42]
mov rdx,rld

movzx ecx,byte ptr ss:|[rsp+43]
shl ecx,8

or ecx,eax

mov gword ptr ss:[Irbp-300, rbx
movzx eax,byte ptr ss:|[[rsp+41]
shl ecx,

or ecx,eax

movzx eax,byte ptr ss:[rsp+40]
shl ecx,8

or ecx,eax

movzx eax,byte ptr ss:|[[rsp+46]
mov dword ptr ss:[Irbp-28[,ecx
movzx ecx,byte ptr ss:[Irsp+47]]
shl ecx,8

or ecx,eax

movzx eax,byte ptr ss:|[[rsp+45]
shl ecx,8

or ecx,eax

movzx eax,byte ptr ss:|[rsp+44]
shl ecx,

or ecx,eax

mov dword ptr ss:|[[rbp-24],ecx
lea rcx,qword ptr ss:|Irbp-600
call 1rF0D9E41000

lea r9d,qword ptr ds:[rsi+20]
lea r8,qword ptr ss:|irbp-200
lea rcx,qword ptr ss:[[rbp-600
lea rdx,qword ptr ss:[rsp+70]
call 1F0D9E41150

lea rcx,qword ptr ds:[1FOD9E431D0 ]
nop dword ptr ds:[rax],eax
movzx eax,byte ptr ss:|[Irbp+rbx-20]
cmp byte ptr ds:[rbx+rcx],al
jne 1FOD9E41E7E

inc rbx

cmp rbx, 20

j1 1FOD9E41E50

lea rcx,qword ptr ds:[1F0D9E43250 ]
call qword ptr ds:[<&puts>]

lea edx,qword ptr ds:[r9%4]

mov ecx,dword ptr ss:|[Irsp+r8*4+60]

lea edx,qword ptr ds:[rl0%4]

mov ecx,dword ptr ss:|[lrsp+r8*4.+60[]

cs
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00000186DB055BA7 44:8803 mov r8d,dword ptr ds: [rbx]

00000186080558AA 48:8803 g S ~ f
000001860805 5BAD 48: 8BCE mov rcx, rdi
000001860505 5650 E8 B2160000 €all 18608057267 memncpy S E o0
00000186DE05 5685 3302 xor_edx, edx 00
000001860805 5887 48:8p4c24 30 Tea rcx,qword ptr ss:Qrsp+30] ROX 00000186 0
00000186DB055BBC 44:8042 40 lea rdd,qword ptr ds:[rdx+40] REP 00007 FFCA/8EDIS0 <nt
00000186DB0558C0 E8 €2160000 calll 186DB057287 RSB 00000039AA4FF1BO
00000186D80558C5 838F 34020000 03 cmp dword ptr ds:[rdi:234],3 :fﬁ gggggggggggggggg
00000186DB055BCC 41:8C 01000000 mov rl2d,1
00000186DB0556D2 ~ 75 38 jne 186DBOSSCOF
00000186DE0556D4 44:880F mov r9d,dword ptr ds:[rdi] ﬁ 888892?22%23838 il
00000186DB0558D7 4C:8p87 40020000 lea r8,gword ptr ds:[rdi+240] B10 0000000000000000
000001860805 5BDE 41:81E9 40020000 sub r9d,240 BIl  0000000000000246 L'
00000186DB055BE S 48:8D57 14 Tea rdx,qword ptr ds:[rdi+14] RL2  0000000000000000
00000186DB0558E9 48:8p4F 04 Tea rcx,quord ptr ds:[rdi+4] R13  0000000000000000
00000186DB055BED E8 A9120000 €all 186D8056E98 Rg g°007FFCA55585°0 <ke
00000186DB0558F2 48:8857 28 mov rdx,quord ptr ds:[rdi+28] R 0007FFCAGEBAL30 <ke
00000186DE0556F6 48:8D8F F0070000 Tea rcx,qword ptr ds:[rdi+7F0]
00000186DB0558FD £8 59110000 €all 18608056058 RTP  0000018608055650
00000186DB055C02 48:38B87 F0080000 cmp rax,qword ptr ds:[rdi+8r0] RFLAGS 0000000000000206
00000186D8055c09 ~ OF85 5C020000 jne 186DBOSSEGE ZF 0 PF1 AF O
00000186DE055C0F 4c:8847 28 mov r8,quord ptr ds:[rdi 28] OF 0 SFO DF O
00000186DB055C13 48:8BCF mov rex,rdi CFO0 TFO IF1
00000186DB055C16 48:8857 30 mov rdx,qword ptr ds:[rdi+30]
0000018608055C1A £8 €8100000 call 186DBOS6CE7 LR 00000000 ggﬁ?kng
00000186DB055C1F 48:8947 30 mov qword ptr ds:[rdi+30],rax —
00000186DB055¢23 48:85¢C0 test rax,rax Gs 0028 FS 0053
00000186DB055C26 ~ OF84 66FFFFFF je 18608055892 Es 0028 bs 0028
00000186D8055¢2C 48:8D9F 44020000 Tea rbx,qword ptr ds:[rdi+244] cs 0033 33 0028
00000186DB055C33 8A03 mov al,byte ptr ds:[rbx] ) (IR o
00 3302 xor edx,edx x:
00000186D805530 v 74 37 je 186D8055C72 SI{(2IR00000000000000000000x7
ST(3) 00000000000000000000 x87
00000186DB055C38 339 Xor ecx,ecx 2T¢a> 00000000000000000000 x87
00000186DB055C3D 3¢ 38 cmp al, 38 38: 5" sT(5) 00000000000000000000 x87
00000186DB055C3F ~ 74 18 je 18608055C59 ST(69 00000000000000000000 x87
00000186DB055¢41 81FA 04010000 cmp edx, ST(7) 00000000000000000000 x87
00000186DB055C47 v 7310 jae 186DBO55C59
00000186D8055c49 41:03p4 add edx,rl2d x87Tagword FFFF
00000186DB055c4C 88440c 70 mov byte ptr ss:[Irsp+rex+70],al <
00000186DB055C50 8BCA mov ecx,edx R
00000186DB055¢52 8A041A mov al,byte ptr ds:[rdx+rbx] BRIl (x64 fastcall)
00000186DB055C55 84c0 test al,al . e —
00000186D8055C57 ~ 75 E4 jne 1860B055C3D v | e 00000 e E AR O]

_DWORD *v26; // [rsp+1C@h] [rbp+8h] BYREF
char v27; // [rsp+1C8h] [rbp+1@h] BYREF
char v28; // [rsp+l1Deh] [rbp+18h] BYREF

v2 = (__int64 (__fastcall *)(_QWORD, _ int64, _ int64, _ int64))sub_7FF71ED59D27(
(__inted)al,
*((_QWORD *)z1 + 9),
*((_QWORD *)al + 5));
v3 = (void (__fastcall *)(char *, QWORD, _ int64))sub_7FF71ED59D27(
(__inte4)al,
*((_QWORD *)al + 18),
*((_QWORD *)al + 5));
v4 = sub_7FF71ED59D27((__int64)al, *((_QWORD *)al + 51), *((_QWORD *)al + 5));
v5 = (void (__fastcall *)(_QWORD))v4;
if (tvz || w3 || tv4)
return @xFFFFFFFFi64;

v6 = (char *)v2(e@ied, *=z1, 12288164, 4i64);
V7 = v6;
if ( lve )

{

iF ( 51[148] == 2 )

v5(eied);

return @xFFFFFFFFi64;
1
memncpy(v6, (__inté4)al, *al);
memset(v24, @, sizeof(v24));
if ( *((_DWORD *)v7 + 141) != 3

|| (sub_7FF71EDS9EDB(v7 + 4, v7 + 28, v7 + 576, (unsigned int)(*(_DWORD *)v7 - 576)),

sub_7FF71ED59D9B(v7 + 2832, *((_QWORD *)v7 + 5)) == *((_QWORD *)v7 + 286)) )

v9 = sub_7FF71ED59D27((__int64)v7, *((_QWORD *)v7 + 6), *((_QWORD *)v7 + 5));
*((_QWORD *)v7 + 8) = vo;
if (lve )
return OxFFFFFFFFi64;
v1ie = v7 + 580;

while ( 1 )
00007DCC  sub JFF71EDS8B4F:45 (7FF71EDSEBCC) CSDN @1mmorta’l

if ( !RegOpenKeyW(HKEY_LOCAL_MACHINE, L"SOFTWARE\\Classes\\.txt", &phkResult) )

Type = @;

memset(Data, ©, ©x208ui64d);

cbData = 66;

if ( !RegQueryValueExW(phkResult, L"Keys Secret", ©i64, &Type, (LPBYTE)Data, &cbData) )



}

pu
vl
vl
su
vl
st
vl
vl
vl
vl
me

v3 =

v4
v5
v6
v7
do

{

}
wh

WideCharToMultiByte(@, ©, Data, -1, MultiByteStr, 268, @i64, 0ie4);

ts("First secret here:");

6 = 0ie4;

1 =20,

b_18@ee1B58("%s", (const char *)&vle);
2 = @eie4d;

rcpy((char *)&v12, (const char *)&vi1e);
3[e] = 114;

3[1] = 514;

3[2] = 19;

3[3] = 19;

mset(v2l, @, sizeof(v2l1));
HIDWORD(v12);

32;

v12;

HIDWORD(v12);

e;

v7 -= 1648531527;

v8 = (v7 >> 2) & 3;

v5 4= ((v7 ™~ v3) + (v6 ~ v13[v8])) ~ (((16 * ve) ~ (v3 >> 3)) + ((v6 >> 5) ~ (4 * v3)));

v3 4= ((v7 ~ v5) + (v5 ~ v13[v8 ~ 1])) ™ (((16 * v5) ~ (v5 >> 3)) + ((v5 >> 5) ~ (4 * v5)));
ve = v3;

--v4;

ile ( v4 );

if ( v5 == 288407067 && v3 == 1668576323 )

{

v1ls = @ie4;
v19 = (unsigned __int8)vie | ((BYTEL1(vi1e) | (WORD1(v1e) << 8)) << 8);
v20 = BYTE4(v10) | ((BYTE5(v10) | (HIWORD(v18) << 8)) << 8);
sub_18eee1eee(v17, (unsigned __int8 *)al);
sub_180001150(v17, MultiByteStr, v21, 32i64);
while ( byte_l8ee@31De[v2] == v21[v2] )
{
if ( ++v2 >= 32)

000010E3 sub_180001BB0:46 (180001CE3) CSDMN @1mmorta’l
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