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1.8 H

%5 H server.py

class Unbuffered( ):
def _init (self, stream):

self.stream stream

write(self, data):
self.stream.write(data)
self.stream.flush()

def _ getattr (self, attr):
return (self.stream, attr)

import sys
sys.stdout = Unbuffered(sys.stdout)
import signal
signal.alarm(600)
import os
from Crypto.PublicKey import RSA
import random
n = 740765548979273098467598803958212385151570053921334237430171491357308450305938925395058048571558613364002948
0042911355182403295727895254874951478707796193799828650113287755658500482485268633743760242969219377981697378605
84047065593928295857417452372744936947544816804233701992919611488140593397159150152160920639

).read().replace(

(flag_padding.encode( ) [
2:], 16) random.randint (1000, 999999), e, n)
(c))
)

print
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print
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https://github.com/ValarDragon/CTF-Crypto/blob/master/RSA/FranklinReiter.sage

R.<X Zmod(n)[ ]
f1 X"e cl
f2 (X r)‘e c2

return Integer(n-(compositeModulusGCD(f1,f2)).coefficients()[0])

compositeModulusGCD(a, b):
if(b 9):

return a.monic()
else:

return compositeModulusGCD(b, a b)

CoppersmithShortPadAttack(e,n,C1,C2,eps=1/30):

import binascii

P.<x,y PolynomialRing(ZZ)
ZmodN = Zmod(n)

gl x"e C1

g2 = (xty)te - C2

res = gl.resultant(g2)

P.<y PolynomialRing(ZmodN)

( (res.coefficients())):
res.coefficients()[i]*(y~(res.exponents()[i][1]))

diff = rres.small roots(epsilon=eps)
recoveredMl franklinReiter(n,e,diff[0],C1,C2)
print(recoveredM1)
print(
print( (recoveredMl))
print(
for i in (8):
msg (Integer(recoveredml (2,1)))
if( (msg)%2 1):
msg msg
if(msg[:2] E
msg = msg[:2]
print(binascii.unhexlify(msg))

testCoppersmithShortPadAttack(eps=1/25):
from Crypto.PublicKey import RSA

import random

import math

import binascii

M

M (binascii.hexlify(M),16)
€ 3

nBitSize 8192

key RSA.generate(nBitSize)

m (math.floor(nBitSize/(e*e))) 400
assert (m nBitSize ( M)[2:1))




random.randint (1, (2,m))
random.randint(ri, (2,m))
(2,m)*M rl
M2 (2,m)*M r2
c1 Integer( (M1,e,key.n))
c2 Integer( (M2,e,key.n))
CoppersmithShortPadAttack(e,key.n,C1,C2,eps)

testFranklinReiter():
random_prime(2/512)
random_prime(2/512)

P q
11

randint(@, n)
randint(@, n)

cl (m + @, e, n)

c2 (m r, e, n)

print(m)

recoveredM franklinReiter(n,e,r,cl,c2)
print(recoveredM)

assert recoveredM==m

print(

return True

if name

n 74076554897927309846759880395821238515157005392133423743017149135730845030593892539505804857155861336400
2948004291135518240329572789525487495147870779619379982865011328775565850048248526863374376024296921937798169737
860584047065593928295857417452372744936947544816804233701992919611488140593397159150152160920639

cl 8706293140934312719839847590231126923191925292811407812191897333116453433061674206980701871143420316956)
5663360460876575389736021237752186210787024416588643886638547419844656463261633445625505649793789071612148428421
740762499025031346773046106155367974957859160122388009534240210400986187645459264829214801007328

c2 3931487162652783415336425950330075491292899341750772539837806527021251725271971603552237735646037835505
1268492502714367257576757400152523023453301763545004465493317757051684404443294796094051897863669324105465432099
1242216911874665286307803226282088525859913459120271322912176809014069143545299571984342576083870

= E}

CoppersmithShortPadAttack(e, n, cl1, c2, eps=1 30)

5.get flag

I |padding padding padding paddm
D fn Z dnfZdr

flag{8bc37dfe-0273-29dc-34bb-16498cdb28ef}
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