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import numpy as np
from pylfsr import LFSR
from Crypto.Util.number import

from secret import flag

assert flag[:6]

def xor(a,b):
return str(chr(a’b)).encode(

def encode(content,key):
tmp=b
foriin (len(content)):
tmp += xor(content[i],key([i (key)])
return tmp

def shuffle_str(s):
str_list ©)
random.shuffle(str_list)
return ".join(chr(i) for i in str_list).encode(

Jjoin(chr(random.randint(1,256)) for _in (512)).encode()
ran_str+flag

L4 = LFSR(fpoly=[4,3],initstate ,verbose=True)
data = L4.runFullCycle()

k4 = b

for _in (len(data)):

(8):
())-encode()
long_to_bytes(int(a,2))

L5 = LFSR(fpoly=[5,4,2,1],initstate ,verbose=True)
data = L5.runFullCycle()

k5 = b

for _in (len(data)):

(8):
()).encode()
long_to_bytes(int(a,2))

shuffle_str(k4)
shuffle_str(k5)

lenc2=encode(content,k5)
lenc1=encode(content,k4)

print(enc1)
print(enc2)
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>>> from pylfsr import LFSR
>>> |4 = LFSR(fpoly=[4,3],initstate ='random',verbose=True)

4 bit LFSR with feedback polynomial x4 + x3 + 1
Expected Period (if polynomial is primitive) = 15

: [0101]

: 0

Y
feedback bit : -1
>>> |5 = LFSR(fpoly=[5,4,2,1],initstate ='random',verbose=True)
>>> |5.info
<bound method LFSR.info of <pylfsr.pylfsr.LFSR object at 0x000002A373695EB0>>
>>> | 5.info()
5 bit LFSR with feedback polynomial x5 + x4 + x"2 + xM + 1
Expected Period (if polynomial is primitive) = 31

:[11110]

: 0

c-1
feedback bit : -1
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k5[3] = enc2[809]%ord('}')
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k4[3] = k5[3] *enc1[3] * enc2[3]
k4[4] = k5[3] *enc1[34] *enc2[34]

k4[5] = k5[3] *enc1[65] *enc2[65]
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string.ascii_letters+string.digits

) ~enc2[809]
for i in (3,810, 31):
k4[i%15] = k5[3] * enc1[i] * enc2[i]

for i in (810):
if chr(k4[i%15]"encA1[i]) in chars:
print(chr(k4[i%15]"enc1[i]), end=")
else:

print('|', end=")




IS By I e NSk o iy ikimmAimmimoH-mQIUIUIUE 1 iiieniplii1}
JITHIROIHI IS M WA ki a2 e et A Rame memAmmiisNE =i

OI[lINIRAIBIIHHHHHIHCHIE CEDIAQAPmisc2e eSS mimiiE i hialiel2ry v N
IHHTHEATKRIITONIBIDPASCTF{7cc33bd1c63b029fa27a6a78f1253024}

XEANTHERR, EHEETREFEHATRERT, FTFEkiag.

5.get flag

415

BANSHTREG, AREHBIRBE O . BTCARTIR AR I3 A2 F B4R — W HE R AR (R R X, « o )
5%

2020%##-CRYPTO-LFSRXOR WriteUp


https://www.cnblogs.com/lnjoy/p/LFSRXOR.html

	2020湖湘杯-CRYPTO-LFSRXOR
	2020HXB-CRYPTO-LFSRXOR

	LFSRXOR
	题目分析
	开始
	1.题目
	2.数学理论
	3.回到题目
	（1）源代码
	（2）LFSR分析
	（3）content原文分析

	4.破解
	5.get flag

	结语
	参考


