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f#F PyInstaller Extractor v2.e ffexeid/Tf#H, TEMA LIRS F K Python version: 36, YJ#kHpython3.63F

(venv) E:\Python-Project\pyctest\ppyycc>python pyinstxtractor.py 2009085f56dfbbbf571.exe
[+] Processing 2009085f56dfbbbf571.exe
[+] Pyinstaller version: 2.1+

[+] Python version: 36

[+] Length of package: 6021662 bytes

[+] Found 59 files in CArchive

[+] Beginning extraction...please standby

[+] Possible entry point: pyiboot®l_bootstrap.pyc

[+] Possible entry point: login.pyc

[+] Found 133 files in PYZ archive

[+] Successfully extracted pyinstaller archive: 2009085f56dfbbbf571.exe

You can now use a python decompiler on the pyc files within the extracted
h

AT LAE W O SCHEA 1ogin. pyc , ] uncompyle6 login.pyc f@HrpycC i
(venv) E:\Python-Project\pyctest\ppyycc\2009085Ff56dfbbbf571.exe_extracted>uncompyle6 login.pyc
# uncompyle6 version 3.7.4d
# Python bytecode 3.6 (3379)
# Decompiled from: Python 3.6.6 (v3.6.6:Ucflf54eb7, Jun 27 2018, 03:37:03) [MSC v.1900 64 bit (AMD6U)]
# Embedded file name: login.py
import sys
inputl = input('input something:')
if len(inputl) != 14:
print('Wrong length!"')
sys.exit()
else:
code = []

for i in range(13):
code.append(ord(inputl[i]) " ord(inputl[(i + 1)1))
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from z3 import

al, a2, a4, a6

)
Solver()
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print(x.check())

print(x.model())
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al2,

al3, al4 = Ints(

25 a8 13 a9

20 a8 66 a9

27 a8 15 ad9

25 a8

90 a8 23 a9

29 a8 18 ad9

23 a8 85 ad9

86 a8 14 a9

VE a8 23 ag

43 a6 a7’ 22 a8 12 a9

44 a6 a7 28 a8 15 EE)

43 a6 a7 25 a8 13 ad9

49 a6 89 a7 23 a8 56 a9

43 a6 83 a7 25 a8 12 a9
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36

31
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EY

36
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30

36
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92

36

33,
a5

74,
a7 = 28,

al

%88 ord(input1[i]) ~ ord(inputi[i + 1]) ##4THER, KH#EElinput [85, 95,
121, 33], BB ANFERH

71, 48, 55, 95, 116, 104, 51, 95, 107, 51,

c = [85, 95, 33]

for i in c:

71, 48, 55, 95, 116, 104, 51, 95, 107, 51, 121,

print( (i), end
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easyre

DATFE BABH, K AfagZid encode_one encode_two encode_three ={R4mi% 525
. EmBmP5PmMN7QcPU4gLYKvV5QcMmB3PWHCP5YkPq3=cT6QckkPckoRG , B 56 1R 58 H base64

14, _main();

15| strcpy(Str2, "EmBmP5Pmn7QcPU4gLYKv5QcMmB3PWHcP5YkPg3=cT6QckkPckoRG");

16| puts("Hello, please input your flag and I will tell you whether it is right or not.");
17| scanf("%38s", &Str);

18 if ( strlen(&Str) == 38

19 && (v3 = strlen(&Str), (unsigned int)encode_one(&Str, v3, &v10, &v12) == @)
20 && (v4 = strlen(&v1@), (unsigned int)encode_two(&v16, v4, &v9, &vl2) == @)
21 && (v5 = strlen(&v9), (unsigned int)encode_three(&v9, v5, &Strl, &vl2) == @)
22 &8& !stremp(&Strl, Str2) )

23] {

b 24 puts("you are right!");

b 25 result = @;

260}
27| else
28 {

b 29 printf("Something wrong. Keep going.");
b 30 result = @;

31}
132 return result;
F 33}

#E encode_one , HF|—/Z & alphabet , X} 5 ff] ABCDEFGHIIKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz0123456789+/ , AN
FREE /2 base64 ,

*y10 = alphabet[(char)*
if ( vi4 + v1l - 3 == 1

_ZL8alphabet 45h, 46h, 47h, 48h, 49h, 4Ah, 4Bh
; DATA XREF: encode_one(char const*,int,char *,int *)+E8To
; encode_one(char const*,int,char *,int *)+177to0 ...

5eh, S51h, 52h, 53h, S54h, 55h, 56h
61h, 62h, 63h, 64h, 65h, 66h, 67h
6Ch, 6Dh, 6Eh, 6Fh, 76h, 71h, 72h
77h, 78h, 79h, 7Ah, 36h, 31h, 32h
37h, 38h, 39h, 2Bh, 2Fh

aArsumentNomain dh T _ I

BE encode_two , FHHAA strncpy FEE, 20475 7] H L A
® 6| Source = (char *)al;

® 7 v6 = a3;
©ogl if (a1l || taz )
® 9 return OxFFFFFFFFi64;

@ 18| strncpy(23, al + 26, @xDuie4d);

@ 11| strncpy(ve + 13, Source, @xDui64d);

@ 12| strncpy(ve + 26, Source + 39, @xDui6d);
@ 13| strncpy(v6 + 39, Source + 13, ©xDui6d);
@ 14| return 01i64;
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BE encode_three , SR E R FET, 0 H 2k, 2475 E 1 E
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15
16
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19
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22
23
24
25
v 26
27
- 28
29
30
31
32
33
34
35
36
37

[ A L LAY N 1Ty

v/ = a3;
for (1 =0; 1 < a2; ++i )
{
v5 = *y§;
if ( *v8 <= 64 || v5 > 90 )
{
if (v5 <=96 || v5 > 122 )
{
if ( v5 <= 47 || v5 > 57 )
*v7 = v5;
else
*v7 = (v5 - 48 + 3) % 10 + 48;
}
else
{

*y7 = (V5 - 97 + 3) % 26 + 97;

else

{
}

++v7;
++vE;

}

return 0i64;

*y7 = (V5 - 65 + 3) % 26 + 65;
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SR encode_three , BBRRMBHIXZ——F MK R, IBIXNRERE HRREER—TKmapitiT T

def m(v5):
if v5 64 v5 90:
if v5 96 ) 122:
if v5 47 v5 57:
return (v5)
else:
return ((v5 - 45) 10 + 48)
else:
return ((v5 94) 26 + 97)
else:
return ((v5 62) 26

{3
iin (33, 127):
raw = i
fin m(i)
mm[fin] (raw)

fin2 mm[c]

print(fin2)

BjYjM2Mjk4NZMR1dIVHS 2Nz jYOMTEZzM2VhMn@=2zQ3NzhhMzh10D

BJR encode_two , 25 I i) B IR R I 74 8 AT IR IR, B JE base64/# Y




import base64
data

for _ i (38)]
13] data[13: 26]
26] data[39: 52]
39] data[0@: 13]
52] data[26: 39]

print(base64.b64decode("".join(raw).encode()).decode())

GWHT{672cc4778a38e80cb362987341133ea2}

Bytecode

BB EX AR B, Bytecode Apythonk F il ks i A KWK R, LsmailRiLit1T, & B Mpythonfii A&

LOAD_CONST
LOAD_CONST
LOAD_CONST
LOAD_CONST
LOAD_CONST
LOAD_CONST
BUILD_LIST
STORE_NAME

(3)
(37)
(72)
€))
(6)
(132)

® OO U1 A W N KPR O

(en)

LOAD_CONST (101)
LOAD_CONST (96)
LOAD_CONST (23)
LOAD_CONST )
LOAD_CONST (112)
LOAD_CONST (42)
LOAD_CONST (107)
LOAD_CONST (62)
LOAD_CONST (96)
LOAD_CONST EE)
LOAD_CONST (176)
LOAD_CONST (179)
LOAD_CONST (98)
LOAD_CONST EE))
LOAD_CONST (67)
LOAD_CONST X))
LOAD_CONST (41)
LOAD_CONST (120)
LOAD_CONST (60)
LOAD_CONST (106)
LOAD_CONST (51)
LOAD_CONST (101)
LOAD_CONST (178)
LOAD_CONST (189)
LOAD_CONST (101)
LOAD_CONST (48)
BUILD_LIST

STORE_NAME (output)

LOAD_CONST ('welcome to GWHT2020')
PRINT_ITEM
PRINT_NEWLINE




LOAD_NAME
LOAD_CONST
CALL_FUNCTION
STORE_NAME

LOAD_NAME
STORE_NAME

LOAD_NAME
LOAD_NAME
CALL_FUNCTION
STORE_NAME

LOAD_NAME
LOAD_CONST
COMPARE_OP

POP_JUMP_IF_FALSE

LOAD_CONST
PRINT_ITEM
PRINT_NEWLINE

LOAD_NAME
LOAD_CONST
CALL_FUNCTION
POP_TOP
JUMP_FORWARD

LOAD_NAME
LOAD_NAME
LOAD_CONST
BINARY_SUBSCR
CALL_FUNCTION
LOAD_CONST

BINARY_MULTIPLY

LOAD_NAME
LOAD_NAME
LOAD_CONST
BINARY_SUBSCR
CALL_FUNCTION
BINARY_ADD
LOAD_CONST

BINARY_MULTIPLY

LOAD_NAME
LOAD_NAME
LOAD_CONST
BINARY_SUBSCR
CALL_FUNCTION
BINARY_ADD
LOAD_CONST

BINARY_MULTIPLY

LOAD_NAME
LOAD_NAME
LOAD_CONST
BINARY_SUBSCR
CALL_FUNCTION
BINARY_ADD
LOAD_CONST

BINARY_MULTIPLY

(raw_input)

('please input your flag:')

(flag)

3 (flag)

(str)

(len)
(str)

€))

('lenth wrong!")

(exit)
(@)

(to 173)

(ord)

4 (str)

(@)

(2020)

(ord)

4 (str)

(1)

(2020)

(ord)

4 (str)

(3)




LOAD_NAME

LOAD_NAME

LOAD_CONST

BINARY_SUBSCR

CALL_FUNCTION

BINARY_ADD

LOAD_CONST (1182843538814603)
COMPARE_OP (==
POP_JUMP_IF_FALSE

LOAD_CONST ('good!continue\xe2\x80\xa6\xe2\x80\xa6")
PRINT_ITEM

PRINT_NEWLINE

JUMP_FORWARD (to 290)

LOAD_CONST ('bye~")
PRINT_ITEM
PRINT_NEWLINE

LOAD_NAME
LOAD_CONST
CALL_FUNCTION
POP_TOP

BUILD_LIST
STORE_NAME 9 (x)

LOAD_CONST (5)
STORE_NAME (k)

SETUP_LOOP (to 433)
LOAD_NAME (range)
LOAD_CONST (13)
CALL_FUNCTION

GET_ITER

FOR_ITER (to 432)
STORE_NAME (i)

LOAD_NAME (ord)
LOAD_NAME 4 (str)
LOAD_NAME (k)
BINARY_SUBSCR

CALL_FUNCTION

STORE_NAME )

LOAD_NAME (ord)
LOAD_NAME 4 (str)
LOAD_NAME (3
LOAD_CONST (1)
BINARY_ADD

BINARY_SUBSCR

CALL_FUNCTION

STORE_NAME

LOAD_NAME
LOAD_NAME
LOAD_NAME
LOAD_CONST
BINARY_MODULO




BINARY_XOR
STORE_NAME

LOAD_NAME

LOAD_NAME

LOAD_NAME

LOAD_CONST

BINARY_MODULO

BINARY_SUBSCR

BINARY_XOR

STORE_NAME (a22)

LOAD_NAME (x)
LOAD_ATTR (append)
LOAD_NAME (all)
CALL_FUNCTION

POP_TOP

LOAD_NAME (x)
LOAD_ATTR (append)
LOAD_NAME (a22)
CALL_FUNCTION

POP_TOP

LOAD_NAME
LOAD_CONST
INPLACE_ADD
STORE_NAME
JUMP_ABSOLUTE
POP_BLOCK

LOAD_NAME (x)
LOAD_NAME (output)
COMPARE_OP (==
POP_JUMP_IF_FALSE

LOAD_CONST ('good!continue\xe2\x80\xa6\xe2\x80\xa6")
PRINT_ITEM

PRINT_NEWLINE

JUMP_FORWARD (to 468)

LOAD_CONST ('oh,you are wrong!")
PRINT_ITEM
PRINT_NEWLINE

LOAD_NAME
LOAD_CONST
CALL_FUNCTION
POP_TOP

LOAD_NAME
LOAD_NAME
CALL_FUNCTION
STORE_NAME

LOAD_NAME
LOAD_NAME
LOAD_NAME
LOAD CONST




BINARY_SUBTRACT
BINARY_SUBSCR
CALL_FUNCTION
STORE_NAME

LOAD_NAME
LOAD_NAME
LOAD_NAME
LOAD_CONST
BINARY_SUBTRACT
BINARY_SUBSCR
CALL_FUNCTION
STORE_NAME

LOAD_NAME
LOAD_NAME
LOAD_NAME
LOAD_CONST
BINARY_SUBTRACT
BINARY_SUBSCR
CALL_FUNCTION
STORE_NAME

LOAD_NAME
LOAD_NAME
LOAD_NAME
LOAD_CONST
BINARY_SUBTRACT
BINARY_SUBSCR
CALL_FUNCTION
STORE_NAME

LOAD_NAME
LOAD_NAME
LOAD_NAME
LOAD_CONST
BINARY_SUBTRACT
BINARY_SUBSCR
CALL_FUNCTION
STORE_NAME

LOAD_NAME
LOAD_NAME
LOAD_NAME
LOAD_CONST
BINARY_SUBTRACT
BINARY_SUBSCR
CALL_FUNCTION
STORE_NAME

LOAD_NAME
LOAD_CONST
BINARY_MULTIPLY
LOAD_NAME
LOAD_CONST
BINARY_MULTIPLY
BINARY_ADD
LOAD_NAME
LOAD_CONST




BINARY_ADD
LOAD_CONST
COMPARE_OP
POP_JUMP_IF_FALSE

LOAD_NAME
LOAD_CONST
BINARY MULTIPLY
LOAD_NAME
LOAD_CONST
BINARY MULTIPLY
BINARY_ADD
LOAD_NAME
LOAD_CONST
BINARY MULTIPLY
BINARY_ADD
LOAD_CONST
COMPARE_OP
POP_JUMP_IF_FALSE

LOAD_NAME
LOAD_NAME
LOAD_CONST
BINARY_MULTIPLY
BINARY_ADD
LOAD_NAME
LOAD_CONST
BINARY_MULTIPLY
BINARY_ADD
LOAD_CONST
COMPARE_OP
POP_JUMP_IF_FALSE

LOAD_NAME
LOAD_CONST

BINARY MULTIPLY
LOAD_NAME
LOAD_CONST
BINARY_MULTIPLY
BINARY_ADD
LOAD_NAME
LOAD_CONST
BINARY_MULTIPLY
BINARY_ADD
LOAD_CONST
COMPARE_OP
POP_JUMP_IF_FALSE

LOAD_NAME
LOAD_CONST
BINARY_MULTIPLY
LOAD_NAME
LOAD_CONST
BINARY_MULTIPLY
BINARY_ADD
LOAD_NAME
LOAD_CONST
BINARY_MULTIPLY
BINARY ADD

(1003)
(==

(a1)
(4)

(2013)
(==




LOAD_CONST
COMPARE_OP
POP_JUMP_IF_FALSE

LOAD_NAME
LOAD_NAME
LOAD_CONST
BINARY MULTIPLY
BINARY_ADD
LOAD_NAME
LOAD_CONST
BINARY_ MULTIPLY
BINARY_ADD
LOAD_CONST
COMPARE_OP
POP_JUMP_IF_FALSE

LOAD_CONST ('congraduation!you get the right flag!')
PRINT_ITEM

PRINT_NEWLINE

JUMP_ABSOLUTE

JUMP_ABSOLUTE

JUMP_ABSOLUTE

JUMP_ABSOLUTE

JUMP_ABSOLUTE

JUMP_FORWARD (to 807)
LOAD_CONST (None)
RETURN_VALUE




[3, 37, 72, 9, 6, 132]
[101, 96, 23, 68, 112, 42, 107, 62, 96, 53, 176, 179, 98, 53, 67, 29, 41, 120, 60, 106, 51, 101, 178, 1

48]

38:

exit(9)

(stri[o@])
(stri[1])

2020
(stri[2])

2020
(stri[3])

2020
(stri[4])

s 1182843538814603:
)

(stri[k])
C (stri[k + 1])
all = c ~ en[i % 6]
a22 = b ~ en[i % 6]
x.append(all)
X.append(a22)

(stri[l
(stri[l
(strifl
(strifl
(strifl
(strifl
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(stri[e]) * 2020
(stri[1])

2020
(stri[2])

2020
(stri[3])

2020
(stri[4])
1182843538814603:

)

, 37, 72, 9, 6, 132]
[101, 96, 23, 68, 112, 42, 187, 62, 96, 53, 176, 179, 98, 53, 67, 29, 41, 120, 60, 106, 51, 101, 178, 1

for zz in (0, 26, 2):
def foo():
for xx in (42, 127):
for yy in (42, 127):
strl f
X

k

(stri[k])
(stri[k + 1])
C en[i 6]
a22 = b ~ en[1 % 6]
x.append(all)
X.append(a22)
k P
if x[zz] output[zz] x[zz
final.append(xx)
final.append(yy)
return
print( » 2Z)
foo()

print("".join([ (i) for i in finall))

cfa2b87b3f746a8f0ac5c5963f
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from z3 import

al, a2, a3, a4, a5, a6 Ints(

Solver()

.add (a1l
.add (a1l
.add (a1
.add (a4
.add (a4
.add (a4

X .check()

print(x.model())

for i in [97, 101, 102, 102, 55, 51]:
print( (i), end )

[a5 55, a2 101, a6 51, a3 102, a4 102, al
aeff73

BEHE—T
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