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Jint sub_415A50()
{
) HANDLE v@; // eax

L int result; // eax

) int i; // [esp+D4h] [ebp-18h]

) BOOL pbDebuggerPresent; // [esp+E@h] [ebp-Ch] BYREF

3| pbDebuggerPresent = 0;

)| vO = GetCurrentProcess();

) result = CheckRemoteDebuggerPresent(ve, &pbDebuggerPresent);
| if ( pbDebuggerPresent ) |

o

} for (1 =0; 1 < 64; ++i )

L {

; if (1 >= 26 )

i {

' if (i >= 45 )

: byte 423010[1]
) else

| byte 423010[1]
: ¥

) else

a {

L byte 423010[i] = -57;
; }

> result = 1 + 1;

’ }

I

) return result;

-122;

-90;
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78 mov dword ptr [ebp-0oCh], ©

7F push eax

80 xor eax, eax

82 test eax, eax

84 jz short near ptr locret 415A9@+1

86 jnz short $+42

88

88 loc_415A88: ; CODE XREF: .text:00415A86T1]
88 pop esi

89 and eax, ebx

8B push eax

8C xor eax, ebx

8E jz short loc_415A93

90

90 locret_415A990: ; CODE XREF: .text:00415A841]
90 retn 8B58h

B 1 T i

fa%el

o IEEHMMKIE nop ¥, KB BUR jmp BAT

415A7F push eax

415A86 nop

415A81 nop

415A82 nop

415A83 nop

415A84 jmp short loc_415A91

K.Y [ R
415A86 nop

415A87 nop

415A88 nop

415A89 nop

415A8A nop

415A8B nop

415A8C nop

415A8D nop

415A8E nop

415A8F nop

415A90 nop

415A91

415A91 loc_415A91: ; CODE XREF: sub_415A50+3471j
415A91 pop eax

415A92 mov esi, esp

415A94 lea eax, [ebp+pbDebuggerPresent]

415A97 push eax ; pbDebuggerPresent
415A98 mov edi, esp

415A9A call ds:GetCurrentProcess

415AA0 cmp edi, esp

415AA2 call j RTC CheckEsp
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char *sub_419BDe()
{
char *result; // eax

unsigned int i; // [esp+Deh] [ebp-5Ch]
char *v2; // [esp+DCh] [ebp-56h]

char *strl; // [esp+E8h] [ebp-44h]
HMODULE v4; // [esp+124h] [ebp-8h]

v4d = GetModuleHandleA(®);

for ( Strl = (char *)v4 + *((_DWORD *)v4 + 15) + *(unsigned _ int16 *)((char *)v4 + *((_DWORD *)v4 + 15) + 28) + 24;
j_stremp(Strl, ".cyzcc");

Strl += 40 )

3

v2 = (char *)v4 + *((_DWORD *)Strl + 3);

for (i =@; ; ++i )

{

result = Stri;

if (i >= *((_DWORD *)Strl + 4) )
break;

v2[i] ~= aDeg3[i % 4];

¥

return result;

o HLLEA IDAPython A&k idb

def unpack _cyzcc():
f (
key
start 0x41e000
length 0x1200
for i in (length):

ea start+i

old idc.Byte(ea)
f.write( (old))
k key[i

new old k

idaapi.patch_byte(ea, new)

%
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def unpack cyzcc():
f (
key
start 0x41e000
length 0x1200

for i in (length):

ea start+i
old idc.Byte(ea)




k key[i
new = old
idaapi.patch_byte(ea, new)

def unpack_charset():
start 0x133010
f (
for i in (64):
ea i+start
C idc.get_wide byte(ea)
f.write( (c))
new_b
if i 26:
if i 45:
new_b c+122
else:
new_b c+90
else:
new_b c+57
idaapi.patch_byte(ea, new_b)
f.close()

get data(start, end, data_type
data []
while start end:

if data_type :
d idc.Byte(start)

start 1
data.append(d)

return data

solve():
charset get data(0x133010, 0x133010+64,
fake flag = get data(©x1330CC, ©x01330EC,
cipher = get data(©x01330A8, ©x01330c8,
plain []
for i in fake flag:

print( (i), end
for i in cipher:

print( (i), end
for i in charset:

print( (i), end

def get index(d):
for i in (64):
if charset[i]
return i
breakpoint()
for i in (fake_flag)):
cipher[i] fake_flag[i]
breakpoint()
for i in ( (cipher)//4):
charset = charset[1:]+charset[0:1]
tmp_cipher cipher[4*i:4*i+4]
a, b, c, d [get_index(n)for n in tmp_cipher]
plain.append(a 2 & xCO | ¢ 2 & 0x30 | d




plain.append(b
plain.append(c
for i in plain:

print( (i), end

if _ _name__

unpack_cyzcc()
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