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1.you raise me up
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#!/usr/bin/env python

# -*- coding: utf-8 -*-

from Crypto.Util.number import *
import random

2 ** 512
random.randint(2, n-1) | 1

n

m

c = pow(m, bytes_to_long(flag), n)

print 'm = ' + str(m)

print 'c + str(c)

#m
# c

39119070912452742895948966256527403931830595217293685940385507958140277098689030846908473545120788538
66658513942032142458567894507236586325208167916217967759097668952330002340236428787860256449537979953
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e=discrete_log(Mod(c,n),Mod(m,n))
2.boom
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First:this string md5:

Zmd5%# )13 FlenSoy

= formulas
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from sympy import *

X = Symbol('x")

y = Symbol('y")

z = Symbol('z")

print solve([3*x-y+z-185,2*x+3*y-z-321,x+y+z-173],[x, Y,z])
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from sympy import *

X = Symbol('x")
print solve([x*x+x-7943722218936282],[x])

3.easy_ya
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from pwn import *
import gmpy2
def md5(a):
for i in xrange(128):
for j in xrange(128):
for k in xrange(128):
for o in xrange(128):
jie=chr(i)+chr(j)+chr(k)+chr(o)
1ll=hashlib.md5(jie).hexdigest()[:20]
if 1l==a:
return jie

def proof(a,b):
if b=="md5":
return md5(a)
else:
return ""

io=remote("39.96.90.217",17497)

io.recvuntil("= ")

hashh=io.recvuntil("\n")[:-1]

io.recvuntil("function openssl_")

hashfunction=io.recvuntil(">")[:-1]

print hashh.encode("hex")

print hashfunction

xx=proof (hashh,hashfunction)

io.sendline(xx)

io.interactive()
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import gmpy2

n1=78930649587473787462025164455888300508645133789007626345909338991391978449655109566054671744689716859129
c1=31085877631483456310809166284488223209916183059372170111112001737975007514570590449588025547483620296503
Nn2=89450975505510816143913290650301940314670407392775320805682956190022561907119991146818723844739113292931
€2=52897238924731258537862966369639269305568637517927802963866719096469205278307301780755193933426100099616

e=0x10001

p=gmpy2.gcd(nl,n2)

ql=nl/p

q2=n2/p

dl=gmpy2.invert(e, (p-1)*(ql-1))
d2=gmpy2.invert(e, (p-1)*(q2-1))
print hex(pow(cl,d1,n1))

print hex(pow(c2,d2,n2))
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import gmpy2

limit = lambda n: n & Oxffffffff
key="8891898088b197a0bfa78199b28195bfae89" .decode("hex")

Key = [ord(i) for i in key]

limit((Key[@] << 24) | (Key[1] << 16) | (Key[2] << 8) | Key[3])

a |
limit((Key[4] << 24) | (Key[5] << 16) | (Key[6] << 8) | Key[7])
|

b =
c = limit((Key[8] << 24) | (Key[9] << 16) | (Key[1@] << 8) | Key[11])
d = limit((Key[12] << 24) | (Key[13] << 16) | (Key[14] << 8) | Key[15])

y=int("939660b2b1d42d5f47fb"[:7],16)
pp=int("939660b2b1d42d5f47fb"[7:12]+"000",16)
z=int("939660b2b1d42d5f47fb"[12:20],16)
11=[]
for j in xrange(9,34):
pps=pp+]j*0x100000000
for k in xrange(0,0xfff):
if (pps+k)%32==0:
if (pps+k)/32>0x10000000 and (pps+k)/32<Oxffffffff:
11.append(pps+k)
for pps in 11:
pad=pps/32
y=int("939660b2b1d42d5f47fb"[:7],16)
z=int("939660b2b1d42d5f47fb"[12:20],16)
sign=True
z=((int(hex(pps)[-4:-1],16))<<20)"z
for k in range(32):
padss=1imit(pps-k*pad)
z=z-1imit((y*16 + c) ~ (y + padss) ~ ((y>>5) + d))
if z<0:
z=2+0x100000000
y=y-limit((z*16 + a) ~ (z + padss) ~ ((z>>5) + b))
if y<o:
y=y+0x100000000

s=hex((y<<32)+z)[2:-1]
s1=["","@"][len(s)%2]+s

for i in xrange(len(sl)/2):
if (int(s1[i*2:i*2+2],16)>128):
sign=False
break
if sign:
print sl.decode("hex")
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