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Library function B Regular function M Tnstruction I Data I Unexplored || External symbol
Functions window O & x| [§] Strings window (3 IDA Viewd [ Pseudocode-A  [J [0  Hex Viewl [E  structures [ Enums Imports B 2 Exports. [ix]
Function name Segment <Al Address Length Type String A
7] unknown_libname_10 Ltext 0 || [5] . rdata:00-- 0000001A c Could not read from file.
unknown_1{bame_11 text 0 | [5] -rdata:00-- 00000006 € frea
unknown_1ibname 12 -text 0 | [5] .rdata:00+ 00000010  C  Error on file\n.
unknown_librame_13 text 0 | [5] -rdata:00- 00000015 € Fatal error detected
unknown_libname_14 Ltext 0 || [5] . rdata:00-- BOO0OOOF c Error detected
own_Libname 15 text 0 | [5] rdata:00-- 00000024 € Error allocating memory for status\n
sub_14000D90C -text 0 | [5] .rdata:00- 0000OIF € Archive path exceeds PATH MAX\n
own,_ibrame_16 .text 0 [5] . rdata: 00+ 00000014 c Error opening archive %s\n
7| unknown_libname_17 Ltext 0 || [5] - rdata:00-- 0000000B c Hediskshsks
(7] unknown 1ibnane 18 text 0 | [s] rdata:00-- 00000012 € Error copying %s\n
unknown_1ibname 19 -text 0 | [5] -rdata:00- 0000OOF € Ns¥sMshstshsks
unknown_librame_20 text 0 | [5] -rdata:00- 0000000B €  Xsksks.pkg
__crt_stdio_output::string_output_adap- . text 0 || [5] - rdata:00-- 0000000B c Heksks. exe
__crt_stdio_output: :string output_adap: . text o || € shshs
stdio_comnon_vsprint -text o - € Archive not found: %s\n
stdio_common_vswprintf _text o [l C Error_extracting %s\n
__sert_errno_fron_es_error -text o [k - C _main_ |
__acrt_errno_map_os_error text 0 T COUT TOT 2T —HATR— HoauTe:
doserrno -text o |- € Could not get _main_ module’s dict.
_errno L text o |F C Name exceeds PATH MAX\n
strerror . text 0 [s] T —file
strncpy -text 0 [[[s] -rdata: 00 T Failed to unmarshal code object for As\n
GetCurrentProcessTd -text 0 | [5] .rdata:00- 00000010  C  Failed to execute script %s!
strtok . text 0 || [5] .rdata:00+ 0000001E c pyi-windows-manifest-filename
comnon_stat<_stat64132> (vchar ¢ const -+ .text 0 | [5] -rdata:00-- 00000028 € Cammot allocate memory for ARCHIVE STATUS\n
comnon_stat_handle_file opened< statbi- .text 0 | [5] .rdata:00-- 00000007 € calloc
convert_large_integer_time to_time t{_w .text 0 || [s] .rdata:00-- co0000OA € MEIPASS2
convert_to_stat_mode(int, wchar_t const- . text 0 | [] -rdata:00-- 00000023  C  Cannot open self ¥s or archive %s\n
get_drive muober from path(schar t con- . text 0 | [5] -rdata:00- 0D00OIF € Failed to get exccutable path.
is_Toot_unc_name (vchar t const * const) . text 0 | [5] -rdata:00-- 00000013 € GetodulcFileNanch
is_ussble_drive or une_root (vehar t co . text 0 | [] .rdata:00- 0000002  C  Failed to convert executable path to UIF-.
_stat64i32 -text 0 | [] rdata:00- 00000018  C Py Dont¥riteBytecodeFleg
comnon_stat<_stat64132> (vchar ¢ const -+ .text 0 | [5] -rdata:00-- 00000031  C  Failed to get address for Py Dont¥riteBytecodeFlaghn
J_calloc base -text 0 | [5] rdata:00-- 0000000F € GetProchddress
setbuf -text 0 | [] -rdata:00- 0000001  C Py FileSystembefaultEncoding
strncat -text 0 | [] rdata:00- 00000038  C  Failed to get address for Py FileSystemDefaultEncoding\n
sub._14000F198 text 0 | [5] -rdata:00-- 0D00DOOE  C Py FrozenFlag
(7] sub_14000F214 -text 0 | [5] rdata:00-- 00000028  C  Failed to get address for Py FrozenFlag\n
_fullpath -text 0 | [] .rdata:00- 00000018  C Py IgnoreEnvironmentFlag
weullpath -text 0 | [5] -rdata:00- 00000031  C  Failed to get address for Py IgnorcknviromentFlaghn
Comon_£sopenduchar_t>(vchar_t const 4 . text 0 | [5] -rdata:00-- ODOODOOE  C Py NoSitcFlag
_wfopen -text 0 | [5] .rdata:00-- 00000020  C  Failed to get address for Py NoSiteFlagln
_strdup -text 0 | [5] .rdata:00- 00000017  C Py NolserSiteDirectory
_mhstows_1_helper (wehar_t *, char cons: . text 0 | [] -rdata:00- 00000032  C  Failed to get address for Py NoUserSiteDirectory\n
mbstowcs Ltext 0y || [5] -rdata:00-- 00000010  C Py OptimizeFlag
> || [5] rdataio0- 00000028 G Failed to got adiress for Py OptinizeFlagln v
Line 1 of 6u6 Line 1 of 1374
[=] Output window o#® x

using guessed type __inted

Using guessed type _inted sub_14000A9DA(voLd);
fastcall sub_14660A9DC(_QWORD,

OWORD, _QWORD,

QWORD) 5

Down Disk: 2068
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H mainpyc @] structpyc

64 01 64 02 64 03 64 04 64 05 64 4 07 €7 @

B g

..d.5.).0.calesi
zelO.packU.pack i
ntoll. unpackd. unp
ack_fromd.iter_u
npackl.Structl.e
Dol i)
0. _clearcache) .l

_N.0._a

rroré....

Focsol:
\python\p

(=)
offset (h) 00 01 02 03 04 05 06 07 0B 09 OA OB OC 0D OE OF Xf B X &K
55 0D OD OA 00 00 00 00 70 75 69 30 10 01 00 O U.. I
E3 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 &
00 08 00 0O 00 40 00 00 0O 3 38 00 00 00 64 O

55 0D 0D 0A 00 00 00 00 70 79 69 30 10 01 00 00

Offset(h) OO0 01 02 03 04 05 06
00000000 55 OD OD OAR OO0 00 00
0010 E3 00 0O 00 0O 00

) 00 05 00 00 40 00

64 01 6C 0D 5a 64

00000040 64 02 6C DZ 54 DD b4
D000DD50 64 03 6C 04 6D D5 5A
54 00 64 DO 64 01 6BC

6D D9 5a 05 D1 64

P

=]=f

2] O\Anaconda\Lib\site-packages\Pylnstaller\utils\cliutils\main.pyc

Offset(h) 00 01 02 03 04 05 06 07 0B 09 OA OB OC 0D OE OF

0 00 00 0D 00 00 00 00 0 00 00 00 0O
5 00 00 00 40 00 00 00 00 00 00 &4 00
1 6C 00 5A 00 64 00 64 1 54 00 64 00
02 6C 02 54 00 &4 00 &4 54

64 00
00 64 E
0 &4

3 6C 04 6D 05 5A 05 01 O

0 64 00 64 01 6C 07 5A @

9 5A 09 01 00 64 D0 64 01 6 5A

5 64 06 84 00 64 06 83 a7
54 E 5 6 C 5A

B3

.U.strBase64).0.

00 00 bk4decodec.

02 OB OC OD OE OF

69 30 10 01 00 00

00 00 00

B4 00 64

6C 01 54 64 o

6C 03 54 64 d.1.T.d.d.1.T.d
64 64 02 6C d.l.m.2...d.d.1
64 64 04 6C 08 T.d.d.1l.Z.d.d.1
6C 0OA 5A 47 00 m.Z2...d.d.1.2.



FEF R fEPYthon3.8FF B F#T 4, HIIRAIF ZEAEPython3.8F f# Funcompyle6

uncompyle6 main.pyc > main.py

2 3|py X
1 # uncompyle6 version 3.7.2
2 # Python bytecode 3.8 (3413)
3 # Decompiled from: Python 3.8.0 (tags/v3.8.0:fa919fd, Oct 14 2019, 19:37:50) [MSC v.1916 64 bit (AMD64)]
4 # Embedded file name: main.py
5 # Compiled at: 1995-09-28 ©0:18:56
6 # Size of source mod 2**32: 272 bytes
7 import sys
8 from PyQt5.QtCore import *
9 from PyQt5.QtWidgets import *
10 from signin import *
11 from mydata import strBase64
12 from ctypes import *
13 import _ctypes
14 from base64 import b64decode
15 import os
16
17 class AccountChecker:
18
19 def __init__ (self):
20 self.dllname = './tmp.dll’
21 self.dll = self._ AccountChecker__release dll()
22 self.enc = self.dll.enc
23 self.enc.argtypes = (c_char_p, c_char_p, c_char_p, c_int)
24 self.enc.restype = c_int
25 self.accounts = {b'SCTFer': b64decode(b'PLHCu+fujfZmMOMLGHCYWWOq5H5HDN2R5nHN1V30QOEA" )}
26 self.try_times = 0
27
28 def _ release_dll(self):
29 with open(self.dllname, 'wb') as (f):
30 f.write(b64decode(strBase64.encode('ascii')))
31 return WinDLL(self.dllname)
32
33 def clean(self):
34 _ctypes.FreeLibrary(self.dll. handle)
35 if os.path.exists(self.dllname):
36 os.remove(self.dllname)
37
38 def _error(self, error_code):
39 errormsg = {0:'Unknown Error',
40 1:'Memory Error'}
41 QMessageBox.information(None, 'Error', errormsg[error_code], QMessageBox.Abort, QMessageBox.Abor
42 sys.exit(1)
43
44 def _ safe(self, username: bytes, password: bytes):
45 pwd_safe = b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x0
46 status = self.enc(username, password, pwd safe, len(pwd_safe))
47 return (pwd_safe, status)

Y
0
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49 def check(self, username, password):

50 self.try_times += 1

51 if username not in self.accounts:

52 return False

53 encrypted_pwd, status = self._ AccountChecker__safe(username, password)
54 if status ==

55 self._AccountChecker__error(1)

56 if encrypted_pwd != self.accounts[username]:

57 return False

58 self.try_times -=1

59 return True

60

61

62 class SignInWnd(QMainWindow, Ui_QWidget):

63

64 def __init__ (self, checker, parent=None):

65 super().__init__ (parent)

66 self.checker = checker

67 self.setupUi(self)

68 self.PB_signin.clicked.connect(self.on_confirm_button_clicked)
69

70 @pyqtSlot()

71 def on_confirm_button_clicked(self):

72 username = bytes((self.LE_usrname.text()), encoding="'ascii')
73 password = bytes((self.LE_pwd.text()), encoding="ascii')

74 if username == b'' or password == b'':

75 self.check_input_msgbox()

76 else:

77 self.msgbox(self.checker.check(username, password))

78

79 def check_input_msgbox(self):

80 QMessageBox.information(None, 'Error', 'Check Your Input!', QMessageBox.0Ok, QMessageBox.Ok)
81

82 def msgbox(self, status):

83 msg_ex = {0:'",

84 1:'',

85 2:"It's no big deal, try again!",

86 3:'Useful information is in the binary, guess what?'}

87 msg = 'Succeeded! Flag is your password' if status else 'Failed to sign in\n' + msg_ex[(self.che
88 QMessageBox.information(None, 'SCTF2020', msg, QMessageBox.0k, QMessageBox.Ok)
89

90

91 if _name__ == '_main__':

92 app = QApplication(sys.argv)

93 checker = AccountChecker()

94 sign_in_wnd = SignInWnd(checker)

95 sign_in_wnd.show()

96 app.exec()

97 checker.clean()

98 sys.exit()

99 # okay decompiling main.pyc

R 5t



YRR TREIXEER

1.

elf.dllname = './tmp.dll'

WH T tmp.diISCE AR O,

def

def

__safe(self, username: bytes, password: bytes):

pwd_safe = b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\Xx
status = self.enc(username, password, pwd_safe, len(pwd_safe))
return (pwd_safe, status)

check(self, username, password):

self.try_times += 1

if username not in self.accounts:
return False

encrypted_pwd, status = self._ AccountChecker__safe(username, password)

if status == 1:
self._AccountChecker__error(1)

if encrypted_pwd != self.accounts[username]:
return False

self.try _times -= 1

return True

self.accounts = {b'SCTFer': b64decode(b'PLHCu+fujfZmMOMLGHCYWWOq5H5HDN2R5nHN1V30QOEA" )}

WA A tmp.dIlsc 4 enceg #t, £ Ausername, password, pwd_safe, len(pwd_safe), SZFrik & ¥ password i
Ja 7t Blpwd_safeZ ¥+ . &5 FHpwd_safe’5
b64decode(b'PLHCu+fuifZmMOMLGHCYyWWOQg5H5HDN2R5NHNIV30QOEA) L8, HEAIEeH TEBIFH P 4
Ni%Z&SCTFer, H&J5IRERstatus— AN RNIET.

FTHrtmp.diiIs 4, #FElenciki %



- e rer . mnas mmr g g Lot memar L mepe s meewns )

16| const char *5tr; // [rsp+1D8h] [rbp+1B8h]
17| __inte4 v19; // [rsp+lEBh] [rbp+lCeh]
18| int v2@; /f [rsp+1E8h] [rbp+1C8h]

19
® 28| v2e = a4; // pwd_safetcHE
® 21| w19 = a3; // pwd_safe
® 22 Str = a2; // password
® 23| v17 = al; // username
® 24| w4 = Bv9;
@251 for ( 1 = 11eie4; i; --1i )
26 {
® 27 *( _DWORD *)vd = -858993468;
® 238 vd 4= 4;
29| }
© 30| sub_180011078(( int64)&unk_180020003);
® 31| vie = j_strlen(str); /7 EECHE
® 32| vil = j_strlen{vi7); /1 BPERE
® 33| if ( vie <= v2e ) |
34| {
® 35 while { vie < 32 )
® 36 Str[vie++] = @;
® 37 viZz = 8;
® 38 for (1 =8; 7 <4; ++) /) TEFAN
39
® 48 _mm_lfence();
® 41 memset(&Dst, @, sizeof(Dst));
® 42 j_memcpy(&Dst, &Str[vi2], 8uisd); [/ BWEDstik Apassword FI8F T HE
® 43 Dst = sub_188811311(Dst); /f mE RS
® 44 j_memcpy( (void *}(viz + vi9), &Dst, 8Buisd);
® 45 w12 += B;
46 }
® 47 for ( k = @; k < 32; ++k ) [/ R
48
® 49 V16 = k;
® 5@ *(_BYTE *)(v19 + k) *= vi7[k % vi11];

51 }
® 52 *(_BYTE *)(v19 + 32) = @;
® 53 vE = BiGd;

s4 3}
55| else
sel {
® 57 ve = 1i64;
S8l 3}
® 59| w7 = vb;
@ 68| sub_18881131B(&vY, &unk_18881A4AB);
® 51| return v7;
® 52(}

EARRS, SKBRRIE R LA AP, i

5 R AE

HAT~54 7RISk LR K Dst5 H P 2R R, RERE
b64decode(b'PLHCu+fujfZmMOMLGHCYWWOQq5H5HDN2R5nHNIV30QOEA), B 3RAT R 7 21 ) 57 Slish fe
2N J5 #Dst



from base64 import *

username = "SCTFer"

pwd_safe = bé64decode('PLHCu+fujfZmMOMLGHCYWWOq5H5HDN2R5nHN1V30Q0EA" )
# print (len(pwd_safe))

num = ["%@2x" % x for x in pwd_safe]

hex_num = [int(x, 16) for x in num]

print(num)
# print (len(num))
for i in range(32):
hex_num[i] ~= ord(username[i % len(username)])
# print (hex_num)
hex_nums = bytes.fromhex(''.join([hex(x)[2:].rjust(2, '@') for x in hex_num]))

print (hex_nums)

il

b'o\xf2\x96\xfd\x82\x9c\xde\xb52v\x86yK3\xe6\x1f\x06\xd8\xb 7=\x13J\xb8\xe3\xb52\xb 3\xd38\x86\x10\x02\x00*

I Bk
BUAENT 8FWHIE AT ING (H3L64F75) , #T7TFsub_180011311&i %k

L= S eSS = - ——— e e = —_= —

intod fastcall sub_188813CE8(__ ints4 al)

1

2i{

3| _inted *v1; // rdi

4| signed _ inted 1i; // rcx

5 inted v4; ff [rsp+8h] [rbp-28h]

6| int j; // [rsp+24h] [rbp+dh]

7] _ints4 v6; // [rsp+l28h] [rbp+l@eh]
8

9| ve = al;

18| vl = &vd;

11| for ( 1 = 66iB4; 1; --1 )

12| {

13 *( DWORD *)vl = -B58993468;

14 vl = (__inted *)((char *)vli + 4);
15

16 sub_188011078(( inted)Bunk_182020003);
17 for ( 1 =8; ] < 64; ++7 )

18

19 if ((ve »=8 )

20 ve = sub_180@1138C(2 * v&);

21 else

22 ve = sub_18@e113eC(2 * vc " OxBPOB4B7679FA26B3uisd);
23 }

24| return v6;

250}

Mg, Ehr LSRR MEHACRCI2MERYE, XHIEBATINE .

e R ESLfr LR CRCI2FE AN —HKE2HNF/H, F8NFHNIA, 44, g —HBE L,

FIWTIESL . IEME, EB—hL; fE, EB—f, BRE0xB0004B7679FA26B3. ER FIWr#{E64k, BIEIER

ERTRER .

HHERMNATER BN ME SR AREFSIERENR, BHTCRCI2IHE, HEEAERA.



secret = []

# for i in range(4):
# secret.append(int(hex_nums[i*8:(i + 1) * 8][::-1].hex(),16))

for i in range(4):
secret.append(int.from_bytes(hex_nums[i*8:(i + 1) * 8], byteorder="little"))

print (secret)
key = 0xBO0OO4B7679FA26B3
flag = ""

for s in secret:
for i in range(64):

sign = s & 1
if sign == 1:

s ~= key
s //=2

if sign == 1:
s |= 0x8000000000000000
print(hex(s))
j=20
while j < 8:
flag += chr(s&0xFF)
s >>= 8
j+=1
print(flag)

EONTHENLF R A MR, HEREERABF. /2

[13105084052108931695, 22985810590 540894 8824694790, 1 312534291
0x3165577b46544353
0x5161H451£336d3063

0x3230325f66746353
0x7d21215f65725£30
SCTF {WelcOm3 To Sctf 2020 re 1!}

A



from base64 import *

username = "SCTFer"

pwd_safe = bé64decode('PLHCu+fujfZmMOMLGHCYWWOG5HSHDN2R5nHN1V30QOEA")
# print (len(pwd_safe))

num = ["%02x" % x for x in pwd_safe]

hex_num = [int(x, 16) for x in num]

print(num)
# print (len(num))
for i in range(32):
hex_num[i] ~= ord(username[i % len(username)])
# print (hex_num)
hex_nums = bytes.fromhex(''.join([hex(x)[2:].rjust(2, '@') for x in hex_num]))

print (hex_nums)
secret = []

# for i in range(4):
# secret.append(int(hex_nums[i*8:(i + 1) * 8][::-1].hex(),16))

for i in range(4):
secret.append(int.from_bytes(hex_nums[i*8:(i + 1) * 8], byteorder="little"))

print (secret)
key = OxB00O4B7679FA26B3
flag = ""

for s in secret:
for i in range(64):
sign = s & 1
if sign ==
s "= key
s //=2
if sign ==
s |= 0x8000000000000000
print(hex(s))
j=29
while j < 8:
flag += chr(s&9xFF)
s >>= 8
j+=1
print(flag)

get flag!



username:SCTFer

password:SCTF{We1cOm3_To_Sctf 2020 _re !}

N WA sctF2020

SCTFer

87 SCTF2020 ® r

o Succeeded! Flag is your password

get_up

X
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void sub_482788()

char *v@; // 5714 4

HMODULE lpAddress; // 5T18 4

DWORD flOldProtect; f/ [esp+Ch] [ebp-14h]
char Dst; f/ [esp+l18h] [ebp-18h]

printf{"you should give me a word:");
memset(&Dst, 8, BxAu);

scanf_s{"%¥s", &Dst, 18);

if ( strlen(&Dst) > 6 || !sub_4e1DF@(&Dst) )

sub_481888(std: :cout, "try again");
exit(@);

}

ve = sub_4@2B88(".reioc”);

lpAddress = GetModuleHandleW(®) + (*((_DWORD *)ve + 3) »>» 2);
VirtualProtect(lpAddress, *({_DWORD *}ve + 4), @x48u, &Fl0ldProtect);
sub_482616((int)1lpAddress, &Dst);

R SEFR AL WA 7T B KA K T6, Hillidsub_401DFOi&[E]1



char _ cdecl sub_481DF8(char *Str)

1
2

3| char result; // al

4| size_t Size; // [esp+Ch] [ebp-98h]

5| signed int i; // [esp+l4h] [ebp-88h]

6| signed int j; // [esp+14h] [ebp-88h]

7| char v5; ff [esp+18h] [ebp-84h]

8| char Str2; // [esp+38h] [ebp-6Ch]

9| char Dst; // [esp+54h] [ebp-48h]

18| char v8[39]; // [esp+55h] [ebp-47h]

11| unsigned __int8 v9[16]; // [esp+7Ch] [ebp-28h]
12| int wvie; f/ [esp+98h] [ebp-4h]

13
14| sSize = strlen(str);
15| for ( 1 = 8; 1 < 1080088; ++1 )

16 sub_4e2c9a(str, Size, (Int)va);

17| memset(&Dst, 8, 8x28u);

18| sub_4015C8("e123456789abcdef");

19| wie = @;

28 for ( 7 =@; 1< 16; ++i ) |

{
22 *(BDst + 2 * ) = *(_BYTE *)sub_4819AB((signed int)vo[i] »» 4);
23 vB[2 * §] = *(_BYTE *)sub_4819A8(v9[]] % 18);

}
25 printf("\n");
26| strepy(&Str2, "32c¢1d123c193aecc4280a5d7925a2504");// sycsyc
27| if ( !strcmp(8&Dst, &Str2) )

28

29 vig = -1;

38 std::basic_string<char,std: :char_traits<char:,std::allocator<char>>::~basic_string<char,std::char_traits<char>,std::allocator<char>>(&5);
31 result = 1;

R[E, SERRELR RIS S K1Dst532¢1d123¢193aecc4280a5d7925a2504 48 F, SZhr2MD5HINES, B2
“Nisycsyc

BTk, BFERK reiock, HH.reiocB i SsycsyclE# =#ul, 5 HIDAPythonfi4

beg_adr = 0x405000
dst = "sycsyc"
for i in range(0,0x200,16):
for j in range(16):
PatchByte(beg_adr+i+j,Byte(beg_adr+i+j)~ord(dst[j%6]))

RIGERERE LR, SHhData, HibloHEdE, BHEARH.

int sub_485888( )

1
29
3| sub_483128(); // flag plz!
4| return sub_4027Fa();

5}

FTFFsub_4027F0% ¥t



XEEFMEHERZ, WMAKEAN30Mfag, BESANFRF, 5.ebatalBkHI#B 5 EH 7 8.

void sub_4827F8()

{

char *v@; // 5T18 4

HMODULE lpAddress; // ST1C 4

signed int i; // [esp+l18h] [ebp-48h]
DWORD fl0ldProtect; // [esp+l4h] [ebp-3Ch]
char Dst[48]; // [esp+18h] [ebp-38h]

char S5tr[12]; // [esp+48h] [ebp-18h]

memset(Dst, @, Bx28u);

memset(Str, @, 8xAu);

scanf_s("Xs", Dst, 48);

if ( strlen(Dst) I= 38 ) /1 flagtlEH3e

sub_481e88(std: :cout, "try again”); |
exit(@);

for ( 1 =8; 1 < 5; +1)

str[i] = Dst[i];
ve = sub_402B88(".ebata");
lpAddress = GetModuleHandleW(®) + (*({ DWORD *)ve@ + 3) >>» 2);
VirtualProtect({lpAddress, *((_DWORD *)ve@ + 4), @xd8u, Efl0ldProtect);
sub_482580( (int)1lpAddress, Str);
sub_42400a();

Tisub_404000 KAL) o X B AT A& ESE NI flagh 8 L F/F ASCTF{, 5 A&

beg_adr = 0x404000
dst = "SCTF{"
for i in range(16,96):

PatchByte(beg_adr+i,Byte(beg_adr+i)”ord(dst[i%5]))

S
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] 13| char v12; f/ [esp+99Dh] [ebp-Fh]
14| char v13; f/ [esp+99Eh] [ebp-Eh]
15| char v14; /f [esp+99Fh] [ebp-Dh]
16| char v15; f/ [esp+9ABh] [ebp-Ch]
17| char v16; f/ [esp+9Alh] [ebp-Bh]
18| char v17; f/ [esp+9AZh] [ebp-Ah]
19| char v18; f/ [esp+9A3h] [ebp-9h]
28| char v19; f/ [esp+9Adh] [ebp-8h]
21
22 ='s';

23 =y

24 = '¢';

25 ='1';

26 = 'o';

27 = "y';

28 = "g';

29 = 'r';

38 vio = @8;

31| memset(Dst, @, @x28u);

32 for ( 1 =8; 1 < strlen(str); ++1 )
33 Dst[i] = 5tr[i];

34 for ( § = 8; (signed int)j < 256; ++j )
35

36 va[i] = i;

37 vl = strlen(&v1l);

38 v3[i] = *(&v1i1 + j ¥ v1);

39

a8 w5 = @;

41 for ( k = B; k < 256; ++k )

a2l |

43 vs = (vj['] + '\-'r.J'['.] + v5) ¥ 256;
44 vd = va[k];

45 \-r.J'[] = \."J‘[\.:‘]j

46 vo[v5s] = v4;

a7\ }

48| return sub_4@1A78((int)ve, Dst);
49}

XE—NRELFRHRZRCAEHS-BOX, A—NREBEMZE RS, keyld Hsyclover

#include<stdio.h>
#include<stdlib.h>
#include<string.h>
typedef unsigned longULONG;

#pragma warning(disable:4996)

/*HIIRA R B/
void rc4_init(unsigned char* s, unsigned char* key, unsigned long Len)
{

inti=90, j=20;

char k[256] = { © };

unsigned char tmp = 0;

for (i = 0; 1 < 256; i++)

{
s[i] = i,
k[i] = key[i % Len];
}
for (1 = @; 1 < 256; i++)
{
j = (j + s[i] + k[1i]) % 256;
tmp = s[i];
s[i] = s[j1; // X#s[i]Ms[]]
s[j] = tmp;
}
}
/*IARE*/

void rc4_crypt(unsigned char* s, unsigned char* Data, unsigned long Len)



inti=9, j=290, t=20;
unsigned long k = 9;
unsigned char tmp;

for (k = @; k < Len; k++)
{

i (i + 1) % 256;

j (j + s[i]) % 256;

tmp = s[i];

s[i] = s[j]; // Z#s[x]FMs[y]
s[j] = tmp;

t = (s[i] + s[j]) % 256;
Data[k] ~= s[t];

int main()

unsigned char s[256] = { @ }, s2[256] = { @ }; // S-box

char key[256] = { "syclover" };

char pData[512] = { @ };

int v12[] = { 128,85,126,45,209,9,37,171,60,86,149,196,54,19,237,114,36,147,178,200,69,236,22,107,103,2
int i;

//char m[32] = { @ };

for (int i = 0; i < 30; ++i) {
pData[i] = (char)vi12[i];

unsigned long len = strlen(pData);

printf("pData=%s\n", pData);
printf("key=%s,length=%d\n\n", key, strlen(key));
rc4_init(s, (unsigned char*)key, strlen(key)); // B&5%R T ¥k
printf("FERITS[1] MM, WT: \n\n");
for (i = 0; i < 256; i++)
{
printf("%02X", s[i]);
if (1 && (i + 1) % 16 == @)putchar('\n');
}
printf("\n\n");
for (i = 0; i < 256; i++) // As2[i]BNRBELIVIHLs[L], BREEM! ! !
{
s2[i] = s[i];

printf (" 2&MIHE, BEME \n\n");
printf("len = %d\n", len);

rc4_crypt(s, (unsigned char*)pData, len);
printf("pData=%s\n\n", pData);

system("PAUSE");
return 0;
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