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<?php index.php error_reporting(0); $file =$_GET["file"]; $payload = $_GET["payload"]; if(lisset($file)){ echo 'Missing parameter'.'
" Yif(preg_match("/flag/",$file)) die('hack attacked!!!"); } @include($file); if(isset($payload)){ $url =
parse_url($_SERVER[REQUEST URI); parse_str($url['query’],$query); foreach($query as $value) if
(preg_match("/flag/",$value)) { die('stop hacking!"); exit(); } } $payload = unserialize($payload); }else{ echo "Missing parameters"; }
?> hint.php <?php class Handle{ private $handle; public function _ wakeup(){ foreach(get_object vars($this) as $k => $v) { $this-
>$k = null; } echo "Waking up\n"; } public function __construct($handle) { $this->handle = $handle; } public function __ destruct(}{
$this->handle->getFlag(); } }

class Flag{

public $file;

public $token;

public $token _flag;

function _ construct($file){

$this->file = $file;

$this->token_flag = $this->token = md5(rand(1,10000));
}

public function getFlag(){
$this->token_flag = md5(rand(1,10000));

if($this->token === $this->token_flag)
{

if(isset($this->file)){
echo @highlight file($this->file,true);
}

}




}

?>
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